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® Platform Requirements
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® Ports Configuration
® Additional Requirements
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® Opswise Automation Center
® Product Licensing
® Additional Information

Installation Packages

These pages provide information and instructions for the installation of Workload Automation 5 packages on one or more operating systems.

The following table identifies the different operating systems on which Workload Automation 5 can be installed, and the packages that can be

installed on each system.

Operating Workload Automation  Universal Enterprise UEC Client Workload Automation 5 for
System 5 Controller Applications SOA

2/0s 1 (V]

z/OS USS .a

Windows (V) (V) (V) (V)

UNIX — AIX .a .a

UNIX — HP-UX @

UNIX — Linux

(<]
(<]

UNIX — Solaris @
UNIX - (generic) | &
IBMi a

HP NonStop 2 &

1 Workload Automation 5 for z/OS contains Universal Enterprise Controller.
2 Universal Command 2.1.1 is installed on HP NonStop.

Installation Information

The information in these pages includes, but is not limited to, the following areas:

Installation package components
Product compatibility

Installation requirements
Installation upgrades

6 / wabl0-install&admin
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System upgrades

Distribution files

Installation procedures

Product customization
® Configuration
® Licensing

® File inventory lists

Installation Requirements

Installation requirements, including system requirements, for each platform are located on the Installation Requirements page specific to that
platform:

z/OS Installation Requirements
Windows Installation Requirements
UNIX Installation Requirements

IBM i Installation Requirements

HP NonStop Installation Requirements

Requirements relevant to all platforms are shown below.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Network Requirements

Workload Automation components run on z/OS, Windows, UNIX, IBM i, and HP NonStop operating systems. These systems must be connected
with a network that supports TCP/IP. For example, the Universal Command Manager running on a z/OS system must be able to establish a
TCP/IP socket connection with the Universal Command Server running on a UNIX or Windows system.

TCP/IP provides a set of commands to verify network connectivity between systems. For example, the ping command can determine if an IP
connection is possible between two systems. However, the ping command may not work in all network environments. In addition, the ping
command may work, but a firewall may deny all other connection attempts between the two systems. Check with your local network administrator
to determine the capabilities and topology of your network.

Workload Automation offers configuration parameters that can facilitate connections through network firewalls. Due to the large variety of firewall

configurations, all possibilities cannot be discussed in this document. Check with your local network administrator to determine if a firewall is
between the computer systems involved.

Ports Configuration

Ports configured for Workload Automation 5 components and prerequisites cannot be blocked by a firewall.

The following table identifies the default ports, which you can change during installation or configuration:

Component or Prerequisite Default Port
MySQL 3306
Microsoft SQL Server 1433
Oracle 1521
Universal Broker 7887
Universal Broker (for IPC) 7987

Universal Application Container (local port) 7889

Universal Enterprise Controller 8778
Opswise Controller (Tomcat) 8080
Opswise Message Hub 6776

|/ wab10-install&admin
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Opswise Transport 4803

Opswise Inter-Transport Communications* = 4804, 4805

* NOTE: These ports currently cannot be changed.

Additional Requirements

In order to install any of these Workload Automation components, you must be able to write to the directory from which the installation is
launched.

Product Distribution

To install a Workload Automation 5 package, you first must download the corresponding product distribution file for your specific operating system
version and hardware platform.

All Workload Automation 5 distribution files are available for download from the Stonebranch Customer Portal.
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

These pages identify the specific product distribution files to be downloaded for the different Workload Automation 5 packages.

Opswise Automation Center

Workload Automation 5 packages do not include the Opswise Automation Center components. For information on installing Automation Center,
see Opswise Automation Center Installation and Upgrade.

Product Licensing

A Workload Automation 5 package installation may include products that must be licensed before they can be used.

These pages identify the products that must be licensed, and how the licensing is made, for Workload Automation 5.1.0 on each operating
system.

Licenses for Workload Automation 5 are provided by your Stonebranch, Inc. account representative.

Additional Information

In addition to this Installation Guide, Stonebranch, Inc. provides the following information:

Workload Automation 5.1.0 System Requirements and Installation Summary identifies network requirements for all Workload Automation 5
installations and, for each operating system, the following information:

® System requirements
® |[nstallation summary
® Customization

Workload Automation 5.1.0 Installation Quick Start Guides provide the following information:

® System Requirements

* Downloading Workload Automation 5.1.0 Distribution File
¢ |nstalling Workload Automation 5.1.0

® Licensing your 5.1.0 Components

® Encrypting User ID and Password for Job Execution

® Executing a Job

® Running a System Query

There is a separate quick start guide for each Indesca and Infitran supported platform.
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zOS Installation

Error formatting macro: redirect: java.lang.NullPointerException
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zOS Installation - Overview

® |ntroduction
® |nstallation Checklist

Introduction

These pages describe the installation of Stonebranch Inc.’s Workload Automation 5 for z/OS on a z/OS operating system. Unless otherwise
specified, all references to Workload Automation for z/OS refer to version 5.1.0.

Workload Automation for z/OS is provided as an easily installed SMP/E package (see z/OS Installation - Installation Package). After the SMP/E
installation steps are complete, z/OS must be configured to meet the product requirements. Lastly, the individual product components must be
customized to meet local production requirements.

The z/OS package includes the components for both Workload Automation for z/OS and optional components for Workload Automation for z/OS
UNIX System Services (USS). For information on installation of Workload Automation for z/OS USS, see z/OS USS Installation.

1. Note
Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Workload
Automation component is running, including manager components. The Broker maintains product configuration data for all
components that have a configuration file.

Installation Checklist

The following installation checklist provides a concise overview of the z/OS installation steps. Each step refers to the page in this installation guide
that describe that step in complete detail. All z/OS installation pages should be read to avoid product installation and configuration problems.

The installation itself consists of running a number of batch jobs. The output of these batch jobs should be kept until a correct installation has
been verified.

Step 1 Download the Workload Automation 5.1.0 for z/OS product distribution file to your Windows workstation. The distribution file is
packaged as an Express/OS Windows executable file. See zOS Installation - Distribution File for complete details.

Step 2 Execute the Express/OS package on a Windows workstation that has TCP/IP connectivity to the z/OS system. The Express/OS
application will start and prompt you for the information it needs to transfer the z/OS installation libraries to z/OS. Once the transfer is
complete, Express/OS will prompt you to submit a z/OS batch job to unpack the libraries, which have been packaged in a TSO XMIT
format. Select YES to submit the batch job. The installation JCL is located in the #HLQ. UNV. V5R1MD. | NSTALL library (simply
referred to as the INSTALL library). The INSTALL library is created on z/OS by the batch job that unpacked the libraries. See zOS
Installation - Transferring Installation Files to zOS for complete details.

Step 3 Edit the INSTALL(#SETUP) member to meet local requirements as described in the #SETUP comment prolog. #SETUP creates
customized installation JCL members in the INSTALL library. Execute the installation jobs as required for your SMP/E environment.
See zOS Installation - SMPE Installation for complete details.

Step 4 Create started task user and group profiles for Universal Broker and Universal Enterprise Controller. See zOS Configuration - Started
Tasks for complete details.

Step 5 Define the SUNVLOAD library to APF, Program Control, and LNKLST. See zOS Configuration - Load Library for complete details.

Step 6 Define SMF exits for Universal Command and Universal Automation Center Agent. See zOS Configuration - SMF Exits for complete
details.

Step 7 Configure the UNIX System Services file systems used by the Universal Broker and Universal Enterprise Controller. See Workload
Automation 5 Database Configuration for complete details.

Step 8 Perform individual component customization, including JCL procedure edits and adding component licenses. See zOS Installation -
Customization for complete details.
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zOS Installation - Installation Package

® Workload Automation for z/OS Package Components
¢ Component Compatibility

Workload Automation for z/OS Package Components

The Workload Automation 5 for z/OS package contains the following Workload Automation for z/OS components:

Universal Broker 5.1.0

Universal Automation Center Agent 5.1.0
Universal Command Manager and Server 5.1.0
Universal Control Manager and Server 5.1.0
Universal Data Mover Manager and Server 5.1.0
Universal Encrypt 5.1.0

Universal Enterprise Controller 5.1.0

Universal Event Monitor Manager 5.1.0
Universal Message to Exit Code Translator 5.1.0
Universal Query 5.1.0

Universal Connector 5.1.0

Universal Certificate 5.1.0

Opswise Automation Center Command Line Interface 5.1.0

. Note
For the list of Workload Automation for z/OS USS components included in the z/OS package, see z/OS USS Installation -
Components.

Component Compatibility

The following table identifies the compatibility of Workload Automation 5 for z/OS components with previous component / product versions.

Component Compatibility

Universal Broker 5.1.0 Stor&ebranch Solutions / Universal Products releases 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and
.1.0.

Universal Automation Center Agent Universal Automation Center Agent is compatible with Automation Center 5.1.0 and above.

5.1.0

Universal Command 5.1.0 Universal Command 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Control 5.1.0 Universal Control 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Data Mover 5.1.0 Universal Data Mover 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Encrypt 5.1.0 Universal Encrypt 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Query 5.1.0 Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Enterprise Controller 5.1.0 Not compatible with previous versions of Universal Enterprise Controller Client Applications.

Universal Event Monitor 5.1.0 Universal Event Monitor 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.

The component references pertain to all supported platforms for that version.
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zOS Installation - Installation Requirements

® System Requirements
® Platform Requirements
® Data Set Space Requirements

System Requirements

Workload Automation 5 for z/OS require the following software releases:

z/OS 1.10 or above.

SMP/E 3.5 or above.

IBM Communication Server for z/OS 1.10 or above.

IBM Language Environment (LE) for z/OS 1.10 or above.

Windows workstation capable of establishing a TCP/IP network connection to the z/OS system.
TSO user ID with an OMVS segment.

About 1900 cylinders of DASD.

Two available TCP/IP ports on z/OS.

All Workload Automation programs use z/OS UNIX System Services. As such, z/OS UNIX requires the user profile with which a program
executes to have a properly defined OMVS segment. The OMVS segment should define a unique UID value. The HOME value must specify an
existing home directory to which the user ID has read and write access.

Additionally, the group(s) that the user ID is associated with must have an OMVS segment that defines a unique GID value for the group. Refer to
IBM's UNIX System Services Planning manual for additional details on defining z/OS UNIX users.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Data Set Space Requirements

As part of the Workload Automation for z/OS package installation, a number of SMP/E and non-SMP/E data sets are allocated and cataloged.
The space requirements for these data sets are listed in z/OS Installation - Data Set Inventory.
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zOS Installation - Installation Upgrades

® Workload Automation for z/OS - Installation Upgrades
® Universal Command 1.2.0

Universal Command 2.1.0

Universal Products 2.2.0

Universal Products 3.1.1

Universal Products 3.2.0

Universal Products 4.1.0

Stonebranch Solutions 4.3.0
® Workload Automation 5

® Platform Requirements

Workload Automation for z/OS — Installation Upgrades

This page describes changes in the product installation that have occurred with new versions of the product. If a particular version is absent from
the list, no change occurred.

Universal Command 1.2.0

Starting with Universal Command 1.2.0, the SMP/E target and distribution library names have changed. The product name qualifier has been
changed to the three-character product identifier, and the version, release, modification qualifier (V1R1MO) has been removed. The changes
comply with the IBM naming conventions for SMP/E libraries. Also, the absence of the version qualifier will make future upgrades much simpler
and trouble-free.

Universal Command 2.1.0

Start with Universal Command 2.1.0, the SMP/E target and distribution libraries SUCMNLS, AUCMNLS, SUCMCONF, and AUCMCONF have
changed their record format from variable block to fixed block.

Universal Products 2.2.0

Products are packaged in the new Universal Products package. Starting with Universal Products 2.2.0, SMP/E target and distribution libraries are
now shared between all products in order to make maintenance and administration easier.

Product target and distribution data set names have changed. All products in the Universal Products package use UNV as the three character
product identifier. As such, the last qualifier of the target libraries start with SUNV and the last qualifier of the distribution libraries start with AUNV.

Universal Products 3.1.1
Package size has increased significantly as the Universal Broker and Server components are now included as FMIDs. Product SMP/E target

library SUNVLOAD and SMP/E distribution library AUNVLOAD space allocation should be increased to meet the new space requirements.
Additionally, SMP/E SMPLTS and SMPPTS data sets and SMPTLIB DDDEF space requirements have increased.

Universal Products 3.2.0

Product configuration files have been moved from SMP/E target libraries SUNVCONF and SUNVCOMP to non-SMP/E product libraries
UNVCONF and UNVCOMP. The change allows for remote configuration capability of z/OS configuration members. Configuration members are
delivered in the SMP/E SUNVSAMP library and copied to the appropriate library in an installation job.

All SMP/E target and distribution libraries have been changed from PDS to PDSEs. This includes the load libraries SUNVLOAD and AUNVLOAD.
The installation upgrade jobs include steps to convert existing libraries to PDSE format.

Universal Products 4.1.0

The Universal Broker and Universal Enterprise Controller STCs can now use user profiles with non-zero UID values instead of UID 0 as required
in previous releases. See Converting STC User Profiles to a Non-Zero UID for details on how to convert the STC user profiles from UID 0 to a
non-zero UID value.

Stonebranch Solutions 4.3.0

Universal Automation Center Registration Server (UAR) is installed as FMID TUAR430. UAR provides the ability to register the Universal Broker
with Automation Center 1.6 and 1.7.
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Workload Automation 5

Universal Automation Center Agent (UAG) is installed as FMID TUAG510. UAG provides agent services for an Opswise Automation Center
Controller, enabling it to schedule workload, transfer files, and monitor events on the agent system.

UAG replaces Universal Automation Center Registration Server (UAR), introduced in Stonebranch Solutions 4.3.0.

', Note
Installation of Workload Automation 5 for z/OS does not upgrade an Opswise 1.7, 1.6, or 1.5 z/OS agent to UAG.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before upgrading.
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zOS Installation - Distribution File

z/OS Distribution File
Obtaining the Distribution File
Distribution File Format
Distribution File Contents

® 7/OS USS Files

z/OS Distribution File

The Workload Automation 5 for z/OS product distribution file contains all of the files required for the installation of the Workload Automation for
z/0OS package.

Obtaining the Distribution File

To obtain the Workload Automation for z/OS package, download the corresponding product distribution file from the Stonebranch Customer Portal

1 Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

Distribution File Format

The Workload Automation 5 for z/OS product distribution file is an Express/OS Windows self-extractable executable file. (Express/OS is a
packaging and installation GUI application provided by Widearea Data Systems, Inc. for the Microsoft Windows operating system.)

The name of Workload Automation 5 for z/OS distribution file has the following format:
sb- Ver si on. Rel ease. Modi fi cation Level . Mai nt enance Level -operati ng system exe

For example: sb-5. 1. 0. 0- zCS. exe

Distribution File Contents

The following table lists the installation files (in XMT file format) included in the Workload Automation 5 for z/OS distribution file.

1. Note
These files include the files for z/OS USS.

File Name Description

INSTALL.XMT Workload Automation 5 package installation JCL.

README.TXT Documentation on the package and transfer methods.

SMPMCS.XMT Workload Automation 5 SMP/E MCS statements.

UAG510F1.XMT Universal Automation Center Agent SMP/E FMID TUAG510 relative file 1.
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UAG510F2.XMT Universal Automation Center Agent SMP/E FMID TUAG510 relative file 2.

UAG510F3.XMT Universal Automation Center Agent SMP/E FMID TUAG510 relative file 3.
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UBR510F1.XMT

UBR510F2.XMT

UBR510F3.XMT

UCM510F1.XMT

UCM510F2.XMT

UCM510F3.XMT

UDM510F1.XMT

UDM510F2. XMT

UDM510F3.XMT

UEC510F1.XMT

UEC510F2.XMT

UEM510F1.XMT

UEM510F2.XMT

UEM510F3.XMT

UNV510F1.XMT

USD510F1.XMT

USP510F1.XMT

USP510F2.XMT

| wab10-install&admin

Universal Broker SMP/E FMID TUBR510 relative file 1.

Universal Broker SMP/E FMID TUBR510 relative file 2.

Universal Broker SMP/E FMID TUBR510 relative file 3.

Universal Command SMP/E FMID TUCM510 relative file 1.

Universal Command SMP/E FMID TUCM510 relative file 2.

Universal Command SMP/E FMID TUCM510 relative file 3.

Universal Data Mover SMP/E FMID TUDM510 relative file 1.

Universal Data Mover SMP/E FMID TUDM510 relative file 2.

Universal Data Mover SMP/E FMID TUDM510 relative file 3.

Universal Enterprise Controller SMP/E FMID TUEC510 relative file 1.

Universal Enterprise Controller SMP/E FMID TUEC510 relative file 2.

Universal Event Monitor SMP/E FMID TUEM510 relative file 1.

Universal Event Monitor SMP/E FMID TUEM510 relative file 2.

Universal Event Monitor SMP/E FMID TUEM510 relative file 3.

Universal Common SMP/E FMID TUNV510 relative file 1.

SAP RFC DLL FMID TUSD510 relative file 1.

Universal Connector FMID TUSP510 relative file 1.

Universal Connector FMID TUSP510 relative file 2.
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USP510F3.XMT

UTL510F1.XMT

UTL510F2.XMT

UXD510F1.XMT

z/OS USS Files

UBR510U1.XMT

UBR510U2.XMT

UCM510U1.XMT

UCM510U2. XMT

UDM510U1.XMT

UDM510U2. XMT

UEM510U1.XMT

UEM510U2.XMT

UNV510UL1.XMT

UTL510U1.XMT
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Universal Connector SMP/E FMID TUSP510 relative file 3.

Universal Utilities SMP/E FMID TUTL510 relative file 1.

Universal Utilities SMP/E FMID TUTL510 relative file 2.

IBM XML Toolkit FMID TUXD510 relative file 1.

USS Universal Broker FMID UUBR510 relative file 1.

USS Universal Broker FMID UUBR510 relative file 2.

USS Universal Command FMID UUCM510 relative file 1.

USS Universal Command FMID UUCM510 relative file 2.

USS Universal Data Mover FMID UUDMS510 relative file 1.

USS Universal Data Mover FMID UUDM510 relative file 2.

USS Universal Event Monitor FMID UUEM510 relative file 1.

USS Universal Event Monitor FMID UUEM510 relative file 2.

USS Universal Common FMID UUNV510 relative file 1.

USS Universal Utilities FMID UUTL510 relative file 1.
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zOS Installation - Transferring Installation Files to zOS

® 7/OS Installation - Transferring Installation Files to z/OS
® Methods of Transferring the Installation Files
® Express/OS
® Manual
® Express/OS Method
® Manual Method
® Extract the Installation Files
® Allocate z/OS Data Sets
® Transfer the Installation Files
® Unpack the Data Sets

z/OS Installation — Transferring Installation Files to z/OS

After downloading the distribution file, you must extract the installation files and transfer them to the z/OS system on which to install Workload
Automation for z/OS.

The XMIT (TSO TRANSMIT format) data sets must be unpacked with the TSO RECEIVE command.

Methods of Transferring the Installation Files

There are two methods of transferring the installation files.

Express/OS

The Express/OS method transfers the installation files to the z/OS system using FTP in passive mode. It also will unpack the XMIT data sets on
z/OS.

Express/OS is the simplest — and quickest — transfer method.
' Note

With z/OS versions 1.13 and later, there is an issue with Express/OS login credentials that inhibits its use for transferring
installation files to z/OS. You must use the manual method.

Manual

The manual method requires each installation file to be extracted from the distribution file, then transferred manually from the Windows
workstation to the z/OS system.

In cases where you cannot use FTP to transfer files from the Windows workstation to the z/OS system, the manual method is required.

Express/OS Method

This section describes how to transfer the installation files to z/OS using the Express/OS method.

Express/OS performs the following tasks:

® Extracts the installation files from the distribution file.
® Allocates data sets on z/OS for the installation files.
® Transfers the installation files to the z/OS system.

® Submits a z/OS job to unpack the data sets.

To execute Express/OS, double-click the sh-5. 1. 0. <I evel >- zCS. exe file in Windows Explorer. Express/OS then prompts you for information
as it performs the following steps:

Step 1 Express/OS extracts the installation files to a temporary directory. It provides a default directory, although you can provide a directory
of your choice.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Express/OS prompts you for the z/OS system TCP/IP host name and the FTP port number (default is 21). The host name may be
either a domain name or a numeric TCP/IP address.

FTP is not required on the system from which Express/OS is executing. Express/OS implements the FTP protocol itself. However, you
do need the ability to open a passive FTP connection to the z/OS system from the computer on which Express/OS is executing.

Express/OS prompts you for a z/OS user ID and password. This information is used by Express/OS to log on to FTP in order to
transfer the files to the z/OS system.

Express/OS prompts you for the data set high-level qualifier with which to allocate the transferred XMT files.

® For non-SMS data sets, provide the unit and volume serial number on which to allocate the data sets.
® For SMS data sets, provide the management class and storage class with which to allocate the data sets.

Express/OS prompts you for a data set name in which to save the Express/OS JCL required to unpack the data sets. If the data set
does not exist, Express/OS creates it.

Express/OS provides a default JCL JOB statement used to create the JCL. You can edit the JOB statement at this time to meet local
requirements.

Express/OS transfers the installation files to the allocated data sets on z/OS using FTP.

Express/OS prompts you on whether or not you want to submit the Express/OS job to unpack the data sets. If you answer no, you
must submit the job manually. The job is located in the data set provided in Step 5, above.

When the Express/OS application completes, the Workload Automation 5 data sets are unpacked on the z/OS system and ready for installation
(see z/OS Installation - SMPE Installation).

Manual Method

This section describes the manual method of transferring the installation files to z/OS.

To transfer the installation files to z/OS manually, you must perform the following four tasks:

1 Extract the installation files from the distribution file (using Express/OS).

2 Allocate data sets on z/OS for the installation files.

3 Transfer the Installation Files.

4 Unpack the data sets.

Extract the Installation Files

To extract the installation files from the distribution file, perform the following steps.

Step 1 Double-click the name of the distribution file, sb-5.1.0.<level>-zOS.exe, in Windows Explorer.

Step 2 On the introductory Express/OS screen, click the Next> button.
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Step 3 The next screen, shown below, prompts for a directory in which to extract the installation files.

iciix]

»e Express/0OS

Enter the directory where the filez should be unpacked
F the folder does: not extsts, you will b= prompted to create &,

Inzstalistion Direcharny:

|'-.|.q:inﬂall Browse... |

< Back | Mest = I Exit

When the dialog first displays, the Installation Directory field may be contain a temporary directory deep within your user profile
directory. You can use that directory or Browse... for another directory.
(Consider replacing that directory name with an easy-to-locate directory, such as \upinstall.)

Step 4 Click the Next> button to extract the files to the specified directory. If the directory that you selected in Step 3 does not exist,
Express/OS prompts you to create it.

Step 5 On the next screen, exit Express/OS by clicking the Exit button and replying to the confirmation dialog.

Allocate z/OS Data Sets

The installation files (with a .XMT suffix) have been created using the TSO TRANSMIT command. They must be transferred (in binary mode) to
z/OS data sets of the following format:

® Sequential (DSORG=PS)

® Fixed blocked record format (RECFM=FB)

® Record length 80 (LRECL=80)

® Block size 3120 (BLKSIZE=3120)

You can use the following sample JCL to allocate and catalog the XMIT data sets on z/OS. Transfer it — to the z/OS system on which Workload
Automation 5 for z/OS is being installed — in text mode to a fixed record format data set with a logical record length of 80.

The JCL includes a MODIFICATIONS section at the beginning that describes what JCL modifications are required prior to submitting the job.
Read and complete each of the listed modifications.

Submit the job on z/OS to allocate the XMIT data sets. Return code 0 is expected.

/1 UNVALLOC JOB CLASS=A, MSGCLASS=X, MSGLEVEL=( 1, 1), NOTI FY=&SYSUI D,

11 COND=( 0, NE)
//*********************************************************************
/1* (C) COPYR GHT 2000-2011 STONEBRANCH, INC. ALL RI GHTS RESERVED.
11*

//* STONEBRANCH, | NC.

//* UNI VERSAL PRODUCTS

11*

/1* UNVALLOC

11*

//* DESCRI PTI ON

JI* oo

/1* ALLOCATE TSO TRANSM T (XM T) DATA SETS FOR THE DI STRI BUTI ON
//* DATA SETS.

11*
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/1* MODI FI CATI ONS

J]* —ce oo

//* 1. MODIFY THE JOB STATEMENT TO MEET LOCAL REQUI REMENTS.

/1*

//* 2. CHANCGE ALL '#HLQ TO THE H GH LEVEL QUALI FI ER OF THE

I1* UNI VERSAL PRODUCTS DI STRI BUTI ON XM T DATA SETS.

/1*

//* 3. CHANCE ALL '#VOLSER TO THE VOLUME SERI AL NAME ON WHI CH TO
I1* ALLCCATE THE DATA SETS.
//*********************************************************************
I1*

/| STEP1 EXEC PGWI EFBR14

//SMPMCS DD DSN=#HLQ. UNV. V5R1IM). SMPMCS. XM T,

/1 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=( CYL, (200, 10))

//INSTALL DD DSN=#HLQ UNV. VSRLMD. | NSTALL. XM T,

1 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

1 SPACE=(CYL, (1, 1))

//TUNVF1 DD DSN=#HLQ UNV. VSRIMD. TUNVG10. F1. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
11 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=(CYL, (1, 1))

//UTLF1 DD DSN=#HLQ UNV. VSRIMD. TUTL510. F1. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
11 UNI T=SYSALLDA, VOL=SER=#VOLSER,

1 SPACE=(CYL, (1, 1))

//UTLF2 DD DSN=#HLQ UNV. VSRIMD. TUTL510. F2. XM T,

/1 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
11 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=( CYL, (70, 1))

//UBRF1 DD DSN=#HLQ UNV. V5RIMD. TUBR510. F1. XM T,

11 Dl SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

11 SPACE=(CYL, (1, 1))

//UBRF2 DD DSN=#HLQ UNV. VSRIMD. TUBR510. F2. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

11 SPACE=(CYL, (1, 1))

//UBRF3 DD DSN=#HLQ UNV. VSRIMD. TUBR510. F3. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

11 SPACE=( CYL, (120, 1))

//UCMFL DD DSN=#HLQ UNV. VSRIMD. TUCMB10. F1. XM T,

11 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=(CYL, (1, 1))

//UCMF2 DD DSN=#HLQ UNV. VSRIMD. TUCMG10. F2. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

11 SPACE=(CYL, (1, 1))

//UCMF3 DD DSN=#HLQ UNV. VSBRIMD. TUCMB10. F3. XM T,

11 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

1 SPACE=( CYL, (45, 1))

//UDMF1 DD DSN=#HLQ UNV. VSRIMD. TUDMB10. F1. XM T,

/1 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
11 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=(CYL, (1, 1))

//UDMF2 DD DSN=#HLQ UNV. VSRIMD. TUDMB10. F2. XM T,

/1 DI SP=(, CATLG),

/1 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=(CYL, (1, 1))

//UDMF3 DD DSN=#HLQ UNV. VSRIMD. TUDMG10. F3. XM T,

11 DI SP=(, CATLG),

11 DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,

/1 SPACE=( CYL, (55, 1))

/1 UEMF1 DD DSN=#HLQ. UNV. V5R1MD. TUEMG10. F1. XM T,

21 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

22

/

/1
Il
Il
/1
/| UEMF2 DD
I
/1
Il
Il
/1 UEMF3 DD
Il
Il
Il
/1
/1 UXDF1 DD
I
/1
I
I
/1 UAGF1 DD
I
I
/1
Il
/1 UAGF2 DD
/1
Il
Il
Il
/1 UAGF3 DD
Il
I
/1
Il
/1 UECF1 DD
/1
I
I
/1
/| UECF2 DD
I
/1
Il
Il
/1 USDF1 DD
/1
Il
Il
/1
/| USPF1 DD
I
/1
I
I
/ | USPF2 DD
Il
Il
Il
Il
/1 USPF3 DD
Il
/1
Il
Il
/1 UBRUL DD
I
Il
/1
I
/1 UBRU2 DD
/1
Il
Il
Il
/1 UCMUL DD
Il
Il
/1
Il
/1 UCMJ2 DD
/1
I
I

wa510-install&admin

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ. UNV. V5RLMD. TUEMG10. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. TUEMGL0. F3. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (15, 1))

DSN=#HLQ. UNV. V5RLMD. TUXD510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (50, 1))

DSN=#HLQ UNV. V5RLMD. TUAGE10. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. TUAGE10. F2. XM T,

Dl SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RIMD. TUAGE10. F3. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (15, 1))

DSN=#HLQ UNV. V5RLMD. TUEC510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ. UNV. V5RLMD. TUEC510. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (70, 1))

DSN=#HLQ UNV. V5RLMD. TUSD510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (20, 1))

DSN=#HLQ. UNV. V5RLMD. TUSP510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RIMD. TUSP510. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. TUSP510. F3. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (15, 1))

DSN=#HLQ UNV. V5RLMD. UUBR510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. UUBR510. F2. XM T,

Dl SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (50, 1))

DSN=#HLQ. UNV. V5RLMD. UUCMB10. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. UUCVE10. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,
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/

/1
/1 UDMUL DD
Il
/1
I
I
/1 UDMJ2 DD
Il
Il
/1
Il
/1 UEMUL DD
Il
/1
Il
I
/1 UEMJ2 DD
I
I
/1
I
/1 UTLUL DD
/1
Il
I
/1
/1 UNVUL DD
Il
Il

wa510-install&admin

SPACE=( CYL, (30, 1))

DSN=#HLQ UNV. V5RLMD. UUDVBL0. F1. XM T,

Dl SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RLMD. UUDNVBL0. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFMEFB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (30, 1))

DSN=#HLQ UNV. V5RLMD. UUENGL0. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=(CYL, (1, 1))

DSN=#HLQ UNV. V5RIMD. UUEMGL0. F2. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFMEFB, LRECL=80, BLKSI ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (30, 1))

DSN=#HLQ UNV. V5RLMD. UUTL510. F1. XM T,

DI SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKS| ZE=3120) ,
UNI T=SYSALLDA, VOL=SER=#VOLSER,

SPACE=( CYL, (60, 1))

DSN=#HLQ UNV. VBRIMD. UUNV510. F1. XM T,

Dl SP=(, CATLG),

DCB=( DSORG=PS, RECFM=FB, LRECL=80, BLKSI ZE=3120) ,
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/1 UNI T=SYSALLDA, VOL=SER=#VOLSER,
/1 SPACE=(CYL, (1, 1))

Transfer the Installation Files

Transfer the installation files to the allocated z/OS XMIT data sets. A binary transfer must be performed; otherwise, the files will not unpack
correctly.

Due to the numerous file transfer products available on the market, it is impractical to provide instructions for them all. FTP is one of the most
popular; an example Windows FTP script is provided below. It can be used from a Windows workstation that can establish a TCP/IP connection to
the z/OS host.

The following FTP script modifications are required:

Step 1 Change #HOSTNAME to the z/OS host name or IP address.
Step 2 Change #USERNAME to a z/OS user ID that has updated access to the XMIT data sets being updated.
Step 3 Change #PASSWORD to the z/OS user ID's password.

Step 4 Change #HLQ to the data set high level qualifier used to allocate the XMIT data sets.

open #HOSTNAME
#USERNAVE
#PASSWORD

bi nary

put | NSTALL. XMI' ' #HLQ UNV. V5R1IMD. | NSTALL. XM T'
put SMPMCS. XMI ' #HLQ UNV. VBR1IMD. SMPMCS. XM T'

put UNV510F1. XMI ' #HLQ UNV. VBRIMD. TUNV510. F1. XM T
put UTL510F1. XMI ' #HLQ UNV. V5RIMD. TUTL510. F1. XM T
put UTL510F2. XMT ' #HLQ UNV. V5R1MD. TUTL510. F2. XM T'
put UBR510F1. XMI ' #HLQ UNV. VBRIMD. TUBR510. F1. XM T'
put UBR510F2. XMI ' #HLQ UNV. V5R1IMD. TUBR510. F2. XM T'
put UBR510F3. XMTI ' #HLQ UNV. V5R1MD. TUBR510. F3. XM T'
put UCMB1OF1. XMI ' #HLQ UNV. VBRLIMD. TUCMB10. F1. XM T
put UCMB1OF2. XMI ' #HLQ UNV. VBRLIMD. TUCMB10. F2. XM T'
put UCVMB1OF3. XMI' ' #HLQ UNV. V5R1IMD. TUCMb10. F3. XM T
put UDMB1OF1. XMI ' #HLQ UNV. VBRLMD. TUDMB10. F1. XM T
put UDMB1OF2. XMI ' #HLQ UNV. VBR1IMD. TUDMB10. F2. XM T'
put UDMB1OF3. XMI' ' #HLQ UNV. V5R1MD. TUDMb10. F3. XM T'
put UEMB1OF1. XMI ' #HLQ UNV. VBRLIMD. TUEMB10. F1. XM T'
put UEMB1OF2. XMI ' #HLQ UNV. VBRIMD. TUEMB10. F2. XM T'
put UEMB1OF3. XMI' ' #HLQ UNV. V5R1IMD. TUEMB10. F3. XM T
put UXD510F1. XMI ' #HLQ UNV. VBRLIMD. TUXD510. F1. XM T
put UAGS10F1. XMI ' #HLQ UNV. VBRIMD. TUAGS10. F1. XM T
put UAGS10F2. XMI ' #HLQ UNV. V5R1IMD. TUAGS10. F2. XM T'
put UAGB10F3. XMT ' #HLQ UNV. V5R1MD. TUAG510. F3. XM T'
put UEC510F1. XMI ' #HLQ UNV. VBRIMD. TUEC510. F1. XM T
put UEC510F2. XMI ' #HLQ UNV. V5R1IMD. TUEC510. F2. XM T'
put USD510F1. XMT ' #HLQ UNV. V5R1MD. TUSD510. F1. XM T'
put USP510F1. XMI ' #HLQ UNV. VBRIMD. TUSP510. F1. XM T
put USP510F2. XMI ' #HLQ UNV. VBRLIMD. TUSP510. F2. XM T'
put USP510F3. XMI' ' #HLQ UNV. V5R1MD. TUSP510. F3. XM T'
put UBR510UL. XMI ' #HLQ UNV. VBRLIMD. UUBR510. F1. XM T
put UBR510U2. XMI ' #HLQ UNV. V5R1IMD. UUBR510. F2. XM T'
put UCVB10UL. XMI ' #HLQ UNV. V5R1MD. UUCMB10. F1. XM T'
put UCMB1OU2. XMI ' #HLQ UNV. VBRIMD. UUCMB10. F2. XM T'
put UDMB1OUL. XMI ' #HLQ UNV. V5R1IMD. UUDMB10. F1. XM T
put UDMB10U2. XMI ' #HLQ UNV. V5R1MD. UUDMB10. F2. XM T
put UEMB1OUL. XMI ' #HLQ UNV. VBR1IMD. UUEMB10. F1. XM T
put UEMB10OUZ2. XMI ' #HLQ UNV. VBRIMD. UUEMB10. F2. XM T'
put UTL510UL. XMI ' #HLQ UNV. V5R1IMD. UUTL510. F1. XM T
put UNV510UL. XMT ' #HLQ UNV. V5R1MD. UUNV510. F1. XM T'
qui t

The FTP script is executed with the FTP - s option. Using a Command Prompt window, change to the directory in which Express/OS unpacked
the installation files. The example above used directory name \ upi nst al | . Assuming the script is saved in file name ft p. scri pt, the FTP
script is executed with the following FTP command:

24 | wabl0-install&admin
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C\upinstall> ftp -s:ftp.script

The FTP output must be reviewed to confirm each of the files are transferred successfully.

Unpack the Data Sets

After transferring the installation files to their allocated data sets on z/OS, you must unpack them using the TSO RECEIVE command. You can
execute the TSO RECEIVE command interactively or in batch.

You can use the following sample JCL to unpack the data sets. Transfer it — to the z/OS system on which the Workload Automation 5 for z/OS is
being installed — in text mode to a fixed record format data set with a logical record length of 80.

The JCL includes a MODIFICATIONS section at the beginning of the file that describes what JCL modifications are required prior to submitting
the job. Read and complete each of the listed modifications.

Submit the job on z/OS to unpack the data sets. Return code 0 is expected.

After the data sets are successfully unpacked, they are no longer required and can be deleted. The files then are ready to be installed.

/1 UNVRECV JOB CLASS=A, MSGCLASS=X, MSGLEVEL=( 1, 1), NOTI FY=&SYSUI D,
11 COND=( 0, NE)
//*********************************************************************
/1* (C) COPYRI GHT 2000-2009 STONEBRANCH, INC. ALL RI GHTS RESERVED.

11*

//* STONEBRANCH, | NC.

//* UNIVERSAL PRODUCTS

11*

/1* UNVRECV

/1*

//* DESCRI PTI ON

% coccscscose

//* PERFORM A TSO RECEl VE ON THE TRANSM TTED DI STRI BUTI ON DATA SETS.
//* ALL STEPS MUST END W TH RC O.

I1*

//* MODI FI CATI ONS

J]* oo

//* 1 MODIFY THE JOB STATEMENT TO MEET LOCAL REQUI REMENTS.
I1*

//* 2 CHANGE ALL '#HLQ TO THE HI GH LEVEL QUALIFIER OF THE
1% UNI VERSAL PRODUCTS DATA SETS.
11+
//* 3 CHANGE ALL ' #VOLSER TO THE VOLUME SERIAL NAME ON WH CH TO
11+ ALLOCATE THE DI STRI BUTI ON DATA SETS.
//*********************************************************************
11+
/1TSO PROC
/1Sl EXEC PGVEI KIEFTO1
//SYSLBC DD DI SP=SHR, DSN=SYS1. BRODCAST
/1 SYSPROC DD DUMMY
/1 SYSPRINT DD SYSOUT=*
/1 SYSTSPRT DD SYSOUT=*
//SYSTERM DD SYSOUT=*
/1SYSTSIN DD
/1 PEND
11+
/1 SMPMCS  EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VBRIMD. SMPMCS. XM T' )
DA(' #HLQ UNV. V5RLMD. SMPMCS' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(3000 150) RELEASE
/IINSTALL EXEC TSO
//S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VBRIMD. | NSTALL. XM T' )
DA(' #HLQ UNV. V5RIND. | NSTALL' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 10)
/1 UNVB10F1 EXEC TSO
//S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VBRLMD. TUNV510. F1. XM T' )
DA(' #HLQ UNV. V5RIMD. TUNV510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
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TRACKS SPACE(15 1) RELEASE
/1 UTL510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V5RIMD. TUTL510. F1. XM T')
DA(' #HLQ UNV. VBRIMD. TUTL510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UTL510F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V5RIMD. TUTL510. F2. XM T')
DA(' #HLQ UNV. V5RIMD. TUTL510. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(910 10) RELEASE
/1 UBR510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUBR510. F1. XM T')
DA(' #HLQ UNV. V5RIMD. TUBR510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UBR510F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUBR510. F2. XM T' )
DA(' #HLQ UNV. V5RLMD. TUBR510. F2') +
UNI T( SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(15 1) RELEASE
/1 UBR510F3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUBR510. F3. XM T')
DA(' #HLQ UNV. VGRIMD. TUBR510. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1600 15) RELEASE
/1 UCMB10F1 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUCMG10. F1. XM T')
DA(' #HLQ UNV. VBRIMD. TUCMB10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCMB10F2 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VSRIMD. TUCMB10. F2. XM T')
DA(' #HLQ UNV. VBRIMD. TUCMB10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCMB10F3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VSRLIMD. TUCMG10. F3. XM T')
DA(' #HLQ UNV. V5RIMD. TUCMB10. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(600 15) RELEASE
/1 UDMB1OF1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V5RIMD. TUDMG10. F1. XM T')
DA(' #HLQ UNV. V5RIMD. TUDMB10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UDMB10OF2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUDMB10. F2. XM T')
DA(' #HLQ UNV. V5RIMD. TUDMB10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UDMB10F3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUDMG10. F3. XM T')
DA(' #HLQ UNV. V5RLMD. TUDNG10. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE( 750 15) RELEASE
/1 UEM510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUEMG10. F1. XM T')
DA(' #HLQ UNV. V5RLMD. TUENG10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEMB10F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUEMG10. F2. XM T')
DA(' #HLQ UNV. VGRIMD. TUEMB10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEMB10F3 EXEC TSO
/1S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUEMG10. F3. XM T')
DA(' #HLQ UNV. VBRIMD. TUEMB10. F3') +
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UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(200 15) RELEASE
/1 UXD510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUXD510. F1. XM T')
DA(' #HLQ UNV. VBRIMD. TUXD510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(700 10) RELEASE
/1 UAGS10F1 EXEC TSO
//S1.SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERIMD. TUAGE10. F1. XM T')
DA(' #HLQ UNV. VBRIMD. TUAGE10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UAGG10F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V5RIMD. TUAGE10. F2. XM T')
DA(' #HLQ UNV. V5RIMD. TUAGS10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UAGG10F3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VSRIMD. TUAGE10. F3. XM T')
DA(' #HLQ UNV. V5RIMD. TUAGS10. F3') +
UNI T( SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(300 15) RELEASE
/1 UEC510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERINMD. TUEC510. F1. XM T')
DA(' #HLQ UNV. V5RIMD. TUEC510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UEC510F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERINMD. TUEC510. F2. XM T')
DA(' #HLQ UNV. V5RLMD. TUEC510. F2' ) +
UNI T( SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(1000 15) RELEASE
/1 USD510F1 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLND. TUSD510. F1. XM T')
DA(' #HLQ UNV. V5RLMD. TUSD510. F1') +
UNI T( SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(300 15) RELEASE
/1 USP510F1 EXEC TSO
//S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. TUSP510. F1. XM T')
DA(' #HLQ UNV. VBRIMD. TUSP510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 USP510F2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLND. TUSP510. F2. XM T')
DA(' #HLQ UNV. VBRIMD. TUSP510. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 USP510F3 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERINMD. TUSP510. F3. XM T')
DA(' #HLQ UNV. VBRIMD. TUSP510. F3') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(200 15) RELEASE
/1 UBR510UL EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. V5RIMD. UUBR510. F1. XM T')
DA(' #HLQ UNV. V5RIMD. UUBR510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UBR510U2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VSRLMD. UUBR510. F2. XM T')
DA(' #HLQ UNV. V5RLMD. UUBR510. F2' ) +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1 UCMB10UL EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. UUCMB10. F1. XM T')
DA(' #HLQ UNV. V5RLMD. UUCNB10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
/1 UCMB10U2 EXEC TSO
/1S1. SYSTSIN DD *
RECEI VE | NDA(' #HLQ UNV. VERLNMD. UUCMB10. F2. XM T')
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/

DA(' #HLQ UNV. VERIMD. UUCNVB10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE

// UDNB10UL EXEC TSO

/1S1.SYSTSIN DD *

RECEI VE | NDA(" #HLQ UNV. V5R1MD. UUDVG10.

DA(' #HLQ UNV. VERIMD. UUDNB10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE

// UDNB10U2 EXEC TSO

/1S1.SYSTSIN DD *

RECEI VE | NDA(" #HLQ UNV. V5R1MD. UUDVG10.

DA(' #HLQ UNV. V5RIMD. UUDNG10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE

/1 UEM610UL EXEC TSO

//S1.SYSTSIN DD *

RECEI VE | NDA(" #HLQ UNV. V5R1MD. UUEMG10.

DA(' #HLQ UNV. VBRIMD. UUEMB10. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE

/1 UENB10U2 EXEC TSO

//S1. SYSTSIN DD *

RECEI VE | NDA(" #HLQ UNV. V5R1MD. UUENVG10.

DA(' #HLQ UNV. VBRIMD. UUEMB10. F2') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(500 50) RELEASE
/1UTL510U1 EXEC TSO
/1S1. SYSTSIN DD *

RECEI VE | NDA("' #HLQ UNV. V5R1MD. UUTL510.

DA(' #HLQ UNV. VBRIMD. UUTL510. F1') +
UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(650 15) RELEASE

/1 UNV510Ul EXEC TSO

/1S1. SYSTSIN DD *

RECEI VE | NDA("' #HLQ UNV. V5R1MD. UUNV510.

DA(" #HLQ. UNV. V5RIMD. UUNV510. F1') +
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UNI T(SYSALLDA) VOL(#VOLSER) +
TRACKS SPACE(10 1) RELEASE
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zOS Installation - SMPE Installation

Error formatting macro: redirect: java.lang.NullPointerException
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zOS Installation - SMPE Installation Overview

® SMP/E Installation of Workload Automation 5 for z/OS
* SMP/E
® SMP/E FMIDs

SMP/E Installation of Workload Automation 5 for z/OS

Workload Automation 5 for z/OS is installed using SMP/E. These pages describe how to perform SMP/E installation of the Workload Automation
for z/OS package in a step-by-step process.

Three different installation processes are provided. Which installation process used depends on the installation environment.

1. Installing any Workload Automation 5 package from Stonebranch, Inc. for the first time, or installing a Workload Automation 5 package in
a new SMP/E CSI.
See New Install, New CSiI for installation instructions.

2. Upgrading a Stonebranch Solutions 4.x package install. In this case, the Workload Automation 5 package is installed into an SMP/E CSI
that contains a Stonebranch Solutions 4.x package.
See Stonebranch Solutions 4.x Upgrade, Existing CSI for installation instructions.

3. Upgrading a Universal Products 3.2.0 package install. In this case, the Workload Automation 5 package is installed into an SMP/E CSI
that contains a Universal Products 3.2.0 package.
See Universal Products 3.2.0 Upgrade, Existing CSI for installation instructions.

. Note
If you are upgrading from Universal Products 3.1.1 or earlier, you first must upgrade to Universal Products 3.2.0, and then
upgrade to Workload Automation 5.

SMP/E

The Workload Automation 5 for z/OS components are installed in the Workload Automation SMP/E CSI. This CSI should not be shared with any
other vendor products; it should be used exclusively for Workload Automation.

Before making any changes to the SMP/E environment, back up the environment per your local procedures. IBM recommends backing up the
entire SMP/E pack before any SMP/E installation begins. Two sample JCL members are provide in members UNVBKUP and UNVREST.

As of Universal Products version 2.2.0, all Workload Automation components share common SMP/E target and distribution libraries:
® Product ID is UNV.

® |ast qualifier of target libraries start with SUNV.
® Last qualifier of distribution libraries start with AUNV.

SMP/E FMIDs

The following table identifies the SMP/E FMIDs for the Workload Automation for z/OS components. (For the list of SMP/E FMIDs for the Workload
Automation for z/OS USS components, see z/OS USS Installation - Installation Requirements.)

Product FMID SMP/E Requisites

Universal Common 5.1.0 TUNV510 Supersedes and deletes FMID TUNV220, TUNV310, TUNV311, TUNV320,
TUNV410, TUNV420, and TUNV430.

Universal Automation Center Agent TUAG510 TUNV510 is a prerequisite.
5.1.0
Universal Broker 5.1.0 TUBR510 TUNV510 is a prerequisite. Supersedes and deletes FMID TUBR310, TUBR311,

TUBR320, TUBR410, TUBR420, and TUBR430.

Universal Command 5.1.0 TUCM510 TUBR510 is a prerequisite. Supersedes and deletes FMID TUCM110, TUCM120,
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Universal Enterprise Controller 5.1.0

Universal Data Mover 5.1.0

SAP RFC DLL

Universal Connector

Universal Utilities

Universal Event Monitor

IBM XML Toolkit

| wab10-install&admin

TUEC510

TUDM510

TUSD510

TUSP510

TUTL510

TUEM510

TUXD510

TUCM210, TUCM220, TUCM310, TUCM311, TUCM320, TUCM410, TUCM420,
and TUCM430.

TUNV510 is a prerequisite. Supersedes and deletes FMID TUEC110, TUEC310,
TUEC320, TUEC410, TUEC420, and TUEC430.

TUBR510 is a prerequisite. Supersedes and deletes FMID TUDM110, TUDM310,
TUDM311, TUDM320, TUDM410, TUDM420, and TUDM430.

TUNV510 is a prerequisite. Supersedes and deletes FMID TUSD310, TUSD311,
TUSD320, TUSD410, TUSD420, and TUSD430.

TUSD510 is a prerequisite. Supersedes and deletes FMID TUSP120, TUSP310,
TUSP311, TUSP320, TUSP410, TYSP420, and TUSP430.

TUNV510 is a prerequisite. Supersedes and deletes FMID TUEN110, TUEN120,
TUEN210, TUEN220, TUEN310, TUEN311, TUTL320, TUTL410, TUTL420, and
TUTL430.

TUBR510 is a prerequisite. Supersedes and deletes FMID TUEM310, TUEM311,
TUEM320, TUEM410, TUEM420, and TUEM430.

TUNV510 is a prerequisite. Supersedes and deletesTUXD320, TUXD410,
TUXDA420, and TUXD430.
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zOS Installation - New Install, New CSI

New Install, New CSI

The New Install, New CSl installation process describes how to install the Workload Automation 5 package in a newly allocated SMP/E CSlI.
Use this installation process for either of these environments:

® |nstalling a Workload Automation 5 package for the first time.
® Installing a Workload Automation 5 package in a different SMP/E CSI than other Workload Automation 5 components.

The installation JCL referenced by the following installation steps is created by the #SETUP member in the Workload Automation 5 INSTALL
library.

Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1  Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

If you want to change the customizations after the job is executed, edit the #SETUP member with the new customizations and
resubmit the job. All INSTALL library members will be replaced.

All steps must end with a return code 0.

Step 2 Submit the JCL in member UNVINO1. The JCL allocates the SMP/E CSI data sets.
All steps must end with a return code 0.

Step 3  Submit the JCL in member UNVINO2. The JCL initializes the SMP/E CSI.
All steps must end with a return code 0.

Step 4  Submit the JCL in member UNVINO3. The JCL allocates Workload Automation 5 target and distribution data sets and adds SMP/E
DDDEF definitions to the Workload Automation 5 CSI zones.

All steps must end with a return code 0.

Step 5  Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets.

All steps must end with a return code 0.
Step 6  Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code O.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Step 7 Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of the product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Step 8 = Submit the JCL in member UNVINO7. The JCL member allocates product non-SMP/E data sets and databases, and formats the zFS

data sets.

All steps must end with a return code 0.
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Step 9  The product databases are allocated as z/OS UNIX zFS file systems. Additional product configuration is required to utilize zFS data
sets. See Workload Automation 5 Database Configuration for details.

If you prefer to use HFS file systems, HFS data sets must be allocated. If you prefer to use the zFS data sets, skip this step.
Submit the JCL in member UNVINHF. The JCL renames the zFS data sets and defines their HFS counterparts.
All steps must end with return code 0.
Step 10 Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.
All steps must end with a return code 0.

Step 11  Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the
comments at the top of the JCL.

The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Step 12 Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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zOS Installation - Stonebranch Solutions 4.x Upgrade, Existing CSI

Stonebranch Solutions 4.x Upgrade, Existing CSI

The Stonebranch Solutions 4.x Upgrade, Existing CSl installation process describes how to upgrade an existing Stonebranch Solutions 4.x
package in an existing SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Workload Automation 5 INSTALL library. Each
step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1 Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All
INSTALL library members will be replaced.

All steps must end with a return code O.

Step 2 Submit the JCL in member UNVUG4XX. The JCL removes the UAR configuration and component definition members in the
non-SMP/E UNVCONF and UNVCOMP libraries, respectively, and allocates the UAG model data set.

All steps must end with return code 0.

Step 3 Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets.

All steps must end with a return code 0.
Step 4 Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Step 5 Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Step 6 Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.
All steps must end with a return code O.

Step 7 Edit and submit the JCL in member UNVINO09. The JCL requires modifications as listed in the MODIFICATIONS section of the
comments at the top of the JCL.

The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code 0.

Step 8 Perform required z/OS configuration steps as described in z/OS Installation - Configuration.
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zOS Installation - Universal Products 3.2.0 Upgrade, Existing CSI

Universal Products 3.2.0 Upgrade, Existing CSI

The Universal Products 3.2.0 Upgrade, Existing CSlI installation process describes how to upgrade an existing Universal Products 3.2.0 package
in an existing SMP/E CSI.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Workload Automation 5 INSTALL library. Each
step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Edit and submit the JCL in member #SETUP.

The #SETUP JCL creates customized installation JCL used by the following installation steps and for product maintenance and
customization. All the JCL is created as members in the INSTALL library.

To change customizations after the job is executed, edit the #SETUP member with the new customizations and resubmit the job. All
INSTALL library members will be replaced.

All steps must end with a return code O.

Submit the JCL in member UNVUG320. The JCL upgrades the SMP/E Universal Products configuration from 3.2.0 to 5.1.0, and
allocates the UAG model data set.

The following changes are made:
® Allocates a new AUNVHBIN SMP/E distribution data set, if necessary.
Submit the JCL in member UNVINO4. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets.
All steps must end with a return code 0.
Submit the JCL in member UNVINO5. The JCL performs an SMP/E APPLY of the product FMIDs and any received PTFs.
Step APYFMID must end with a condition code of 0. Step APYPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0.
® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO6. The JCL member performs an SMP/E ACCEPT of product FMIDs and any applied PTFs.
Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following conditions:
® Step ends with condition code 0 or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
Submit the JCL in member UNVINO8. The JCL copies sample configuration members to the configuration libraries.
All steps must end with a return code 0.

Edit and submit the JCL in member UNVINO9. The JCL requires modifications as listed in the MODIFICATIONS section of the
comments at the top of the JCL.

The JCL copies the Universal Enterprise Controller and Universal Broker started procedure JCL to a system procedure library.
All steps must end with a return code O.

Perform required z/OS configuration steps as described in z/OS Installation - Configuration.

| wab10-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

zOS Installation - Cumulative PTF Maintenance

® z/OS Installation - Cumulative PTF Maintenance
® |[nstallation Procedures
® Cumulative PTF Maintenance Distribution File
® Distribution File Content
® Transferring a Cumulative PTF File to z/OS
® Express/OS Method
®* Manual Method
® |nstalling a Cumulative PTF File

z/OS Installation — Cumulative PTF Maintenance

This page describes the procedures for installing a cumulative PTF maintenance for Workload Automation for z/OS.

Installation Procedures

Installation of a cumulative PTF maintenance is comprised of the following procedures:

Step 1 Download the cumulative PTF maintenance distribution file.
Step 2 Transfer the cumulative PTF file from Windows to z/OS.

Extract the cumulative PTF file from the distribution file.
. Allocate a data set for the PTF file.

. Transfer the PTF file to the data set on z/OS.

Unpack the data set.

ENCINES

Step 3  Install the cumulative PTF file.

Cumulative PTF Maintenance Distribution File

To obtain a cumulative PTF maintenance, you must download the corresponding distribution file from the Stonebranch Customer Portal.

1. Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

Distribution File Content

The following table lists the files included in a cumulative PTF maintenance distribution file.

File Name Description

UNV510xx.XMT Cumulative PTF file for Workload Automation
5 level xx.

README.TXT Documentation on the package and transfer
methods.

If you do not have these files, contact Stonebranch, Inc. Customer Support for a complete distribution file.

Transferring a Cumulative PTF File to z/OS

A cumulative PTF file must be transferred to the z/OS system on which the maintenance is being installed. There are two methods of transferring
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the PTF files:

® Express/OS Method
® Manual Method

Express/OS Method

The Express/OS method automatically performs the following steps:

Step 1  Unpacks the XMT PTF file into a specified directory.
Step 2 Transfers the XMT PTF file to the z/OS system using FTP in passive mode.

Step 3  Optionally, submits a batch job to perform a TSO RECEIVE of the file.

When the Express/OS package installation is complete, continue with the installation of the product maintenance on the z/OS system (see
Installing a Cumulative PTF File, below).

If you cannot use Express/OS to transfer and unpack the file, see Manual Method, below.

PTF HOLDs

If a PTF requires an action to be taken prior to being APPLY'ed or ACCEPT'ed, the PTF is delivered with an SMP/E HOLD. The PTF's cover letter
lists the recommended actions that should be taken to resolve the HOLD. When the HOLD is resolved, the PTF can be APPLY'ed and
ACCEPT'ed.

PTF cover letters are printed in the SMPOUT ddname of the job that received the PTFs, or PTF cover letters can be viewed in the SMPPTS
library after being RECEIVE'd.

When all PTF HOLDs have been resolved, all HOLDs are bypassed with the BYPASS parameter.

BYPASS Parameter

On the APPLY command, the BYPASS parameter is specified as follows:

APPLY PTFS
BYPASS( HOLDSYSTEM ACTION ) )
FORFM D( TUNV510, TUTL510, TUBR510, TUCM510, TUEC510, TUDMB10, TUAGE10, TUXD510, TUSD510, TUSP510,
TUEMB10, UUNV510, UUBR510, UUCNVG10, UUDVG10, UUENG10, UUTL510) .

On the ACCEPT command, the BYPASS parameter is specified as follows:

ACCEPT PTFS
BYPASS( HOLDSYSTEM ACTION ) )
FORFM D( TUNV510, TUTL510, TUBR510, TUCMG10, TUEC510, TUDMG10, TUAGE10, TUXD510, TUSD510, TUSP510,
TUEM510, UUNV510, UUBR510, UUCVG10, UUDV510, UUENG10, UUTL510) .

If successful, the APPLY or ACCEPT step will end with condition code 4 and message GIM42001W is printed in the SMPOUT ddname.

Manual Method

The manual method may be required in cases where you cannot use FTP to transfer files from the Windows workstation to the z/OS system.
Instead of FTP, another file transfer protocol must be used.

The manual method requires the PTF file to be extracted from the distribution file, then transferred manually from the Windows workstation to the
z/OS system.

The following steps identify how to perform manual transfer of the cumulative PTF file.
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Step 1

Step 2

Step 3

Step 4

Step 5

Allocate an z/OS data set to receive the PTF file as:

DSORG=PS
RECFM=FB
LRECL=80
BLKSIZE=3120

L]
[ ]
L]
[ ]
Transfer the PTF file - using a binary transfer from your local workstation - to the XMIT data set allocated on z/OS in Step 1.

Enter the following TSO command to RECEIVE the XMT file:
TSO RECEI VE | NDA(' cum PTF data set name allocated in step 1')

Press <Enter> at the INMR906A message prompt.

Continue with the installation of the maintenance (see Installing a Cumulative PTF File, below).

Files ending with the XMT suffix are binary files in a TSO TRANSMIT format.

Installing a Cumulative PTF File

Cumulative PTF Maintenance is installed using members UNVMTRCV, UNVMTAPL, and UNVMTACC in the INSTALL product library.

The installation itself consists of running a number of batch jobs. The output of these batch jobs should be kept until a correct installation has
been verified.

Step 1

Step 2

Step 3

Step 4

Member UNVMTRCYV performs an SMP/E RECEIVE of the PTFs.
Change the data set allocated on ddname SMPPTFIN to the PTF data set.
Modify the JCL to meet local requirements, and submit the job.

Member UNVMTAPL performs an SMP/E APPLY of the PTFs.

Modify the JCL to meet local requirements, and submit the job.

The job should end with condition code O. If the job does not end with condition code 0, it is most likely due to a HOLD on one of the
PTFs. This is indicated by message GIM30206E printed on ddname SMPOUT. In this case, see PTF HOLDs, above.

Fully test the maintenance. Only after all testing is completed should you proceed to the next step.
Member UNVMTACC performs an SMP/E ACCEPT of the PTFs. Modify the JCL to meet local requirements, then submit the job.

The job should end with condition code 0 or 4. If it does not, it is most likely due to a HOLD on one of the PTFs. This is indicated by
message GIM30206E printed on ddname SMPOUT. In this case, see PTF HOLDs, above.
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zOS Installation - Configuration

Error formatting macro: redirect: java.lang.NullPointerException
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zOS Configuration - Overview

z/OS Configuration - Overview

These pages describe the z/OS configuration steps required for the Universal Broker, Universal Enterprise Controller, and Universal Automation
Center Agent.

The Universal Broker component is a required component. Universal Enterprise Controller is optional. Universal Automation Center Agent is
required to manage workload with Opswise Automation Center.

The following configuration steps are described:

Installing the started tasks and setting up the started task user IDs and group IDs.
APF authorizing the SUNVLOAD library, adding it to program control, and adding specific programs to the LNKLST.

°

L ]

® |nstallation of SMF exits.

® Configuration of Universal Spool and Universal Enterprise Controller HFS or zFS databases.

Member UNVINREF in the INSTALL library provides a sample JCL that can be used to execute the RACF commands described in the following
pages as a TSO batch job.

Carefully read the comments in the member before submitting the JCL. The JCL is provided only as a sample. Follow local procedures as
necessary for defining and altering security resources.
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zOS Configuration - Started Tasks

® 7/OS Configuration - Started Tasks
® Started Task Security
® Universal Broker
® Universal Broker User and Group Profiles
® Universal Broker Data Access
® Universal Enterprise Controller
® Universal Enterprise Controller User and Group Profiles
® Universal Enterprise Controller Data Access
® Associate Started Tasks with User and Group Profiles
® STARTED Class Profile
¢ Started Procedures Table

z/OS Configuration - Started Tasks

The Workload Automation 5 solution consists of two z/OS started tasks:

1. Universal Broker is a required started task that provides a number of services for manager and server components.
2. Universal Enterprise Controller is an optional started task that provides monitoring and administration services.

The following started task JCL procedures are provided in the SUNVSAMP library:

® UBROKER is the JCL procedure for the Universal Broker started task.
® UECTLR is the JCL procedure for the Universal Enterprise Controller started task.

The JCL procedures are copied to a system procedure library by installation job UNVINO9. If this was not done, copy the JCL members to the
appropriate procedure library for your local environment.

The started task programs utilize both z/OS UNIX System Services (USS) and MVS services. As a result of using USS services, the programs
execute as USS processes. As do all USS processes, the Universal Broker and Universal Enterprise Controller processes must execute with user
profiles that have a properly defined OMVS segments. Additionally, the user profiles must be permitted security access to privileged USS services
in order for them to perform specific functions.

This page describes the following configuration tasks:

® Started task security requirements.

® Defining the started task user and group profiles.

® Permitting the started task user profile to required security resources.
® Associating started tasks with the user and group profiles.

Started Task Security

z/OS UNIX System Services (USS) operates in one of two different security modes. If the resource profile BPX.DAEMON is not defined, USS is
operating in UNIX-level security mode; otherwise, USS is operating in z/OS UNIX security mode.

UNIX-level security provides few options to control access to USS services. A user account that requires access to privileged services must be
defined with a UID value of 0, which is referred to as superuser.

z/OS UNIX security provides better access controls to USS services using a SAF security package, such as RACF. A user account can be
defined with a non-zero UID and granted permissions to specific resource profiles that protect USS services. Superuser access is granted not with
UID 0 but with READ access to the resource BPX.SUPERUSER in the FACILITY class.

Universal Broker

The Universal Broker started task provides services for local and remote Workload Automation managers, such as Universal Command
managers or Universal Data Mover managers. Locally executed managers register with the local Universal Broker for monitoring, configuration
data, and event recording. Remotely executed managers communicate with the local Universal Broker over a TCP/IP network connection and
request execution of server components in order to process local services, such as execution of commands or transfer of data.

Server components initiated by the Universal Broker started task execute as child processes of the Universal Broker process. As such, the server
components inherit the user identifier of the Universal Broker process. Some server components, such as Universal Command server, can switch

the user identifier with which the work is executed. Switching a user identifier is a privileged operation. The Universal Broker user profile requires
sufficient security access for itself and the server components to perform their services.

Universal Broker User and Group Profiles

The security requirements of the Universal Broker depend upon which services are being utilized. By default, all services are configured to be
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used. Some services can be disabled to reduce the amount of authority the Universal Broker user profile requires. The following table lists the
USS privileged services for each component and how to disable the service so that security access to the service is not required.

Service

Change directory ownership

Create external links owned
by UID 0

Switch user ID and group
associations

Change server component
job name

Description

Universal Broker dynamically mounts its USS file systems. Once the
file systems are mounted, the Broker will initialize them. Initialization
consists of changing the ownership of the file systems root directories
to the Broker user identifier.

Universal Broker dynamically creates external links on the USS file
system to the server component MVS programs in its STEPLIB
ddname allocation. The external links are required for the USS spawn
function used by the Universal Broker to execute the server
components. The external links must be owned by UID 0 when they
link to a MVS program that resides in an APF authorized library and
are link edited with AC=1. Both the UAGSRYV program and UDMSRV
programs are link edited with AC=1. Creation of the external links so
that they are owned by UID 0 requires superuser access.

Universal Command, Universal Data Mover, and Universal Control
switch their user IDs with which a work request is executed. The user
ID is first authenticated before switching unless there is a Universal
Access Control List (UACL) entry that turns authentication off for the
request.

Universal Broker will set the job name of child server processes to the
appropriate component name. For example, when the Universal
Broker starts a Universal Command server component, the job name
is set to UCMSRV.

Disabling

Initialize the file system ownership
manually. The Broker will not
dynamically mount the file systems and
initialize them if they are already
mounted and initialized.

Create the external links manually at a
permanent location in the USS file
system. The external links must be
owned by UID 0. Specify the external
link absolute path name in the
component definition
START_COMMAND option for both
UAGSRV and UDMSRYV, which is
located in UNVCOMP(UAGCMPO0O0) and
UNVCOMP(UDSCMPO0O0), respectively.

Set the Universal Command, Universal
Data Mover, and Universal Control
servers configuration SECURITY option
to a value of NONE. With SECURITY
set to NONE, all work requests are
executed with the Universal Broker's
user ID.

There is no product configuration option
to disable this. By simply not permitting
the Broker to the resource profile that
protects it, all server components will
run with the Universal Broker job name
with a numeric value appended to it (for
example, UBROKER?2).

How to configure the Universal Broker started task user profile to meet security requirements depends on whether USS is running with UNIX-level
security or z/OS UNIX security. The following sections describe how to configure the Universal Broker user profile to perform the privileged
services listed above for both USS UNIX-level security and z/OS UNIX security configurations.

UNIX-level Security

UNIX-level security refers to a USS security environment where the resource profile BPX.DAEMON is not defined to the FACILITY class.

The only method of permitting a user profile access to privileged services is to define the user profile with a UID value of O (superuser). The
Universal Broker user profile must be defined with UID 0 to perform any privileged service.

The following steps define the Universal Broker user profile for a UNIX-level security environment:

Step 1 Add the Universal Broker group profile UBRGRP using the following RACF command:

ADDGROUP UBRGRP OWKER( SYS1) OWS(G D(5001))

Change the GID value 5001 to a value suitable for your local USS environment. The GID value must be unique among all group

profiles.

Step 2 Add the Universal Broker user profile UBRUSR using the following RACF command:

ADDUSER UBRUSR DFLTGRP( UBRGRP) OAKER( SYS1) NOPASSWORD OWVS( Ul DX 0))

z/OS UNIX Security

z/OS UNIX security refers to a USS security environment where the resource profile BPX.DAEMON is defined to the FACILITY class.
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The Universal Broker user profile must be defined with a valid OMVS segment with a non-zero, unique UID value. The user profile security
requirements are listed in the following table for each privileged service.

Service Requirement

Change directory ownership READ access to BPX.SUPERUSER resource profile in the FACILITY class.

Create external links owned by UID 0 =~ READ access to BPX.SUPERUSER resource profile in the FACILITY class.

Switch user ID and group associations | READ access to BPX.DAEMON and BPX.SUPERUSER resource profiles in the FACILITY class.

Change server component job name READ access to the BPX.JOBNAME profile in the FACILITY class.

The security requirements can be lifted if the feature that utilizes the service is disabled as described above.

The following steps configure the Universal Broker user profile for a z/OS UNIX security environment:

Step 1 Add the Universal Broker group profile UBRGRP using the following RACF command:

ADDGROUP UBRGRP OWKNER( SYS1) OMWS(G D(5001))

Change the GID value 5001 to a value suitable for your local USS environment. The GID value must be unique among all group
profiles.

Step 2 Add the Universal Broker user profile UBRUSR using the following RACF command:

ADDUSER UBRUSR DFLTGRP( UBRGRP) OAKER(SYS1) NOPASSWORD OWS( Ul D(5001))

Change the UID value 5001 to a value suitable for your local USS environment. The value must be unique among all user profiles.

Step 3 Permit the Universal Broker user profile READ access to the resource profiles required for enabled services. The following RACF
commands permit the user profile to the resources required for all privileged services:

PE BPX. DAEMON CLASS(FACI LI TY) | D{UBRUSR) ACCESS( READ)
PE BPX. SUPERUSER CLASS(FACI LI TY) | D{UBRUSR) ACCESS( READ)
PE BPX. JOBNAVE CLASS(FACI LI TY) | D( UBRUSR) ACCESS(READ)
SETR RACLI ST(FAC!I LI TY) REFRESH

Universal Broker Data Access

The Universal Broker user profile UBRUSR requires the following access to the data sets allocated in the Universal Broker started task,
UBROKER:

ddname Access  Description

STEPLIB READ Program library

UNVCONF  ALTER Product configuration data

UNVRFC READ Universal Connector SAP RFC file

UNVCOMP  ALTER Product component definition data

UNVNLS READ Product national language support data

UNVCREF READ Universal Command command reference definitions
UNVDB UPDATE @ Universal Broker HFS component database

UNVSPOOL UPDATE @ Universal Broker HFS spool database
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UNVTMPL READ Universal Broker configuration templates
UNVTRACE UPDATE @ Universal Broker application trace PDSE
UNVTRMDL @ ALTER Universal Broker application model trace data set
UNVLOG UPDATE Universal Broker log data set

UNVAGMDL @ ALTER Universal Automation Center Agent (UAG) model log data set

Universal Enterprise Controller

The Universal Enterprise Controller started task provides services for monitoring and administering Universal Agents distributed throughout the
computer network. GUI clients connect to Universal Enterprise Controller to perform tasks and view component activity and statuses.

Universal Enterprise Controller User and Group Profiles

The security requirements of the Universal Enterprise Controller depend upon which services are being utilized. By default, all services are
configured to be used. Some services can be disabled to reduce the amount of authority the Universal Enterprise Controller user profile requires.
The following table lists the USS privileged services and how to disable the service so that security access to the service is not required.

Service Description Disabling

Mount file = Universal Enterprise Controller dynamically mounts its USS file system. Mounting a file system Statically mount the

system requires APF authorization or superuser access. Universal Enterprise Controller is not APF Universal Enterprise
authorized. Controller file system.

Change Universal Enterprise Controller will initialize its file system if it detects initialization has not been Initialize the file system

directory completed. Initialization consists of changing the ownership of the file system root directory to the ownership manually.

ownership = Universal Enterprise Controller user identifier.

How to configure the Universal Enterprise Controller started task user profile to meet security requirements depend on whether USS is running
with UNIX-level security or z/OS UNIX security. The following sections describe how to configure the Universal Enterprise Controller user profile
to perform the privileged services listed above for both USS UNIX-level security and z/OS UNIX security configurations.

UNIX-level Security
UNIX-level security refers to a USS security environment where the resource profile BPX.DAEMON is not defined to the FACILITY class.

The only method of permitting a user profile access to privileged services is to define the user profile with a UID value of O (superuser). The
Universal Enterprise Controller user profile must be defined with UID 0 to perform any privileged service.

The following steps define the Universal Enterprise Controller user profile for a UNIX-level security environment:

Step 1 Add the Universal Enterprise Controller group profile UECGRP using the following RACF command:

ADDGROUP UECGRP OWKNER( SYS1) OWS(G D(5002))

Change the GID value 5002 to a value suitable for your local USS environment. The GID value must be unique among all group
profiles.

Step 2 Add the Universal Enterprise Controller user profile UECUSR using the following RACF command:

ADDUSER UECUSR DFLTGRP(UECGRP) OAKNER(SYS1) NOPASSWORD OWS( Ul D(0))

z/OS UNIX Security
z/0OS UNIX security refers to a USS security environment where the resource profile BPX.DAEMON is defined to the FACILITY class.

The Universal Enterprise Controller user profile must be defined with a valid OMVS segment with a non-zero, unique UID value. The user profile
security requirements are listed in the following table for each privileged service.
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Service Requirement
Mount file system READ access to BPX.SUPERUSER resource profile in the FACILITY class.

Change directory ownership = READ access to BPX.SUPERUSER resource profile in the FACILITY class.

The security requirements can be lifted if the feature that utilizes the service is disabled as described above.

The following steps configure the Universal Enterprise Controller user profile for a z/OS UNIX security environment:

Step 1 Add the Universal Enterprise Controller group profile UECGRP using the following RACF command:

ADDGROUP UECGRP OWKNER( SYS1) OWS(G D(5002))

Change the GID value 5002 to a value suitable for your local USS environment. The GID value must be unique among all group
profiles.

Step 2 Add the Universal Enterprise Controller user profile UECUSR using the following RACF command:

ADDUSER UECUSR DFLTGRP( UECGRP) OWNER( SYS1) NOPASSWORD OWS( Ul D(5002))
Change the UID value 5002 to a value suitable for your local USS environment. The value must be unique among all user profiles.

Step 3 Permit the Universal Enterprise Controller user profile READ access to the resource profiles required for enabled services. The
following RACF commands permit the user profile to the resources required for all privileged services:

PE BPX. SUPERUSER CLASS(FACI LI TY) | D(UECUSR) ACCESS( READ)
SETR RACLI ST(FAC! LI TY) REFRESH

Universal Enterprise Controller Data Access

The Universal Enterprise Controller user profile UECUSR requires the following access to the data sets allocated in the Universal Enterprise
Controller started task, UECTLR:

Ddname Access  Description

STEPLIB READ Program library

UNVCONF | READ Product configuration data

UNVNLS READ Product national language support data

UNVDB UPDATE @ Universal Enterprise Controller HFS database
UNVMSGS @ UPDATE Universal Enterprise Controller message trace data
UNVPRSR  UPDATE Universal Enterprise Controller parser trace data

UNVTRACE UPDATE Universal Enterprise Controller application trace data

Associate Started Tasks with User and Group Profiles

The started tasks must be associated with their user and group profiles defined above. IBM provides two different methods to accomplish this
using RACF:

1. STARTED Class Profile
2. Started Procedures Table

Both methods are described below. Only one, not both, of the methods is required. They are provided as examples for your reference. Your local
security procedures and processes should be followed.
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STARTED Class Profile

The following procedure describes how to associate a user and group profile with the started procedures using the RACF class STARTED
method.

Step 1 Define a STARTED class profile for the Universal Enterprise Controller started procedure with the following TSO command:

RDEFI NE STARTED UECTLR * STDATA( USER( UECUSR) GROUP( UECGRP) )

The started procedure member name used in the above command is UECTLR. If this has been change, the name in the REDEFINE
command must also be changed to match.

Step 2 Define a STARTED class profile for the Universal Broker started procedure with the following TSO command:

RDEFI NE STARTED UBROKER. * STDATA( USER( UBRUSR) GROUP( UBRGRP) )

The started procedure member name used in the above command is UBROKER. If this has been change, the name in the REDEFINE
command must also be changed to match.

Step 3 The STARTED class must be refreshed to recognize the new profile definitions. The following command assumes that the STARTED
class is active and RACLIST'ed.

SETROPTS RACLI ST( STARTED) REFRESH

Started Procedures Table

This section describes how to associate a user and group profile with the started procedures using the RACF started procedure table ICHRINO3
method.

The ICHRINO3 table resides in a system LPA library, such as SYS1.LPALIB. Changes to the table require a system IPL using the CLPA option
for them to take effect. RACF loads the table at IPL.

Step 1 Add the following entry to the ICHRINO3 table. The table is an assembly language program that is assembled and link edited into a
system LPA library.

DC CL8' UECTLR ' PROC NAME

DC CL8' UECUSR ' UEC USER PROCFI LE
DC CL8"' UECGRP ' UEC GROUP PROCFI LE
DC XL1' 00'

DC XL7' 00'

DC CL8"' UBROKER PROC NAME

DC CL8' UBRUSR ' UBR USER PROFI LE
DC CL8' UBRGRP ' UBR GROUP PRCFI LE
DC XL1' 00'

DC XL7' 00'

Step 2 Increment the table count field by two. (The count field is the first 2 bytes of the table.)

Step 3 Assemble and link edit the ICHRINO3 table.
IBM provides a sample ICHRINO3 table and the JCL to assemble and link edit it in SYS1.SAMPLIB(RACTABLE).

Step 4 IPL the system with the CLPA option.
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zOS Configuration - Load Library

Overview

APF Authorization
Program Control
LNKLST

Overview

All Workload Automation programs are installed into the SUNVLOAD PDSE library. The SUNVLOAD library installation requirements are:
® Must be APF authorized.
® Must be defined to RACF Program Control.
® Specific programs or SUNVLOAD must be added to the LNKLST only if Universal Automation Center Agent is utilized.

The following sections describe the z/OS configuration steps to satisfy these requirements.

APF Authorization

The SUNVLOAD library can be APF authorized using one of the following methods:

® The SETPROG APF console command. The library remains APF authorized only until the next IPL. The SETPROG APF console
command is documented in the IBM MVS System Commands manual.

®* A PROGxx member of PARMLIB referenced by a SET PROG=xx console command or a PROG=xx statement in IEASYSxx PARMLIB
member. The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual, and the SET
console command is documented in the IBM MVS System Commands manual.

® Updating the IEAAPFxx PARMLIB member and perform an IPL. The IEAAPFxx PARMLIB member is documented in the IBM MVS
Initialization and Tuning Reference manual.

SETPROG APF Command

The SETPROG command temporarily adds a library to the APF list. Use one of the other methods to add the load library permanently to the APF
list.

The SETPROG APF console command to add data set #HLQ.SUNVLOAD on volume #SMPVOL to the APF list is illustrated below. Change

#HLQ to the appropriate high-level qualifier for your installation and #SMPVOL to the volume on which the library is allocated. SUNVLOAD APF
authorization should be permanently established based on local site requirements.

SETPROG APF, ADD, DSNAVE=#HLQ. SUNVLOAD, VOLUVME=#SMPVOL

PROGxx PARMLIB Member

The data set can be added permanently to the APF list using the appropriate PROGxx PARMLIB member. The appropriate PROGxx member is
referenced in the IEASYSxx PARMLIB member. The PROGxx member can be activated dynamically with the SET PROG=xx console command.

The APF statement of the PROGxx PARMLIB member is illustrated below. The APF statement adds data set #HLQ.SUNVLOAD on volume

#SMPVOL to the APF list. Change #HLQ to the appropriate high-level qualifier for your installation and #SMPVOL to the volume on which the
library is allocated.

APF ADD DSNAME( #HLQ SUNVLOAD) VOLUME(#SMPVQL)

Program Control

Specific services of the z/OS UNIX environment require all programs loaded in the address space to be defined in the security product as
controlled. RACF provides program and library control features. By defining a program as controlled, you are implying a certain level of trust, as
opposed to a program being run that is not defined as controlled.

The following table identifies the programs in the SUNVLOAD library that must be defined as program controlled.

Program  Description

UCMSRYV ' Universal Command Server
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UDMSRYV | Universal Data Mover Server
UCTSRV | Universal Control Server
UECTLR  Universal Enterprise Controller

UAGSRYV | Universal Automation Center Agent

The requirement for program control for each of the above programs is the same:

1. Use of the _passwd C function to authenticate user ID's
2. Use of the setuid C function to switch to the authenticated user ID's

Defining a program or library to RACF program control is accomplished by defining the library to the PROGRAM class.
The following RACF TSO command illustrates defining the library to the PROGRAM class. Change #HLQ to the appropriate high-level qualifier for

your installation.

RDEF PROGRAM ** ADDMEM ' #HLQ SUNVLOAD // NOPADCHK) UACC( READ)

After defining the library as RACF program controlled, the PROGRAM class must be refreshed. The following RACF TSO command illustrates:

SETROPTS WHEN( PROGRAM) REFRESH

When all programs executing in an address space are program controlled, the address space is considered a clean environment. All programs
loaded dynamically into a clean environment must also be program controlled else the address space is terminated.

Some Workload Automation components may load some IBM modules at runtime to perform requested services. All IBM modules loaded
dynamically are loaded from SYS1.LINKLIB. Each member or all members of SYS1.LINKLIB must be set up as program controlled.

The following modules are loaded from SYS1.LINKLIB:

® |GGCSIOO0 (Catalog Search Interface)
* |[EBCOPY (PDS/E copy utility)

SYS1.LINKLIB normally is set up so that all members are program controlled. Verify how your installation has defined SYS1.LINKLIB in regards to
the program control facility. If necessary, define the individual members listed above, or all members of SYS1.LINKLIB, as program controlled.

LNKLST

The following Universal Automation Center Agent programs and their aliases must be added to the LNKLST for them to be available to all batch
jobs and TSO users:

® UAGRERUN (and its alias OPSRERUN) provides batch job rerun capability. The program must be available to all jobs managed by
Automation Center.
®* UAGCMDZ (and its alias OPSCMDZ) provides a TSO command interface to Opswise Automation Center. The TSO command interface
is optional.
The programs are located in the SUNVLOAD library.
If the Universal Automation Center Agent is not used in your installation, this z/OS configuration step can be skipped.
The UAGRERUN and UAGCMDZ programs and their aliases should be added to the LNKLST using one of the following methods:
® Copy the programs and their aliases to a PDSE library that is already in the LNKLST.
* A PROGxx member of PARMLIB referenced by a SET PROG=xx console command or a PROG=xx statement in IEASYSxx PARMLIB
member. The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual, and the SET
console command is documented in the IBM MVS System Commands manual.

® Updating the LNKLSTxx PARMLIB member and perform an IPL. The LNKLSTxx PARMLIB member is documented in the IBM MVS
Initialization and Tuning Reference manual.

Copying Programs and Aliases

The UAGRERUN and UAGCMDZ and their aliases may be copied to a PDSE data set that is already in the LNKLST.
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1. The SUNVLOAD library is a PDSE and the programs are program objects using program management features that are not
supported in a PDS. For this reason, the programs must be copied to a PDSE in the LNKLST and not to a PDS.

The JCL below executes IEBCOPY to copy the programs and their aliases to a LNKLST library. Change #HLQ to the appropriate high-level
qualifier for your installation and change the data set allocated to ddname OUT to the target PDSE in the LNKLST. The job must end with return
code 0.

//jobname JOB CLASS=A, MSGCLASS=H, NOTI FY=&SYSUI D, COND=( 0, NE)

/| STEP1 EXEC PGVEI EBCOPY, PARM=' RCANOREP

/Il N DD DI SP=SHR, DSN=#HLQ. SUNVLOAD

/1 OUT DD DI SP=SHR, DSN=I nkl st . pdse

/] SYSUT3 DD UNI T=SYSDA, SPACE=(CYL, (1,1))

/1 SYSUT4 DD UNI T=SYSDA, SPACE=(CYL, (1, 1))

/] SYSPRINT DD SYSOUT=*

/1 SYSIN DD *
COPYGRP | =((IN, R)), O=0UT
S M=UAGRERUN
S M=UAGCMDZ

/ *

SETPROG LNKLST Command

The SETPROG LNKLST command dynamically modifies the LNKLST. The LNKLST changes remain in effect until the next IPL. Use one of the
other methods to add the load library permanently to the LNKLST.

LNKLST's are managed as sets. A LNKLST set has a name and consists of an order number of data sets or libraries. To dynamically change the
current LNKLST, a LNKLST set must be created, updated, and activated. A newly activated LNKLST set will be active for new address spaces,
but existing address spaces are not updated.

The SETPROG LNKLST console command is used to create, update, and activate a LNKLST set. The SETPROG commands to add a data set to
the LNKLST are illustrated below. The commands define a LNKLST set name Inkistname based on the currently active LNKLST set. It then adds
the SUNVLOAD library at the top of the data set list. Lastly, it activates the new LNKLST set. Change #HLQ to the appropriate high-level qualifier
for your installation and the LNKLST set name to meet your local installation requirements. Ensure each command completes successfully before
executing the next.

SETPROG LNKLST, DEFI NE, NAMVE=I| nkl st nane, COPYFROV=CURRENT
SETPROG LNKLST, ADD, NAVE=I nkl st nane, DSNAME=#HLQ. SUNVLOAD, ATTOP
SETPROG LNKLST, ACTI VATE, NAME=I nkl st nane

PROGxx PARMLIB Member

The SUNVLOAD library can be added permanently to the LNKLST using the appropriate PROGxx PARMLIB member. The appropriate PROGxx
member is referenced in the IEASYSxx PARMLIB member.

The LNKLST statement of the PROGxx PARMLIB member is illustrated below. The LNKLST statement adds data set #HLQ.SUNVLOAD to the
LNKLST set Inklstname. Change #HLQ to the appropriate high-level qualifier for your installation and Inklsthame to the appropriate LNKLST set
name for your installation.

LNKLST ADD NAME( | nkl st name) DSNAVE( #HLQ SUNVLOAD)
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zOS Configuration - SMF Exits

® Overview
® SMF Exit Introduction
® Universal Command Server
® Configuring SMF
® |nstalling SMF Exit Routines
® Universal Automation Center Agent
® Configuring SMF
® [nstalling SMF Exit Routines

Overview

SMF exits are utilized by the following Workload Automation components to provide their z/OS services:

® Universal Command Server uses one SMF exit to provide support for starting Started Tasks (STC) using Universal Command Manager.
If Universal Command STC support is not required, the SMF exit does not need to be installed.
® Universal Automation Center Agent uses a number of SMF exits to provide a range of services available in Opswise Automation Center.

The following sections describe how to install the SMF exits for each component. The SMF exits are only required if the component or component
services are required.

SMF Exit Introduction

MVS System Management Facilities (SMF) collects and records system events in the form of SMF records. An SMF record is identified with a
numeric record type. In addition to recording system events, SMF provides exit points in the control program from which system or application
provided exit routines or programs can be called at the time work is being processed. The SMF exit routines can take appropriate actions based
on the point at which the exit is called and the information provided in the SMF record. The SMF exits allow for systems and applications to
monitor and augment the processing of MVS workload. For additional information on SMF, refer to the IBM manuals MVS System Management
Facilities (SMF), MVS Installation Exits, and MVS Initialization and Tuning Reference.

SMF configuration is performed with PARMLIB member SMFPRMxx. SMF configuration relevant for product installation is the SMF record types
being recorded and the SMF exits defined. The SMFPRMxx parameters SYS and SUBSYS define these SMF recording options. The SYS
parameter specifies system wide recording options for all subsystems (JES2, TSO, STC, etc.). The SUBSYS parameter specifies subsystem
specific recording options. The SUBSYS parameter options override the equivalent options specified on the SYS parameter. Any SUBSYS
parameter option not specified will default to the SYS parameter option.

The following example illustrates how SMF SYS and SUBSYS parameters work together.

SYS( EXI TS(| EFUS3, | EFUS4) )
SUBSYS( STC, EXITS(IEFUS3) )

The SYS parameter EXITS option defines the two SMF exits IEFU83 and IEFU84. The SUBSYS parameter for the STC subsystem also specifies
the EXITS option, overriding the SYS EXITS option. The SUBSYS parameter EXIT option defines one SMF exit IEFU83 for the STC subsystem.
Consequentially, only the IEFU83 exit is called for STC subsystem workload. The IEFU84 exit is not called for STC subsystem workload. For all
workload other then the STC subsystem, the SMF exits IEFU83 and IEFU84 are called.

Once SMFPRMxx has defined the appropriate SMF record types to collect and the SMF exits to activate, the product SMF exit routines are
installed. IBM provides the dynamic exit facility to add and remove exit routines dynamically and at IPL. IBM has defined all the SMF exits to the
dynamic exit facility. The exit routines are added or removed from SMF exits using the PROGxx PARMLIB members. The PROGxx EXIT
statements used to add product exit routines are listed in the appropriate sections below.

The exit names used in the dynamic exit facility are formatted as SYSssn. exi t name, where ssn is the subsystem name, or blank if it is a system
wide exit, and exi t name is the name of the exit, such as IEFU83. The following table provides some example dynamic exit facility exit names.

Name Description
SYS. | EFU83 The default SMF exit IEFU83 for all system workload types.
SYSSTC. | EFUB3  The SMF exit IEFU83 for STC subsystem workload.

SYSJES2. | EFUB3 The SMF exit IEFU83 for JES2 subsystem workload.

Universal Command Server

The Universal Broker STC establishes the environment to support STC execution by Universal Command Server. Part of the environment
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consists of adding SMF exit routine UNVACTRT to SMF exit point SYSSTC.IEFACTRT.
The Universal Broker UCMD_STC_SUPPORT option specifies whether or not the environment for STC support should be established:

® yes (the default) specifies that the environment should be established.
® no specifies that the environment should not be established.

Configuring SMF

Configuring SMF consists of defining SMF exit point SYSSTC.IEFACTRT for the STC subsystem.

The exit point is defined in the SMFPRMxx PARMLIB member with the SUBSYS STC EXITS parameter either implicitly, by excluding the EXITS
parameter, or explicitly.

The following SUBSYS statement illustrates how to define SYSSTC.IEFACTRT:

SUBSYS( STC, EXI TS(| EFACTRT, . ..))

Once the SMFPRMxx PARMLIB member has been modified, the SMFPRMxx member can be activated dynamically by restarting SMF with the
following command:

SET SMF=xx

The following console command displays the active SMF options:

D SWF, O

Installing SMF Exit Routines

The SMF exit routine UNVACTRT is provided as part of the Workload Automation package. UNVACTRT must be added to SMF exit point
SYSSTC.IEFACTRT. The exit routine can be added automatically by the Broker STC when it starts or statically in a PARMLIB member.

Automatic Installation

The Broker dynamically adds SMF exit routine UNVACTRT to the SYSSTC.IEFACTRT exit point if the SMF_EXIT_LOAD_LIBRARY configuration
option is defined in the Broker configuration file. The option indicates that the Broker dynamically add UNVACTRT and specifies the load library
from which UNVACTRT is loaded.

Static Installation

If the Universal Broker configuration option SMF_EXIT_LOAD_LIBRARY is not specified in the Universal Broker configuration file, Universal
Broker assumes that exit routine UNVACTRT already is added and will not attempt to add it when it starts.

Exit routine UNVACTRT is permanently added to SYSSTC.IEFACTRT using the appropriate PROGxx PARMLIB member. The EXIT statement of
the PROGxx PARMLIB member is illustrated below. The EXIT statement adds exit routine UNVACTRT from the #HLQ.SUNVLOAD load library to
the SMF exit point SYSSTC.IEFACTRT. Change #HLQ to the appropriate high-level qualifier for your installation. The exit is no longer given
control if it encounters an ABEND.

EXI T ADD EXI TNAVE( SYSSTC. | EFACTRT) MODNANME( UNVACTRT) DSNAVE( #HLQ SUNVLOAD) ABENDNUM 1)

The UNVACTRT exit routine is added when the system is IPL'ed and the PROGxx member is processed. The SMF exit can be added dynamically
without an IPL by activating PROGxx member with the SET console command. The following SET command activates PROGxx member:

SET PROG=xx

The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual. The SET console command is
documented in the IBM MVS System Commands manual.
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The following console command displays the exit routines installed for exit point SYSSTC.IEFACTRT:

D PROG EXI T, EN=SYSSTC. | EFACTRT, DI AG

Universal Automation Center Agent

The Universal Automation Center Agent (UAG) establishes the environment to support Opswise Automation Center services on z/OS. Part of the
environment consists of establishing the following SMF exit routines:

Exit Point Exit Routine
SYS.IEFUJI UAGUJI
SYS.IEFUSI UAGUSI
SYS.IEFUJV UAGUJIV
SYS.IEFU83 UAGUS83
SYS.IEFU84 UAGU84

SYSSTC.IEFU83 | UAGUS83

Configuring SMF
Configuring SMF consists of specifying required SMF record types to collect and the required exit points to define.
The SMF configuration must meet the following requirements:
® SMF record types 14, 15, 16, 17, 30, and 70 must be collected.
® System exit points IEFUJI, IEFUSI, IEFUJV, IEFU83, and IEFU84 must be defined.
® Assuming the Universal Command SMF exit is installed or there is already a SUBSYS EXITS option for STC, the subsystem STC exit
point IEFU83 must be defined.

The record types and exit points are defined in the SMFPRMxx PARMLIB member. The following SMFPRMxx statements illustrate how to define
the record types to collect and exit points.

The SYS statement uses the NOTYPE parameter to exclude specific record types. This is one of many ways the SYS statement can be specified
to meet the SMF record type requirements.

SYS( NOTYPE( 18: 19, 62: 69, 99) , EXI TS(| EFU83, | EFUB4, | EFUJV, | EFUSI , | EFUJI , . ..))
SUBSYS( STC, EXI TS(| EFU83, ...))

Once the SMFPRMxx PARMLIB member has been modified, the SMFPRMxx member can be activated dynamically by restarting SMF with the
following command:

SET SMF=xx

The following console command displays the active SMF options:

D SWF, O

Installing SMF Exit Routines
The SMF exit routines are installed using the appropriate PROGxx PARMLIB member. The EXIT statements for the PROGxx PARMLIB member

are illustrated below. The EXIT statements add all the exit routines from the #HLQ.SUNVLOAD load library to the appropriate exit points. Change
#HLQ to the appropriate high-level qualifier for your installation.
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EXI T ADD EXI TNAVE( SYS. | EFUJI) MODNAVE( UAGUJI) DSNANME( #HLQ SUNVLOAD)
EXI T ADD EXI TNAVE( SYS. | EFUSI ) MODNAVE( UAGUSI ) DSNANME( #HLQ SUNVLOAD)
EXI T ADD EXI TNAVE( SYS. | EFUJV) MODNAVE( UAGUJY) DSNANME( #HLQ SUNVLOAD)
EXI T ADD EXI TNAVE( SYS. | EFUB3) MODNAVE( UAGUS3) DSNANME(#HLQ SUNVLOAD)
EXI T ADD EXI TNAVE( SYS. | EFUB4) MODNAVE( UAGUS4) DSNANME( #HLQ SUNVLOAD)
EXI T ADD EXI TNAVE( SYSSTC. | EFUB3) MODNAME( UAGUS3) DSNANME( #HLQ SUNVLOAD)

The exit routines are added when the system is IPL'ed and the PROGxx member is processed. The SMF exit routines can be added dynamically
without an IPL by activating PROGxx member with the SET console command. The following SET command activates PROGxx member.

SET PROG=xx

The PROGxx PARMLIB member is documented in the IBM MVS Initialization and Tuning Reference manual. The SET console command is
documented in the IBM MVS System Commands manual.

The following console command displays the exit routines installed for exit point SYS.IEFUJI:

D PROG EXI T, EN=SYS. | EFUJI, DI AG

54 |/ wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

55

zOS Configuration - JES SYSOUT Processing

® Overview

® Configuration
® Multiple SYSOUT Applications
® UAG SYSOUT Management
® Default Configuration

1. Note
The information in this section applies to UAG release 5.1.0.12 and above.

Overview

This page describes how to configure Universal Automation Center Agent (UAG) to reliably process JES SYSOUT data sets. If UAG is not used,
this information can be skipped.

The batch jobs that UAG submits create JES SYSOUT data sets. UAG processes the following SYSOUT data sets produced by the jobs:

®* UAGRERUN report produced by the first step of every batch job UAG submits. The SYSOUT data set is written by step name
OPSSTPOO to ddname SYSPRINT.

® JES system data sets produced by every batch job. The JES system data sets include the JESMSGLG, JESJCL and JESYSMSG
ddnames.

UAG processes the SYSOUT data sets for the following purposes:

1. Retrieving the UAGRERUN report for storage in the Opswise Controller.
2. Analyzing JCL errors that occur during JCL conversion or at run-time.
3. Optionally, retrieving the JES system data sets for storage in the Opswise Controller.

JES SYSOUT data sets cannot be processed by more then one application at time. Applications, such as spool archivers and JES offloaders,
must process SYSOUT data sets one at a time. If multiple applications process SYSOUT data sets simultaneously, some SYSOUT data sets
potentially will not be processed.

For UAG to reliably process SYSOUT data sets, a JES held class must be dedicated exclusively to UAG. The JES class should be defined to JES
with an OUTDISP value of HOLD,HOLD for both the JOBCLASS and OUTCLASS class definitions.

Configuration

UAG provides a flexible SYSOUT processing configuration to accommodate a variety of environments. The best configuration depends on your
existing SYSOUT management practices and processes.

There are two UAG configuration options for SYSOUT processing:

® JES_SYSOUT_CLASS specifies the JES held class dedicated to UAG SYSOUT processing.
® JES SYSOUT_DISP specifies the disposition of the SYSOUT data sets once UAG has completed SYSOUT processing.

The following sections discuss some possible UAG SYSOUT configurations. The SYSOUT options allow UAG SYSOUT processing to be
customized to meet almost any SYSOUT management requirement. The following configurations are the most common.

Multiple SYSOUT Applications

This configuration addresses environments that have existing SYSOUT applications that process job SYSOUT data sets. These applications are
often called - for example - spool archivers, output management systems, or job log archivers. They typically read all SYSOUT data sets from one
or more JES held classes and archive the SYSOUT in a database. Once they have finished processing the SYSOUT in the JES spool, the
SYSOUT is typically deleted from the spool.

UAG must be properly configured to work with other SYSOUT processing applications. Since SYSOUT data sets cannot be processed
simultaneously by multiple SYSOUT applications, each application must process the SYSOUT data sets one at a time.

The first step is to select a JES held class to dedicate to UAG. The class cannot be shared with any other SYSOUT application. Specify the class
with the UAG JES_SYSOUT_CLASS configuration option. By specifying a JES_SYSOUT_CLASS value, UAG will modify the JOB statement of
the jobs it submits to JES. The JOB statement MSGCLASS parameter is changed to the JES_SYSOUT_CLASS value. If no MSGCLASS
parameter is present on the JOB statement, it will be added. The JOB statement MSGCLASS parameter specifies the JES class where the job's
JES system data sets are spooled.

Once UAG has completed processing the SYSOUT data sets, it performs final disposition on them as specified by the UAG JES_SYSOUT_DISP
configuration option. The SYSOUT data sets must be moved to the JES class or classes used by the next SYSOUT application to process them.
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There are two ways to specify the JES class to which to move the SYSOUT data sets:

® |f the original JOB statement MSGCLASS value correctly specified the class, then a JES_SYSOUT_DISP value of KEEP,* will keep the
SYSOUT data sets and move them to the original MSGCLASS class. This configuration requires no JCL changes nor changes to the
other SYSOUT application.

® The class can be specified directly. For example, a JES_SYSOUT_DISP value of KEEP,H will keep the SYSOUT data sets and move
them to held class H.

UAG SYSOUT Management

UAG z/OS task definitions may be defined to retrieve the job log (that is the job's JES system data sets) once the job completes processing. The
job logs are transmitted to the Opwwise Controller and stored in the database. The job logs can be viewed from the Opswise Controller web
interface. In this configuration, once UAG has completed retrieving the job log, the SYSOUT data sets can be deleted from the JES spool. It is
assumed that there are no other SYSOUT applications processing the SYSOUT data sets other then UAG.

The JES_SYSOUT_CLASS option is not required in this configuration. By default, UAG will process a job's SYSOUT data sets from any JES
class in which it finds them.

Once UAG has completed processing the SYSOUT data sets, it performs final disposition on them as specified by the UAG JES_SYSOUT_DISP
option. Since UAG is the one and only SYSOUT application, the SYSOUT data sets can be deleted. A JES_SYSOUT_DISP value of DELETE will
remove the SYSOUT data sets from the JES spool.

Default Configuration

The UAG default configuration is backwardly compatible with previous UAG releases. By default UAG will process SYSOUT data sets in the JES
spool regardless of their disposition (held or not) or class. Consequentially, if the SYSOUT data sets are processed by another application, the
results are unreliable. Once UAG completes processing of the SYSOUT data sets, it leaves them in the JES spool without changing their
disposition or class.
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Workload Automation 5 Database Configuration

z/OS UNIX File System Introduction
zFS Configuration
HFS Configuration
Mounting and Unmounting the Databases
® Dynamic Mounts
Manual Mounts
TSO Commands
Console Commands
BPXPRMxx
® Data Set Initialization
® Memory Management

z/OS UNIX File System Introduction

The z/OS implementation of Workload Automation 5 databases utilizes the z/OS UNIX file system. HFS or zFS data sets are used by Universal
Broker and Universal Enterprise Controller started tasks.

The hierarchical file system is a file system used by z/OS UNIX System Services (USS). It is a POSIX conforming hierarchical file system stored
in one or more HFS or zFS data sets bound together into one hierarchical directory structure. A single HFS or zFS data set consists of directory
tree and files. Refer to the IBM UNIX System Services Planning manual for a complete discussion of the z/OS UNIX file system and its
administration.

An HFS or zFS data set must be mounted before a program can access any file or directory within it. A mount operation binds the root directory of
the HFS or zFS data set to an existing directory in the hierarchical file system referred to as the mount point. After the mount operation completes,
the HFS or zFS data set's directory structure becomes part of the file system hierarchy starting at the mount point. An HFS or zFS data set can
only be mounted one at a time.

The mount operation makes the files and directories within the HFS or zFS data set accessible to all users. User access is controlled with
directory and file permissions contained within the HFS or zFS data set. Initially, an HFS or zFS data set's root directory is owned by the user that

allocated the data set and the directory permissions are set so that only that user has read, write, and execute permissions (permission mode
700). No other users have access.

zFS Configuration

zFS data sets are created by the installation JCL. The zFS data sets are used by Universal Broker and Universal Enterprise Controller.

A zFS data set is referred to as a zFS aggregate. There are two types of aggregates, depending on whether it contains one or more read / write
ZFS file systems:

1. A zFS aggregate that contains only one file system is a compatibility mode aggregate.
2. A zFS aggregate that contains more than one file system is a multi-file system aggregate.

Workload Automation 5 uses compatibility mode aggregates only.

When a zFS data set is mounted, the zFS address space obtains an exclusive enqueue on the data set, preventing it from being allocated by
another address space. For this reason, when using zFS data sets in the Universal Broker or Universal Enterprise Controller started tasks, the
data sets cannot be allocated to the UNVDB or UNVSPOOL ddnames.

The Universal Broker zFS data set names must be specified with the UNIX_DB_DATA_SET and UNIX_SPOOL_DATA_SET Universal Broker
configuration options. The Universal Enterprise Controller zFS data set name must be specified with the UNIX_DB_DATA_SET Universal

Enterprise Controller configuration option. The configuration options can be used to specify HFS data sets as well if this method is preferred over
specifying them as a ddname allocation.

HFS Configuration

An alternative to using zFS data sets is to use HFS data sets. HFS data sets are created optionally as part of the installation steps with JCL
member UNVINHF.

Universal Broker allocates the HFS data set used for the databases to ddname UNVDB and the HFS data set used for the spool to ddname
UNVSPOOL. Universal Enterprise Controller allocates the HFS data set used for the databases to ddname UNVDB. No further HFS configuration
is required beyond allocating the appropriate HFS data sets to the ddnames.

When using HFS data sets instead of zFS data sets, uncomment the UNVDB and UNVSPOOL ddname statements in the Universal Broker
started task procedure and uncomment the UNVDB ddname statement in the Universal Enterprise Controller started task procedure.

The DBHLQ parameter in the Universal Broker started task procedure must also be uncommented.
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Alternatively, the HFS data set names can be specified using the UNIX_DB_DATA_SET and UNIX_SPOOL_DATA_SET configuration options.
When these configuration options are used, the ddnames UNVDB and UNVSPOOL are not used. The ddname statements and the DBHLQ
parameter can be removed from the started task procedures.

Mounting and Unmounting the Databases

When the Universal Broker and Universal Enterprise Controller started tasks are started, they checks if their HFS or zFS data sets have been
mounted. If they are mounted, the started tasks will attempt to use them. If they are not mounted, the started tasks will mount the data sets
dynamically.

Dynamic Mounts

The started tasks will mount the HFS or zFS data sets if they are not mounted. The data sets are mounted at mount points defined in the directory
specified by the Universal Broker MOUNT_POINT configuration option, which defaults to the / t np directory. The mount points are subdirectories
named after the data set names. For example, if the HFS or zFS data set name is UNV. UNVDB, the mount point is / t np/ UNV. UNVDB.

When the started tasks mount a zFS data set, the mount parameter AGGRGROW is used to specify that the zFS data set should automatically
utilize secondary extents to expand if it runs out of allocated space.

The HFS or zFS data sets are not unmounted when the started tasks are stopped. It is not known whether or not other users are using the
mounted data sets.

Manual Mounts

The started tasks will use the existing mounts of the HFS or zFS data sets. Dynamic mounts provide the easiest administration, but you may want
to manually mount the data sets to take advantage of several available mount options. For example, the FSFULL PARM value can be used to
issue operator messages when a file system reaches a specified percent full.

When mounting zFS data sets, the mount parameter AGGRGROW should be used to specify that the zFS data set should automatically utilize
secondary extents to expand if it runs out of allocated space.

When the HFS or zFS data sets are manually mounted, the mount point can be any z/OS UNIX directory. The name of the directory does not
matter. The started tasks will locate the mount point regardless of location or name.

HFS or zFS data sets can be mounted using the TSO MOUNT command or with PARMLIB member BPXPRMxx at IPL. The TSO MOUNT
command mounts it for the current IPL only while the BPXPRMxx member will mount the data set for each IPL.

HFS or zFS data sets can be unmounted using the TSO UNMOUNT command or with the MODIFY BPXOINIT console command.

TSO Commands

The TSO commands to mount and unmount HFS data set UNV.UNVDB at mount point /opt/unvdb are illustrated below:

HFS Mount Command

MOUNT FI LESYSTEM ' UNV. UNVDB' ) MOUNTPOI NT(' / opt / unvdb' ) TYPE( HFS)

zFS Mount Command

MOUNT FI LESYSTEM ' UNV. UNVDB' ) MOUNTPOI NT(' / opt/ unvdb') TYPE(ZFS) PARM AGGRGROW

HFS and zFS Unmount Command

UNMOUNT FI LESYSTEM ' UNV. UNVDB' )

The user ID that issues the mount or unmount commands must have an OMVS UID of 0 or READ access to the BPX.SUPERUSER profile in the
FACILITY class.

Console Commands

The console commands to unmount HFS or zFS data UNV.UNVDB is illustrated below in addition to the console command to list currently
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mounted HFS data sets.

Unmount Command

F BPXO NI T, FI LESYS=UNMOUNT, FI LESYSTEM=UNV. UNVDB

1. Note
A console reply message will ask for confirmation.

Display Command

D OWS, FI LE

BPXPRMxx

The BPXPRMxx statement to mount HFS or zFS data set UNV.UNVDB at mount point /opt/unvdb is illustrated below:

HFS Mount

MOUNT FI LESYSTEM ' UNV. UNVDB' ) TYPE(HFS) MODE( RDWR) MOUNTPO NT(' / opt / unvdb' )

zFS Mount

MOUNT FI LESYSTEM ' UNV. UNVDB' ) TYPE(ZFS) MODE( RDWR) MOUNTPO NT(' / opt / unvdb' ) PARM ' AGGRGROW )

Both of the HFS or zFS data sets must be mounted with mode read/write, which is the default.

Data Set Initialization

When the started tasks start, they find the mount point for their HFS or zFS data sets. Regardless of whether the HFS or zFS data sets were
dynamically mounted or statically mounted, the started tasks check for an initialization flag file named .inited in the root directory of the mounted
data set.

If the file is not found, which is the case when they are first mounted, the started tasks change the owner of the root directory to the user ID with
which they are executing and change the permission mode to the MOUNT_POINT_MODE configuration option value, which defaults to 750.

If you want to customize either the owner or permission of the directories, manually create the .inited file in the root directory of the HFS or zFS
data set to prevent the started tasks from performing the initialization when they start. The USS command touch .inited can be used to create an
empty file.

Memory Management

Berkeley DB uses a temporary cache in memory to manage its databases. If this cache becomes sufficiently large, it must be written to disk.

Berkeley DB has a default location for storing temporary cache files, but if UEC cannot access that location, or there is no space to write these
files in the default location, the following error can occur in UEC, and UEC shuts down:

UNV4301D Database error: ‘temporary: write failed for page XXXXX'

To work around this issue, the following steps write the temporary cache files to the UEC database directory:

Step 1 Mount the UECDB HFS or zFS data set.

Step 2 Inside the mount point, create a text file named DB_CONFIG.
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Step 3  Inside the DB_CONFIG file, add the following string:

set _tnp_dir *dbpat h*
Where dbpath is the path to the location in which the database files reside.

Step 4 Start / restart UEC.
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zOS Installation - Customization

® Overview
® Universal Broker Customization
® Universal Broker Configuration
® Universal Broker JCL Procedure
® Universal Automation Center Agent Customization
® Universal Automation Center Agent Configuration
® Universal Certificate Customization
® Universal Certificate JCL Procedure
® Universal Command Manager Customization
® Universal Command Manager Configuration
® Universal Command Manager JCL Procedure
® Universal Command Server Customization
® Universal Command Server Configuration
® Universal Connector Customization
® Universal Connector Configuration
® Universal Connector SAP RFC Configuration
® Universal Connector JCL Procedure
® Universal Control Manager Customization
® Universal Control Manager Configuration
® Universal Control Manager JCL Procedure
® Universal Control Server Customization
® Universal Control Server Configuration
® Universal Data Mover Manager Customization
® Universal Data Mover Manager Configuration
® Universal Data Mover Manager JCL Procedure
® Universal Data Mover Server Customization
® Universal Data Mover Server Configuration
® Universal Enterprise Controller Customization
® Universal Enterprise Controller Configuration
® Universal Enterprise Controller JCL Procedure
® Universal Event Monitor Manager Customization
® Universal Event Monitor Manager Configuration
® Universal Event Monitor Manager JCL Procedure
® Universal Query Customization
® Universal Query Configuration

Overview

This page provides the following information for the customization of Workload Automation 5 components:

® Configuration
® JCL procedure

(For information on applying product licenses to installed Workload Automation 5 for z/OS components, see z/OS Installation - Licensing.)

Universal Broker Customization

Universal Broker Configuration

Universal Broker for z/OS uses a configuration file for its customizations. The configuration file is member UBRCFGO0O0 in the UNVCONF library
allocated to the UNVCONF ddname in the started procedure's JCL.

See the Universal Broker 5.1.0 Reference Guide for details on configuring Universal Broker.

Universal Broker JCL Procedure

A JCL procedure is provided in member UBROKER in library SUNVSAMP.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information.

See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.
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Universal Automation Center Agent Customization

Universal Automation Center Agent Configuration
There are two files used in defining the Universal Automation Center Agent (UAG) configuration:

®* UAG component definition file
® UAG configuration file

The execution of UAG is managed by Universal Broker. The component definition file defines UAG attributes to the Broker. The Broker uses the
component definition file to manage the execution of UAG. The component definition file is a member of the UNVCOMP library. The library is
allocated to the UNVCOMP ddname of the Universal Broker started task. The member name is UAGCMPOO.

The UAG configuration file defines system-wide customizations for UAG features and resources. The configuration file is a member of the
UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task. The Broker passes the data set name

to UAG when it is started by the Broker. The UAG component definition file defines which member of the UNVCONF library to use as the
configuration file. The default member name is UAGCFGOO.

See the Universal Automation Center Agent 5.1.0 Reference Guide for details on configuring UAG.

Universal Certificate Customization

Universal Certificate JCL Procedure

A JCL procedure is provided in member UCRPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the
amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/ljobnane JOB . . .
Il JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCRPRC

Universal Command Manager Customization

Universal Command Manager Configuration

Universal Command Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UCMCFGO0O0 in
the UNVCONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Manager.

Universal Command Manager JCL Procedure

A JCL procedure is provided in member UCMDPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces
the amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.
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For example:

/ljobname JOB . . .
11 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCMDPRC

Universal Command Server Customization

Universal Command Server Configuration

There are two files used in defining the Universal Command Server configuration:

® Server's component definition file
® Server's configuration file

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Broker. The Broker
uses the component definition file to manage the execution of the server. The component definition file is a member of the UNVCOMP library. The
library is allocated to the UNVCOMP ddname of the Universal Broker started task. The member name is UCSCMPO0O.

The Universal Command Server configuration file defines system-wide customizations for Server features and resources. The configuration file is

a member of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task. The Broker passes the
data set name to the Server when it is started by the Broker. The Server component definition file defines which member of the UNVCONF library
to use as the configuration file. The default member name is UCSCFGO00.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Server.

Universal Connector Customization

Universal Connector Configuration

Universal Connector for z/OS uses a configuration file for system-wide customizations. The configuration file is member USPCFGOO in the
UNVCONF library allocated to ddname UNVRFC in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Universal Connector 5.1.0 Reference Guide for details on configuring Universal Connector.

Universal Connector SAP RFC Configuration

Universal Connector utilizes SAP's RFC interface. The RFC interface must be configured to meet your local SAP environment. The RFC
configuration file is member USPRFCOO in the UNVCONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL
procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

Universal Connector JCL Procedure

A JCL procedure is provided in member USPPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the
amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:
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/ljobnane JOB . . .
I JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC USPPRC

Universal Control Manager Customization

Universal Control Manager Configuration

Universal Control Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UCTCFGOO in the
UNVCONF library allocated to ddname UNVCONTF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Manager.

Universal Control Manager JCL Procedure

A JCL procedure is provided in member UCTLPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces
the amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/ljobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UCTLPRC

Universal Control Server Customization

Universal Control Server Configuration
There are two files used in defining the Universal Control Server configuration:

® Server's component definition file.
® Server's configuration file.

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Universal Broker,
which uses the file to manage the execution of the Server.

The component definition file is a member of the UNVCOMP library. The library is allocated to the UNVCOMP ddname of the Universal Broker
started task. The member name is UTSCMPO0O.

The Universal Control Server configuration file defines system-wide customizations for Server features and resources. The configuration file is a
member of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task.

The Universal Broker passes the data set name to the Server when it starts the Server. The Server component definition file defines which
member of the UNVCONF library to use as the configuration file. The default member name is UTSCFGOO.

See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Server.

Universal Data Mover Manager Customization
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Universal Data Mover Manager Configuration

Universal Data Mover Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UDMCFGOO in
the UNVCONF library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Data Mover.

Universal Data Mover Manager JCL Procedure

A JCL procedure is provided in member UDMPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces
the amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/ljobname JOB . . .
/1 JCLLI B ORDER=UNV. SUNVSAMP
/| STEP1 EXEC UDMPRC

Universal Data Mover Server Customization

Universal Data Mover Server Configuration

There are two files used in defining the Universal Data Mover Server configuration:

® Server's component definition file
® Server's configuration file

The execution of the Server is managed by Universal Broker. The component definition file defines the Server attributes to the Universal Broker,
which uses the file to manage the execution of the server.

The component definition file is a member of the UNVCOMP library. The library is allocated to the UNVCOMP ddname of the Universal Broker
started task. The member name is UDSCMPO0O.

The Universal Data Mover Server configuration file defines system-wide customizations for Server features and resources. The configuration file
is a member of the UNVCONF library. The library is allocated to the UNVCONF ddname of the Universal Broker started task.

The Universal Broker passes the data set name to the Server when it starts the Server. The Server component definition file defines which
member of the UNVCONF library to use as the configuration file. The default member name is UDSCFGOO.

See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Data Mover Server.

Universal Enterprise Controller Customization

Universal Enterprise Controller Configuration

Universal Enterprise Controller for z/OS uses a configuration file for its customizations.The configuration file is member UECCFGOO of the
UNVCONF library allocated to ddname UNVCONF in the started procedure's JCL.

See the Universal Enterprise Controller 5.1.0 Reference Guide for details on configuring Universal Data Mover.

Universal Enterprise Controller JCL Procedure

A JCL procedure is provided in member UECTLR in library SUNVSAMP.
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Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

Universal Event Monitor Manager Customization

Universal Event Monitor Manager Configuration

Universal Event Monitor Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member UEMCFGO00
in the UNVCONF library allocated to ddname UNVCONTF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Universal Event Monitor 5.1.0 Reference Guide for details on configuring Universal Event Monitor Manager.

Universal Event Monitor Manager JCL Procedure

A JCL procedure is provided in member UEMPRC in library SUNVSAMP. Using the procedure simplifies future product upgrades and reduces the
amount of JCL statements required in the job JCL.

Edit the JCL procedure to meet local JCL installation requirements. The TZ environment variable should be modified to meet your local time zone
information. See z/OS Installation - Time Zone Environment Variable for more information the TZ environment variable.

The JCL procedure can be made available for use by either:

® Copying it to a JES procedure library, such as SYS1.PROCLIB
® Using the JCLLIB JCL statement in the job JCL to include the SUNVSAMP library in the procedure library search order.

For example:

/ljobnane JOB . . .
Il JCLLI B ORDER=UNV. SUNVSAMP

/| STEP1 EXEC UEMPRC

Universal Query Customization

Universal Query Configuration

Universal Query for z/OS uses a configuration file for system-wide customizations. The configuration file is member UQRCFGO00 in the UNVCONF
library allocated to ddname UNVCONF in the Universal Broker's started task JCL procedure.

Any changes to the configuration member requires the Broker's configuration cache to be refreshed by either restarting the Broker started task or
using the Universal Control utility refresh option.

See the Workload Automation Utilities 5.1.0 Reference Guide for details on Universal Query configuration options.
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zOS Installation - Licensing

® Licensing Workload Automation 5 for z/OS Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Licensing Workload Automation 5 for z/OS Components

After Workload Automation 5 for z/OS has been installed, you must configure the following components with product licenses before they can be
used:

Universal Command Manager
Universal Data Mover Manager
Universal Connector

Universal Enterprise Controller

Product License File

For each component, product license information (license parameter keywords and their values) is contained in a separate text file provided by
your Stonebranch, Inc. account representative.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example: Indesca_Stonebranch_MVS_A1.txt.

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name and as the name of the product in
the file itself; for Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and as the name of
the product in the file itself - see below.)

Sample

The following is a sample Workload Automation 5 for z/OS product license file (for Universal Command Manager):

Li cense_Product "| NDESCA"

Li cense_Cust omer " STONEBRANCH'

Li cense_OS_Type "MWS"

Li cense_Type " PERPETUAL"

Li cense_Expiration_Date 2029.12. 31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UN X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0S390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

In the UNVCONF product library:

® Enter the Universal Command Manager license parameters into the Universal Command Manager configuration file, member
UCMCFGO00.

® Enter the Universal Data Mover Manager license parameters into the Universal Data Mover Manager configuration file, member
UDMCFGO00.

® Enter the Universal Connector license parameters into the Universal Connector configuration file, member USPCFGOO.

® Enter the Universal Enterprise Controller license parameters into the Universal Enterprise Controller configuration file, member
UECCFGO00.
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It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration
options.)

Restart Universal Broker

For Universal Broker to read the license information, you must stop and restart it.

Stop Universal Broker

STOP UBRCKER

Start Universal Broker

START UBROKER] , UPARME’ opt i ons’ |
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zOS Installation - Time Zone Environment Variable

® Time Zone Environment Variable
® North American Values
® European Values

Time Zone Environment Variable

Workload Automation components execute in a z/OS UNIX environment, also known as a POSIX(ON) Language Environment.

The z/OS UNIX environment assumes that the z/OS system time is GMT or UTC format. It then uses the TZ environment variable value to
determine the adjustments required for local time.

The TZ environment variable is an IBM Language Environment (LE) environment variable with a value set to the appropriate time zone and offset
information so that time values are properly processed. TZ allows you to set the standard and daylight savings (or summer time) time zones and
the offset from the local time zone to the UTC time.

LE environment variables, such as TZ, are set with the LE option ENVAR using the JCL step PARM keyword. For example, the following
statement sets the standard time zone to Eastern Standard Time (EST) with an offset of 5 hours and the daylight saving time zone to Eastern
Daylight Saving Time (EDT).

/1 PS1 EXEC PGVEUCMD, PARM=' ENVAR( TZ=EST5EDT) / &UPARM

1. Note
The forward slash (/) character separates the LE runtime parameters from the program parameters.

North American Values

TZ environment variables values for North America are listed below.

ESTS5EDT: Eastern Standard Time, Eastern Daylight Time
CST6CDT: Central Standard Time, Central Daylight Time
MST7MDT: Mountain Standard Time, Mountain Daylight Time
PST8PDT: Pacific Standard Time, Pacific Daylight Time
AKST9AKDT: Alaska Standard Time, Alaska Daylight Time

European Values

TZ environment variables values for Europe are listed below.
GMTOBST: Greenwich Mean Time, British Summer Time
WETOWEST: Western Europe Time, Western Europe Summer Time

L]
L]
® CET-1CEST: Central Europe Time, Central Europe Summer Time
® EET-2EEST: Eastern Europe Time, Eastern Europe Summer Time

Other common time zone abbreviations may be used. IBM does not document all possible values.
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zOS Installation - TCPIP Configuration

® Overview
® Specifying TCP/IP Affinity
® TCP/IP Resource Protection
® Stack Access Control
® Port Access Control
® Network Access Control
® Socket Option Access Control

Overview

This page describes optional Workload Automation and TCP/IP configuration topics. Whether these steps are required or desirable depends on
your local TCP/IP configuration.

Specifying TCP/IP Affinity

Workload Automation programs are considered generic client and server programs in IBM's TCP/IP terminology. They do not have an affinity for a
specific transport provider (TCP/IP started task). The programs will utilize the appropriate transport provider based on TCP/IP configuration.

An affinity to a specific transport provider can be established for any Workload Automation program using Language Environment variable
_BPXK_SETIBMOPT_TRANSPORT. The variable value specifies the TCP/IP started task name the program must use as its transport provider.

The JCL illustration below establishes affinity to TCP/IP started task TCPIPA:

/1 PS1 EXEC PGVEUCMD,
Il PARME' ENVAR( " _BPXK_SETI BMOPT_TRANSPORT=TCPI PA") / &UPARM

TCP/IP Resource Protection

The IBM TCP/IP product (Communications Server) offers optional protection to TCP/IP resources using SAF interfaces. The protection is
implemented with a set of resource profiles defined in the SERVAUTH class.

If you are using the TCP/IP resource protection, you must permit appropriate privileges to the user profiles with which Workload Automation

executes. Refer to the IBM Communications Server: IP Configuration Guide for complete details on TCP/IP resource protection. The TCP/IP
resource profiles and the Workload Automation required access are discussed in the following sections.

Stack Access Control

The SAF resource profile EZB. STACKACCESS. sysnane. t cpnane in the SERVAUTH class controls which user profiles have access to a
TCP/IP stack. All user profiles with which Workload Automation 5 executes require READ access to the appropriate TCP/IP stack access profile.

Port Access Control

The SAF resource profile EZB. PORTACCESS. sysnane. t cpnane. SAF keyword in the SERVAUTH class controls access to specific
non-ephemeral port ranges.

The Universal Broker binds to a service port (defaults to 7887). The user profile with which the Universal Broker started task executes requires
READ access to any resource that protects this port.

The Universal Enterprise Controller binds to a service port (defaults to 8778). The user profile with which the Universal Enterprise Controller
started task executes requires READ access to any resource that protects this port.

Network Access Control

The SAF resource profile EZB. NETACCESS. sysnhane. t cpnane. zonenarne in the SERVAUTH class controls access to security zones. A
security zone defines networks and hosts by IP address. All user profiles with which Workload Automation executes require READ access to the
appropriate TCP/IP security zones profile.
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Socket Option Access Control
The SAF resource profile EZB. SOCKOPT. sysnane. t cpnane. SO _BROADCAST in the SERVAUTH class controls access to the socket

SO_BROADCAST option.
No Workload Automation programs use the SO_BROADCAST socket option, so no user profiles require access.
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zOS Installation - SAP RFC DLL

Overview

Background

Output in the USS File System
Workload Automation Components

Overview

The SAP RFC DLL is a remote function call library provided by SAP AG for applications to interface with the SAP system. A number of Workload
Automation components make use of the SAP RFC DLL to provide SAP-related functionality.

The SAP RFC DLL interacts with the z/OS Language Environment (LE) and the z/OS UNIX System Services (USS), resulting in residual files
being created by LE in the USS file system.

Background

A z/OS user profile must have a properly defined OMVS segment in order to run a program that utilizes USS services. The OMVS segment
specifies, among other attributes, a home directory in the USS file system. If no home directory is specified, it defaults to /tmp.

The z/OS Language Environment (LE) produces output under certain conditions. When a LE batch job or started task is executed, the LE
MSGFILE option specifies the ddname to which LE output is written. By default, MSGFILE specifies the SYSOUT ddname.

Additionally, for diagnostic purposes, LE can write LE dumps and traces. As a batch job or started task, LE writes the dumps and traces to
ddname CEEDUMP. When a LE program is run from the USS environment, the LE MSGFILE option defaults to standard error, and LE dumps
and traces are written to a file created in the current working directory with a name starting with CEEDUMP.

The SAP RFC DLL is loaded dynamically at run time when a Workload Automation 5 batch job or started task needs to use SAP RFC functions.
When the DLL is loaded, RFC initialization is performed by the DLL. As part of the RFC initialization, a USS popen function is called from within
the DLL that creates two USS processes that run as child processes of the Workload Automation 5 program. The child processes run for a very
brief amount of time (1-2 seconds).

A USS child process inherits a number of attributes from its parent, which in this case is a Workload Automation 5 program. Among the attributes
inherited are the user ID profile, including the OMVS segment, as well many of the LE options specified in the batch job or started task. Among
the attributes that a child process does not inherit is the ddname allocations of its parent. The child processes run in a separate address space
managed by z/OS Workload Manager.

Output in the USS File System

The two child processes created by the popen function executed by the SAP DLL can result in LE creating certain files in the USS file system.
The LE options that the batch job or started task execute with are inherited by the child processes created by the popen function. When the LE
options produce output, this output will be created for each of the USS child processes in the USS file system.

As an example, the LE option RPTOPTS(ON) will write a report to the location specified by the LE MSGFILE option. The report lists all the LE
option values and the source of the options. The two child processes created by the SAP RFC DLL inherit the LE options, and when both of the
child processes end, LE writes a options report to the location specified by the LE MSGFILE option.

Since the child processes run in a USS environment, the LE MSGFILE option defaults to standard error; however, there is no standard error
defined in this case, so LE writes its output to a file named SYSOUT in the current working directory. The current working directory will be the
home directory specified in the user profile OMVS segment.
There are a number of conditions that cause LE to produce output. A partial list is:

® Certain LE options produce reports to the MSGFILE location. For example, RPTOPTS and RPTSTG.

® LE error messages resulting from invalid options or run-time errors are written to the MSGFILE location.

® LE dumps and traces produced due to run-time exceptions or the LE TRACE option. Dumps and traces are written to either the
CEEDUMP ddname or to a USS file name starting with CEEDUMP.

Workload Automation Components

The following Workload Automation components use the SAP RFC DLL:
® Universal Broker

® Universal Enterprise Controller
® Universal Connector
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When these components are executed with LE options that product output, a USS file named SYSOUT or a file starting with CEEDUMP will be
created in the home directory of the user profile executing the component.

If two or more instances of a component executing with different user profiles share the same home directory, security violations may occur. The
first component creates a USS file named SYSOUT owned by its user ID and the second component executing with a different user profile
attempts to append to it resulting in a security violation.

To avoid the potential security violation when attempting to append to the LE SYSOUT file on the USS file system, define each z/OS user profile
with a unique home directory.
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zOS Installation - Configuration of zOS System SSL

Error formatting macro: redirect: java.lang.NullPointerException
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Configuration of zOS System SSL - Overview

® Configuration of z/OS System SSL
® SSL Benefits
® Required Conditions for Using SSL

Configuration of z/OS System SSL

Workload Automation can use the IBM z/OS System SSL library or the OpenSSL SSL library for its SSL network communications. The SSL
library selection is made with the Workload Automation SSL_IMPLEMENTATION configuration option.

z/OS System SSL requires the IBM System SSL Cryptographic Services base element. In addition, Workload Automation requires Cryptographic
Services Security Level 3 element, which includes the cryptographically strong SSL cipher suites.

SSL Benefits
System SSL provides the following benefits:

® Utilizes any cryptographic hardware features available reducing the amount CPU resources used by Workload Automation.
® Seamless integration with RACF certificate management features.

1. Note
If RACF digital certificates are new to you or your site, refer to the following documentation for complete details:
® z/OS Security Server RACF Security Administrator's Guide
® 7/OS Security Server RACF Command Language Reference

Required Conditions for Using SSL

In order for Workload Automation to use z/OS System SSL, the following conditions must be met:

1. Workload Automation supports z/OS System SSL on z/OS 1.4 and above.

2. Workload Automation SSL_IMPLEMENTATION configuration value must be set to SYSTEM.

3. User profiles with which the Workload Automation component executes must have READ access to the RACF profile
IRR.DIGTCERT.LISTRING in the FACILITY class.

4. User profiles with which the Workload Automation component executes must have a certificate key ring associated with them that
includes the user's certificate and the CA's certificate.
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Integrated Cryptographic Service Facility (ICSF)

Integrated Cryptographic Service Facility (ICSF)

z/0OS System SSL will use ICSF when available. The ICSF started task must be running and ICSF configuration completed.
The user profile with which the System SSL application executes must have access to the following ICSF resources in the CSFSERYV class:

CSFCKI, clear key import
CSFCKM, multiple clear key import
CSFDEC, symmetric key decrypt
CSFDSG, digital signature generate
CSFDSV, digital signature verify
CSFENC, symmetric key encrypt
CSFPKB, PKA key build

CSFPKD, PKA decrypt

CSFPKE, PKE encrypt

CSFPKI, PKA key import

Refer to the IBM z/OS ICSF Administrator's Guide for managing access to ICSF resources.
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Universal Broker Digital Certificate (RACF) Set-up

Universal Broker Digital Certificate (RACF) Set-up

Setting up a digital certificate infrastructure in a production environment for the first time requires careful planning by the Security organization and
Workload Automation administrator. The instructions provided on this page have been simplified for illustration purposes.

You work with RACF Digital Certificates using the RACF command RACDCERT. RACF profiles control access to the functions provided by
RACDCERT.

The user profile with which the following commands are executed require either:

® SPECIAL attribute
® Appropriate access to the IRR.DIGTCERT.function profile in the FACILITY class.
® READ access is required to IRR.DIGTCERT.function to issue RACDCERT commands for the executing user.

® UPDATE access is required to IRR.DIGTCERT.function to issue RACDCERT commands for other users.
® CONTROL access is required to IRR.DIGTCERT.function to issue RACDCERT command for SITE or CERTAUTH certificates.

The member UNVINDC in the INSTALL library contains the JCL to execute the RACF commands listed in the following steps.

Step 1 Create a Certificate Authority (CA) certificate and private key using the following RACDCERT command:

RACDCERT CERTAUTH GENCERT +

SUBJECTSDN(CN(* Certificate Authority') +
QY(‘ Security') +
Q(‘ Conpany Nane, Inc.’) +
Cus)) +

NOTAFTER( DATE( 2030- 01- 01) ) +

* KEYUSAGE( HANDSHAKE CERTSI GN) +

W THLABEL(‘ Conpany CA')

Change the subject and label names to meet local requirements.

Step 2 Create a certificate for the Universal Broker STC and sign it with the CA certificate created in Step 1 using the following RACDCERT

command:

RACDCERT | D({ UBRUSR) GENCERT +

SUBJECTSDN( CN( * br oker . conpany. com) +
OU(‘ Operations’) +
QO ‘ Conpany Nane, Inc.’) +
o us)) +

KEYUSAGE( HANDSHAKE)  +

W THLABEL( ‘ Broker’) +

S| GNW TH( CERTAUTH LABEL(‘ Conpany CA')

Change the subject and label names to meet local requirements. The subject’'s Common Name (CN) value should uniquely identify
this instance of the broker in the enterprise.

Step 3 Create a certificate key ring for the user profile UBRUSR with the following RACDCERT command:

RACDCERT | D{ UBRUSR) ADDRI NG( BROKER)
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Step 4 Connect the CA certificate and the Universal Broker certificate to the key ring with the following RACDCERT command:

RACDCERT | D( UBRUSR) CONNECT( CERTAUTH LABEL(‘ Conpany CA') +
RI NG( BROKER)
RACDCERT | D({ UBRUSR) CONNECT( LABEL( ' Broker’) RI NG BROKER) DEFAULT)

Change the labels to match the values used in previous steps.

Step 5 If the resource profile IRR.DIGTCERT.LISTRING in the FACILITY class is not defined, define it with the following RDEFINE command:

RDEFI NE FACI LI TY (1 RR DI GTCERT. LI STRING UACC( NONE)

Step 6 Permit the Broker user profile UBRUSR READ access to the RACF profile | RR. DI GTCERT. LI STRI NGin the FACILITY class using
the following PERMIT command:

PE | RR DI GTCERT. LI STRI NG CLASS( FACI LI TY) | D( UBRUSR) ACCESS( READ)

Step 7 Modify the Universal Broker configuration member UBRCFGOO as follows:

ssl _inplenentation system
saf _key_ring BROKER

Step 8 The CA certificate must be distributed to the remote systems from which Workload Automation managers are executed. The
managers must be configured with the CA certificate in their list of Trusted CA certificates using the CA_CERTIFICATES configuration
option.

The CA certificate is exported out of the RACF data base into a data set in a PEM (or base64) format with the following RACDCERT
command:

RACDCERT CERTAUTH EXPORT ( LABEL(‘ Conpany CA')) +
DSN( TEST. CA. CERT) FORMAT( CERTB64)

Change the label to match the value used in previous steps.

The tsoprefix. TEST.CA.CERT data set contains a PEM formatted certificate. The format is a text format that transfers safely across
the network in text mode.

Note that the CA private key is not exported. The CA certificate does not contain any private data.
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zOS Installation - Configuration of Security

Error formatting macro: redirect: java.lang.NullPointerException
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zOS Installation - Configuration of Security Overview

z/OS Installation — Configuration of Workload Automation Security

Some Workload Automation components utilize z/OS security services to control access to product functions and resources. These pages
describe the installation steps to activate product security and define resource controls.

1. Note
The use of the security resource is optional. If you do not want to use it at this time, this information can be skipped.

The following pages specify the configuration methods for IBM's RACF and Computer Associate's ACF2 security products.
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Configuration of Security - RACF Class

RACF Class

All components use the Workload Automation RACF class $UNV. The class name can be changed if local requirements require it.

To install the Workload Automation RACF class, perform the following steps:

Step 1

Step 2

Step 3

Step 4

Step 5

Modify your local RACF class descriptor table by adding the following entry to ICHRRCDE:

| CHERCDE CLASS=$UNV,

CASE=ASI S,
FI RST=ANY,
OTHER=ANY,
MAXLNTH=246,
DFTUACC=NONE,
1 D=128,

PCSI T=128

+ o+ o+ o+ o+

Modify the ID and POSIT values to meet local requirements.

Support for the CASE parameter was added in z/OS 1.2. Case-sensitive profile names are necessary for USS path name support in
the standard I/O access profiles. See Universal Command Standard I/O Access Profile for details.

Care must be taken when defining case-sensitive profile names so that the profile characters are typed with the desired case. RACF
will not automatically upper case the profile names. If the wrong case is used, the desired profile will not be found. If the standard 1/0
profiles are not necessary or USS path name support is not necessary, the CASE parameter can be removed.

Sample assemble and link edit JCL is provided in member UNVRRCDE in the INSTALL library. IBM provides a sample ICHRRCDE
table and the JCL to assemble and link edit it in SYS1.PARMLIB(RACTABLE).

Modify your local RACF routing table by adding the following entry to ICHRFRO1.

| CHRFRTB CLASS=$UNV, +
ACTI ON=RACF

Sample assemble and link edit JCL is provided in member UNVRFRO1 in the INSTALL library.

IBM provides a sample ICHRRCDE table and the JCL to assemble and link edit it in SYS1. PARM.I B( RACTABLE) .

If you changed the default RACF class name $UNV to another name, the UCMD, UCTL, and UEM load modules must be modified to
include the same class name.
(If you did not change the default class name, skip this step.)

1. Member UCMCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UCMD load
module. Change the USERMOD to the new class nhame and submit the job.

2. Member UCTCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UCTL load
module. Change the USERMOD to the new class name and submit the job.

3. Member UEMCMVS in the INSTALL library contains an SMP/E USERMOD to apply the modification to the UEM load
module. Change the USERMOD to the new class name and submit the job.
All steps must end with return code 0.

IPL the z/OS system to install the new class descriptor and routing tables.
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Step 6 Activate the new class and define it for generic profile checking by entering the following RACF SETROPTS commands:

SETROPTS CLASSACT( $UNV)
SETROPTS GENER! C( $UNV)
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Configuration of Security - ACF2 Class

ACF2 CLASS
All components use the Workload Automation ACF2 class $UNV. The class name may be changed if local requirements require it.

To install the Workload Automation ACF2 class, perform the following steps:

Step 1 Create a CLASMAP with the following ACF2 command:

SET CONTROL( GSO)
| NSERT CLASSMAP. $UNV RESOURCE( $UNV) RSRCTYPE(UNV) ENTI TYLN( 246)

Step 2 Rebuild and refresh the directories with the following console command:

F ACF2, REFRESH( CLASMAP) , SYSI D( *sysi d*), CLASS( C) , TYPE( GSO)

Step 3 Define the following resource rules for Universal Command and Universal Control with the following commands:

SET RESOURCE( OSM
COWI LE * STORE
$KEY( UCVD) TYPE( UNV)
Ul D(ucnd_admi n_i d) ALLOW
- U D(ucmd_adni n_i d) SERVI CE( READ) ALLOW

SET RESOURCE( OSM
COWPI LE * STORE
$KEY( UCTL) TYPE( UNV)
U D(uctl _admi n_id) ALLOW
- U D(uct!l _admi n_id) SERVI CE( READ) ALLOW
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Configuration of Security - Universal Command Security

Overview
Universal Command Remote Access Profile
Universal Command Standard I/O Access Profile
Universal Command Security Profile Definitions
® Example 1
® Example 2
® Example 3
® Example 4

Overview

Universal Command access controls consist of the following profile types:

® Remote Access profiles control Universal Command's access to remote systems.
® Stdio Access profiles control Universal Command's access to local data sets used as standard input, output or error.

Universal Command Remote Access Profile

The remote access profile controls Universal Command Manager's access to specific remote systems running Workload Automation. The remote
system is identified by the IP address of the remote system, the port number on which the Manager is connecting to the remote system, and the
remote system user ID with which the Manager is requesting the command to be executed.

Universal Command Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the remote
user ID with the USER_ID configuration option.

The remote access profile has the following format:

UCMD. | i paddr ess. Pport.userid

The following table identifies the fields that comprise the profile name.

Field Description

ipaddress Numeric dotted-form IP address of the remote host as specified by the REMOTE_HOST option. The format of the IP
address is four three-character numeric fields. Each field represents one number of the IP address. For example, IP
address 256.10.2.123 is formatted as 256010002123.

port Numeric port number on which Universal Broker is listening as specified by the REMOTE_PORT option. The default
Universal Broker port number is 7887. The format of the port number is a five-digit number. For example, port 7887 is
formatted as 07887.

userid Remote user identifier with which Universal Command Manager will execute the remote command as specified by the
USER_ID option.

Whether or not a user identifier is required depends on the Universal Command Server configuration. If no user
identifier is specified for the Manager, the userid value is <BLANK>.

The value userid is upper case. Some remote hosts may have case-sensitive user identifiers. All user identifiers
specified on the Manager are translated to upper case for building the profile.

Universal Command Standard I/O Access Profile
The standard I/O (stdio) access profile controls Universal Command Manager's access to data sets allocated for standard I/O. The standard 1/0

ddnames are UNVIN for standard input, UNVOUT for standard output, and UNVERR for standard error, unless otherwise changed with the
SIO_LOCAL_FILE configuration option.

The standard 1/O access profile has the following format:

| wab10-install&admin


https://www.stonebranch.com/confluence/display/UCMD510/REMOTE_HOST+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/REMOTE_PORT+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/USER_ID+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/REMOTE_HOST+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/REMOTE_PORT+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/USER_ID+-+UCMD+Manager+configuration+option
https://www.stonebranch.com/confluence/display/UCMD510/SIO_LOCAL_FILE+-+UCMD+Manager+configuration+option

Workload Automation 5.1.0 Installation and Administration Guide

UCMD. st di o. | i paddress. Pport. al | ocati on

The following table identifies the fields that comprise the profile name.

Field Description

stdio Standard I/O file which the profile is for. Valid values are:

® STDIN for the standard input file.
® STDOUT for the standard output file.
® STDERR for the standard error file.

ipaddress Numeric dotted-form IP address of the remote host as specified by the REMOTE_HOST option. The format of the IP
address is four three-character numeric fields. Each field represents one number of the IP address. For example, IP
address 256.10.2.123 is formatted as 256010002123.

port Numeric port number on which Universal Broker is listening as specified by the REMOTE_PORT option. The default
Universal Broker port number is 7887. The format of the port number is a five-digit number. For example, port 7887 is
formatted as 07887.

allocation Entity that is allocated to the standard 1/0O ddname. There are a number of different items that may be allocated to a
ddname. The following formats are available:

® A data set allocation is represented by Ddsn, where dsn is the data set name. For example, a ddname
allocation of PROD.APPL.DATA is formatted as DPROD.APPL.DATA.
® |f allocating a PDS and a member name is specified, do not include the member name in the profile
name, only the PDS name.
* |f allocating a relative generation data set, do not include the relative number in the profile name, only
the GDG name.
A JES SYSIN, SYSOUT or SUBSYS= allocation is represented by the value SUBSYS.
A temporary data set allocation is represented by the value TEMPORARY.
A DUMMY or NULLFILE allocation is represented by the value NULLFILE.
A USS path name allocation is represented by Upath, where path is the USS path name. For example, a
ddname allocation of /prod/appl/data is formatted as U/prod/appl/data.
® USS path name support starts at z/OS 1.4. Prior to z/OS 1.4, the path name is not available to format
the profile name. The value used for path in this case is UNKNOWNUSSPATHNAME.
® USS path names are case sensitive. The Workload Automation 5 class must be defined with the
CASE=ASIS parameter to support case sensitive profile names.

The maximum length of the profile name is 246 characters. The maximum length of a USS path name allocated to a
ddname is 256 characters. It is possible the path name may be truncated in formatting the profile name. Truncation
does not result in an error condition.

Universal Command Security Profile Definitions

These examples illustrate sample RACF commands that can be used to define Universal Command security profiles and permit z/OS user
identifiers access to those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.

Example 1

Assume that you want to restrict Universal Command Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict
access to only those z/OS users who have read access to the profile UCMD.I010023090002.*.*.

The following TSO commands define the required profile and permits access to TSO user TSO555.

RDEF $UNV (UCMD. | 010023090002. *. *) UACC( NONE)
PE UCMD. | 010023090002. *. * CLASS($UNV) | D{ TSOB555) ACCESS( READ)

Example 2
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Assume that you run all Universal Brokers on privileged port 1000. To enforce the policy that z/OS Managers connect only to port 1000, define
profile UCMD.*.** with universal access none and define UCMD.*.P01000.* with universal access read.

The following TSO commands define the required profiles.

RDEF $UNV (UCMD. *. *. *) UACC( NONE)
RDEF $UNV (UCMD. *. P01000. *) UACC( READ)

Example 3
Assume that you want to restrict root access to all hosts from Universal Command Manager for z/OS. The following profile would restrict root
access to only those z/OS users who have read access to the profile UCMD.*.*.ROOT.

The following TSO command defines the required RACF profile.

RDEF $UNV (UCMD. *. *. ROOT) UACC( NONE)

Example 4

Assume that you want to restrict Universal Command Manager access to data sets PROD.*. You also don't want Universal Command Manager to
use any temporary data sets. The following profiles would restrict access to only those z/OS users who have read access to the profile.

The following TSO command defines the required RACF profile.

RDEF $UNV (UCMD. STD*. *. *. DPROD. **) UACC({ NONE)
RDEF $UNV (UCMD. STD*. *. *. TEMPORARY) UACC( NONE)
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Configuration of Security - Universal Control Security

® Overview
® Universal Control Remote Access Profile Format
® Universal Control Security Profile Definition

® Example 1

Overview

Universal Control access controls consist of the following profile types:

Remote Access profiles control Universal Control's access to remote systems.

Universal Control Remote Access Profile Format

The remote access profile controls Universal Controls Manager's access to specific remote systems running Workload Automation. The remote
system is identified by the IP address of the remote system, the port number on which the Manager is connecting to the remote system, and the
command to be executed.

Universal Control Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the command
as one of the command options.

The remote access profile has the following format:
UCTL. | i paddr ess. Pport. command

The profile name is composed of the following fields.

Field Description

ipaddress Numeric dotted-form IP address of the remote host as identified by the REMOTE_HOST option. The format of the IP
address is four three-character numeric fields. Each field represents one number of the IP address. For example, IP
address 256.10.2.123 is formatted as 256010002123.

port Numeric port number on which Universal Broker is listening as identified by the REMOTE_PORT option. The default
Universal Broker port number is 7887. The format of the port number is a five-digit number. For example, port 7887 is
formatted as 07887.

command Universal Control command that the Manager is requesting execution. Possible command values are START, STOP,
and REFRESH.

Universal Control Security Profile Definition

This example illustrates sample RACF commands that can be used to define Universal Control security profiles and permit z/OS user identifiers
access to those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.

Example 1

Assume you wish to restrict Universal Control Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict access to
only those z/OS users who have read access to the profile UCTL. | 010023090002. *. *.

The following TSO commands define the required profile and permits access to TSO user TSO555.

RDEF $UNV (UCTL. | 010023090002. *. *) UACC( NONE)
PE UCTL. | 010023090002. *. * CLASS($UNV) | D{ TSOB55) ACCESS( READ)
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Configuration of Security - Universal Event Monitor Security

® Overview
® Universal Event Monitor Remote Access Profile Format
® Universal Event Monitor Security Profile Definition

® Example 1

Overview
Universal Event Monitor access controls consist of the following profile types:

Remote Access profiles control Universal Event Monitor's access to remote systems.

Universal Event Monitor Remote Access Profile Format

The remote access profile controls Universal Event Monitor Manager's access to specific remote systems running Workload Automation. The
remote system is identified by three elements:

1. System's IP address

2. Port number that the Manager uses to connects to a Universal Broker executing on the system
3. User account specified from the UEM Manager, which is defined on the remote system

The Universal Event Monitor Manager identifies a remote system with the REMOTE_HOST and REMOTE_PORT configuration options, and the
remote user account with the USER_ID configuration option.

The remote access profile has the following format:
UEM | i paddr ess. Pport. userid

The profile name is composed of the following fields.
Field Description

IP address of the remote host, in dotted-decimal notation, as identified by the REMOTE_HOST configuration option.
The format of the IP address is four three-character numeric fields. Each field represents one number of the IP address.
For example, IP address 256.10.2.123 is formatted as 256010002123.

Ipaddress

Port Numeric port number on which Universal Broker is listening as identified by the REMOTE_PORT configuration option.
The default Universal Broker port number is 7887. The format of the port number is a five-digit number. For example,

port 7887 is formatted as 07887.

Userid ID of a remote user account, which was specified by the Manager with the USER_ID option. If the Universal Event
Monitor Server is configured to not require a user ID, the value for this field is <BLANK>.The value userid is upper
case. Some remote hosts may have case-sensitive user identifiers. All user identifiers specified on the Manager are
translated to upper case for building the profile.

Universal Event Monitor Security Profile Definition

This example illustrates sample RACF commands that can be used to define Universal Event Monitor security profiles and permit local user
accounts access to those profiles. Refer to the IBM RACF documentation for complete details on RACF commands.

Example 1

Assume you wish to restrict Universal Event Monitor Manager for z/OS access to remote host 10.23.90.2. The following profile would restrict
access to only those z/OS users who have read access to the profile UEM | 010023090002. *. *.

The following TSO commands define the required profile and permits access to TSO user TSO555.
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RDEF $UNV (UEM | 010023090002. *. *) UACC( NONE) PE UEM | 010023090002. *. *
CLASS($UNV) | D( TSO555) ACCESS( READ)
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zOS Installation - Performance Guidelines

Overview

UNIX System Services and Language Environment
Workload Automation Managers

Universal Broker and Workload Automation 5 Servers
Universal Enterprise Controller

Overview

Workload Automation consists of product components distributed throughout the enterprise communicating with each other over the computer
network using the TCP/IP communication protocol.

Workload Automation offers reliable, fault tolerant, secure, and efficient communications between its distributed components. In order for product
components to effectively meet their communication requirements, z/OS must provide sufficient execution time for the product components.

The execution of the communication protocol is a real-time activity and communication time-outs may be exceeded if product components are not
dispatched appropriately while executing the communication protocol.

The following sections provide performance guidelines for Workload Automation for z/OS components.

UNIX System Services and Language Environment

All Workload Automation components are written in C/C++ and utilize z/OS Language Environment (LE) and z/OS UNIX System Services (USS).

The IBM z/OS UNIX System Services Planning manual includes a "Tuning Performance" chapter that should be reviewed to improve USS
performance in general.

Workload Automation components do not attempt to use the USS setpriority, chpriority, or nice functions to adjust their performance group or
service class.

Workload Automation Managers

Workload Automation Managers consist of Universal Command, Universal Data Mover, and Universal Event Monitor managers. They typically
execute in the JES subsystem as a batch job or the OMVS subsystem as a USS shell command.

The managers communicate with remote Universal Brokers and their corresponding Workload Automation 5 Server components on remote
systems using the TCP/IP protocol.

In cases where the z/OS workload requires more resources than are available, z/OS will favor workload with a higher dispatch priority over
workload with a lower dispatch priority. If a Workload Automation manager is being executed with a lower dispatch priority than other workload
competing for resources, it may not be given sufficient execution time to meet its network communication timing requirements. The result will be
false network time-out errors in the Workload Automation manager.

The effect of a network time-out condition depends on whether or nor the Workload Automation manager is using the Network Fault Tolerant
(NFT) feature. If NFT is used, the manager reestablishes the communication session and continues; otherwise, the manager ends with an error.

False network communication time-out errors can be addressed using one or both of the following options:

1. Increase the manager's NETWORK_DELAY configuration option value (default is 120 seconds). NETWORK_DELAY specifies the
maximum amount of time to wait for data on a communication session before considering the session timed out. Increasing the value
allows for the manager batch job to be swapped out for a longer period of time before the session will be considered timed out.
However, in cases where a condition truly exists in the network that would result in a true network time-out, a larger NETWORK_DELAY
value would result in a longer period of time before the manager would detect and respond to the time-out condition.

2. Raise the Workload Automation manager workload dispatch priority by placing it in a higher performance group or service class. Raising
the workload dispatch priority will allow z/OS to provide sufficient CPU resources to the manager to meet network timing requirements.

Universal Broker and Workload Automation 5 Servers

The Universal Broker started task is the center of activity on each system on which Workload Automation is installed. Almost all components
communicate with a locally installed Universal Broker during their execution, including managers and servers.

Universal Broker is responsible for managing Workload Automation servers that are performing work on z/OS on behalf of remote Workload
Automation managers. Workload Automation servers are created by the Universal Broker using the USS spawn function. The servers run as USS
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child processes of the Universal Broker started task in the OMVS subsystem.

The Universal Broker started task must execute with a sufficiently high performance group or service class in order to service all manager and
server requests in a timely manner to avoid false network time-out conditions.

On heavily loaded systems, it is recommended to make the Universal Broker started task non-swappable to help overall improvement of Universal
Broker.

Universal Enterprise Controller

The Universal Enterprise Controller (UEC) started task performs real-time monitoring of Agents distributed throughout the network. UEC
communicates with each Agent on a defined polling interval.

UEC is a USS, multi-threaded application written in C/C++ that heavily utilizes TCP / IP. The amount of work that UEC performs depends directly
on the number of Agents defined to it. UEC maintains Agent status information and Universal Event Subsystem information in the UEC database.
The database is an HFS or zFS database that is mounted in the z/OS UNIX file system.

UEC must execute with a sufficiently high performance group or service class in order to perform its Agent monitoring service effectively. False
Agent time-out alerts can result if UEC is not dispatched in a timely manner.

On heavily loaded systems, it is recommended to make the UEC started task non-swappable to help overall performance of UEC.
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zOS Installation - Converting STC User Profiles to a Non-Zero UID

® Overview
® Converting Universal Broker User Profile to Non-Zero UID
® Converting Universal Enterprise Controller (UEC) User Profile to Non-Zero UID

Overview

Prior to Stonebranch Solutions 4.2.0, the Universal Broker and Universal Enterprise Controller (UEC) started task user profiles were required to
have an OMVS UID value of 0. As of 4.2.0, the products were enhanced to execute with a user profile defined with a non-zero UID value to
improve upon the product security features.

A Workload Automation 5 installation that already has a user profile with UID 0 in use can convert the user profile from UID 0 to a non-zero UID
value. There are a number of concerns when changing a user profiles UID value. The UID value identifies the user profile in the z/OS UNIX (USS)
environment.

The following sections describe how to convert a Universal Broker or Universal Enterprise Controller user profile UID value from 0 to non-zero.

Converting Universal Broker User Profile to Non-Zero UID

The conversion steps assume the following:

® The UID value is being changed from 0 to 5001. If a UID value of 5001 does not work in your local environment, change all references to
5001 in the following steps to a unique, non-zero UID value suitable for your local environment. Note that the UID value must be unique
among all user profiles.

® The Universal Broker user profile name is UBRUSR. If the Universal Broker STC in your local environment uses a different user profile
name, change all references to UBRUSR in the following steps to the user profile name used in your local environment.

® The user ID used to execute the commands requires an OMVS segment, and the user ID must have either UID 0 or READ access to the
BPX.SUPERUSER profile in the FACILITY class.

® The Universal Broker HFS or zFS data sets must be mounted and their mount point known. The console system command D OMVS,F or
the USS shell command df can be used to display all mounted USS data sets.

Step 1 = Stop the Universal Broker STC if it is running.

Step 2 Change the user profile UBRUSR UID value to 5001 with the following command:

ALTUSER UBRUSR OMVS( Ul D(5001))
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Step 3 Permit the user profile UBRUSR READ access to the required resource profiles with the following commands:

PE BPX. SUPERUSER CLASS(FACI LI TY) | D(UBRUSR) ACCESS( READ)
PE BPX. JOBNAME CLASS(FACI LI TY) | D{UBRUSR) ACCESS(READ)
SETR RACLI ST(FACI LI TY) REFRESH

The user profile UBRUSR should already have READ access to BPX.DAEMON in the FACILITY class based on Universal Broker
installation requirements prior to 4.2.0. If UBRUSR does not have READ access to BPX.DAEMON, the following commands will
permit appropriate access:

PE BPX. DAEMON CLASS( FACI LI TY) | D(UBRUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

For detailed information regarding Universal Broker security requirements, see zOS Configuration - Started Tasks.

Step 4 Universal Broker databases are maintained in USS HFS or zFS data sets. The database files have an owner attribute that is based on
the UID value of the Universal Broker STC user profile. The database files, the root directory, and administration files must have their
owner attribute changed from UID 0 to the new non-zero UID value 5001.

By default, the Universal Broker STC will dynamically mount the USS data sets in the / t np directory. Assuming the USS data set
names are UNV. UNVDB and UNV. UNVSPOOL, their mount point would be directory / t mp/ UNV. UNVDB and / t mp/ UNV. UNVSPOOL. If
the mount point is different for your local environment, adjust the commands below to the appropriate directory names.

From the z/OS UNIX shell prompt, execute the following commands:

su

cd /tnp/ UNV. UNVDB
chown -R 5001 *
chown 5001 .

chown 5001 .inited
cd /tnp/ UNV. UNVSPOOL
chown -R 5001 *
chown 5001 .

chown 5001 .inited
exit

The first command, su, changes to the superuser ID. The user ID used to execute the above commands will need either a UID of 0 or
READ access to the BPX.SUPERUSER profile in the FACILITY class. If the user ID has UID 0, the su command is not necessary.

Step 5 Start the Universal Broker STC.

Converting Universal Enterprise Controller (UEC) User Profile to Non-Zero UID

The conversion steps assume the following:

®* The UID value is being changed from 0 to 5002. If a UID value of 5002 does not work in your local environment, change all references to
5002 in the following steps to a unique, non-zero UID value suitable for your local environment. Note that the UID value must be unique
among all user profiles.

® The UEC user profile name is UECUSR. If the UEC STC in your local environment uses a different user profile name, change all
references to UECUSR in the following steps to the user profile name used in your local environment.

® The user ID used to execute the commands requires an OMVS segment, and the user ID must have either UID 0 or READ access to the
BPX.SUPERUSER profile in the FACILITY class.

® The UEC HFS or zFS data set must be mounted and its mount point known. The console system command D OMVS,F or the USS shell
command df can be used to display all mounted USS data sets.
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Step 1 Stop the UEC STC if it is running.

Step 2 Change the user profile UECUSR UID value to 5002 with the following command:

ALTUSER UECUSR OMVS( Ul D( 5002))

Step 3 Permit the user profile UECUSR READ access to the required resource profiles with the following commands:

PE BPX. SUPERUSER CLASS(FACI LI TY) | D(UECUSR) ACCESS( READ)
SETR RACLI ST(FACI LI TY) REFRESH

Step 4 UEC databases are maintained in a USS HFS or zFS data set. The database files have an owner attribute that is based on the UID
value of the UEC STC user profile. The database files, the root directory, and administration files must have their owner attribute
changed from UID 0 to the new non-zero UID value 5002.

By default, the UEC STC will dynamically mount the USS data set in the / t np directory. Assuming the USS data set name is
UNV. UECDB, its mount point would be directory / t np/ UNV. UECDB. If the mount point is different for your local environment, adjust the
commands below to the appropriate directory names.

From the z/OS UNIX shell prompt, execute the following commands:

su
cd /tnp/ UNV. UECDB
chown -R 5002 *
chown 5002 .

chown 5002 .inited
exit

The first command, su, changes to the superuser ID. The user ID used to execute the above commands will need either a UID of 0 or
READ access to the BPX.SUPERUSER profile in the FACILITY class. If the user ID has UID 0, the su command is not necessary.

Step 5 Start the UEC STC.
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zOS Installation - Data Set Inventory

® Types of Data Sets
® SMP/E Data Sets
® Non-SMP/E Data Sets

Types of Data Sets

As part of the Workload Automation for z/OS package installation, two types of data sets are allocated and cataloged:
® SMP/E data sets
® Non-SMP/E data sets

SMP/E Data Sets

The following table lists the SMP/E data sets — and their space requirements — that are allocated and cataloged as part of the Workload
Automation 5 for z/OS installation.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name Space (tracks) Description

UNV.AUNVLOAD 6500 SMP/E distribution library for the product load library.
UNV.AUNVNLS 30 SMP/E distribution library for the product national language support library.
UNV.AUNVSAMP 30 SMP/E distribution library for the product sample library.
UNV.AUNVTMPL 60 SMP/E distribution library for configuration template files
UNV.SUNVLOAD 6500 SMP/E target library for the product load library.

UNV.SUNVNLS 30 SMP/E target library for product national language support library.
UNV.SUNVSAMP 30 SMP/E target library for the product sample library.
UNV.SUNVTMPL 60 SMP/E target library for configuration template file.

UNV.SMP.CSI SMP/E CSI VSAM cluster for Workload Automation 5 SMP/E zones.
UNV.SMP.CSI.DATA 75 SMP/E CSI VSAM data for Workload Automation 5 SMP/E zones.
UNV.SMP.CSI.INDEX 15 SMP/E CSI VSAM index for Workload Automation 5 SMP/E zones.
UNV.SMP.SMPLOG 30 SMPV/E log file.
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97

UNV.SMP.SMPLOGA

UNV.SMP.SMPLTS

UNV.SMP.SMPMTS

UNV.SMP.SMPPTS

UNV.SMP.SMPSCDS

UNV.SMP.SMPSTS

Non-SMP/E Data Sets

30

100

30

4500

30

30

SMP/E backup log file.

SMP/E target library for base versions of load modules using a SYSLIB allocation.

SMP/E target library for macros existing only in the distribution libraries.

SMP/E temporary SYSMOD storage.

SMP/E zone backup library.

SMPJ/E target library for source existing only in the distribution libraries.

The following table lists the non-SMP/E data sets — and their space requirements — that are allocated and cataloged as part of the Workload
Automation 5 for z/OS package installation.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name

UNV.UECDB

UNV.MDL

UNV.UNVCREF

UNV.UNVDB

UNV.UCRDB

UNV.UNVSPOOL

UNV.UNVTRACE

UNV.UAG

UNV.V5R1IMO.INSTALL

UNV.UNVCONF
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Space (tracks)

4500

75

150

15

3000

150

30

15

Description

Universal Enterprise Controller HFS or zFS databases.

Universal Broker sequential trace data set allocation model.

Universal Command Server command reference library.

Universal Broker HFS or zFS database.

Universal Certificate database.

Workload Automation 5 HFS or zFS spool database.

Universal Broker PDS/E trace data set.

Universal Automation Center Agent logging data set allocation model.

Workload Automation 5 package installation and maintenance JCL.

Workload Automation 5 configuration library.
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UNV.UNVCOMP 15 Workload Automation 5 component definition library.
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zOS USS Installation

Error formatting macro: redirect: java.lang.NullPointerException
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zOS USS Installation - Overview

® z/OS USS Installation
® |nstallation Procedures

z/OS USS Installation

These pages describe the installation of Stonebranch, Inc.’s Workload Automation 5 for z/OS UNIX System Services (USS) on a z/OS operating
system. Unless otherwise specified, all references to Workload Automation for z/OS USS refer to version 5.1.0.

! Note

Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Workload
Automation 5 component is running, including manager components. The Broker maintains product configuration data for all
components that have a configuration file.

Installation Procedures

All Workload Automation for z/OS USS components are provided in the Workload Automation for z/OS SMP/E package.

The z/OS components in that package must be installed before you can install the z/OS USS components. (See z/OS Installation Procedures for
information on completing the z/OS installation.)

After the z/OS components have been installed, you can install the z/OS USS components (see SMPE Installation).

The installation consists of running a number of batch jobs. The output of these batch jobs should be kept until a proper installation has been
verified.

*,  Note
Please read the following sections before installing Workload Automation for z/OS USS:

® 7/OS USS Installation - Installation Requirements
® 7/OS USS Installation - Installation Upgrades
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zOS USS Installation - Components

® Workload Automation 5 for z/OS USS Components

¢ Component Compatibility

Workload Automation 5 for z/0S USS Components

Workload Automation 5 for z/OS USS contains the following Workload Automation components:

Universal Query 5.1.0

Universal WTO 5.1.0
Universal Copy 5.1.0

Component Compatibility

Universal Command Manager 5.1.0

Universal Control Manager 5.1.0

Universal Data Mover Manager 5.1.0

Universal Encrypt 5.1.0

Universal Event Monitor Manager 5.1.0
Universal Message to Exit Code Translator 5.1.0

Universal Certificate 5.1.0

The following table identifies the compatibility of Workload Automation 5 for z/OS USS components with previous component / product versions.

Component

Universal Command 5.1.0

Universal Control 5.1.0

Universal Data Mover 5.1.0

Universal Encrypt 5.1.0

Universal Query 5.1.0

Universal Event Monitor 5.1.0

Compatibility

Universal Command 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Control 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Data Mover 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.

Universal Encrypt 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Event Monitor 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.

The component references pertain to all supported platforms for that version.
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zOS USS Installation - Installation Requirements

Overview

Data Set Space Requirements
SMP/E

Platform Requirements

Overview

Workload Automation for z/OS USS require the following software releases:

z/OS 1.10 or above.

IBM Language Environment for z/OS 1.10 or above.

IBM Communication Server for z/OS 1.10 or above.

SMP/E 3.5 or above.

Minimum 200 cylinders of DASD and 81M bytes on a z/OS UNIX file system.

The user identifier used to execute the installation jobs must meet the following requirements:

1. User ID must have a properly defined OMVS segment.
2. User ID must have READ access to the BPX.FILEATTR.APF profile in the FACILITY class.

i) Important
All Workload Automation for z/OS USS components are provided in the Workload Automation for z/OS SMP/E package. The
z/OS components must be installed before the z/OS USS components. See z/OS Installation for information on completing the
z/OS installation.

Data Set Space Requirements

As part of the Workload Automation for z/OS USS installation, a number of SMP/E data sets are allocated and cataloged and a number of z/OS
UNIX directories are created.

The space requirements for these data sets and directories are listed in z/OS USS Installation - Data Set Inventory.

SMP/E

Workload Automation for z/OS USS are installed using SMP/E. The components are installed in the Workload Automation SMP/E CSI.

The following table identifies the SMP/E FMIDs for the Workload Automation for z/OS USS components.

Product FMID SMP/E Requisites

USS Universal Common 5.1.0 UUNV510 No prerequisites. Supersedes and deletes FMID UUNV320,
UUNV410, UUNV420, and UUNV430.

USS Universal Broker Utilities 5.1.0 UUBR510 UUNV510 and TUBR510 are prerequisites. Supersedes and
deletes FMID UUBR320, UUBR410, UUBR420, and
UUBRA430.

USS Universal Command Manager 5.1.0 UUCM510 UUNV510 and TUBR510 are prerequisites. Supersedes and
deletes FMID UUCM320, UUCM410, UUCM420, and
UUCM430.

USS Universal Data Mover Manager 5.1.0 UUDMS510 UUNV510 and TUBR510 are prerequisites. Supersedes and
deletes FMID UUDM320, UUDM410, UUDM420, and
UUDMA430.
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USS Universal Utilities 5.1.0 UUTL510 UUNV510 is a prerequisite. Supersedes and deletes FMID
UUTL320, UUTL410, UUTL420, and UUTL430.

USS Universal Event Monitor Manager 5.1.0 UUEM510 UUNV510 and TUBR510 are prerequisites. Supersedes and
deletes FMID UUEM320, UUEM410, UUEM420, and
UUEM430.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.
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zOS USS Installation - Installation Upgrades

Overview

This page describes changes in the z/OS USS installation that have occurred with new versions of the package. If a particular version is absent
from the list, no change occurred.

Universal Products for z/OS USS 3.2.0

Universal Products for z/OS USS 3.2.0 was the first release where USS components are packaged as an SMP/E installation.

Universal Products for z/OS USS versions prior to 3.2.0 were installed with a product installation script. There is no automatic upgrade path to
3.2.0. Any previously installed version must be manually un-installed.

If the 3.2.0 version will be installed in the same directories as the previous version, the previous version must be un-installed before the 3.2.0
version is installed. If the 3.2.0 version will not be installed in the same directories, the previous version can be un-installed after the 3.2.0 version

is installed.

To un-install a previous version, simply remove all z/OS UNIX file system product directories. Refer to the previous version's Installation Guide for
a list of product directories.

Product configuration files have been moved from the /etc/universal directory to the non-SMP/E product library UNVCONF. The change allows

for remote configuration capability of z/OS USS configuration members. Configuration members are delivered in the SMP/E SUNVSAMP library
and copied to the appropriate library in an installation job.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before upgrading.
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zOS USS Installation - Distribution File

Workload Automation for z/OS USS — Product Distribution File

The Workload Automation for z/OS USS installation files are distributed with the Workload Automation for z/OS distribution file.

See z/OS Installation for information on downloading the Workload Automation for z/OS distribution file.

105 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

zOS USS Installation - SMPE Installation

Error formatting macro: redirect: java.lang.NullPointerException
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zOS USS SMPE Installation - Overview

Workload Automation for z/OS USS — SMP/E Installation

The installation steps describe how to perform the SMP/E install of Workload Automation for z/OS USS in a step-by-step process.

', Note
Installation of z/OS USS is dependent upon completion of the z/OS package installation, and must be installed in the same CSI
as the z/OS package.

Three different installation processes are provided. Which installation process used depends on the installation environment.

1. Installing any Workload Automation package from Stonebranch, Inc. for the first time, or installing a Workload Automation for z/OS USS
package in a new SMP/E CSI.
See z/OS USS Installation - New Install, New CSI for installation instructions.

2. Upgrading a Stonebranch Solutions 4.x for z/OS USS package install. In this case, the Workload Automation for z/OS USS 5.1.0
package is installed into an SMP/E CSl that contains a Stonebranch Solutions 4.x package.
See z/OS USS Installation - 4.x Upgrade, Existing CSlI for installation instructions.

3. Upgrading a Universal Products 3.2.0 for z/OS USS package install. In this case, the Workload Automation for z/OS USS 5.1.0 package
is installed into an SMP/E CSl that contains a Universal Products 3.2.0 package.
See z/OS USS Installation - 3.2.0 Upgrade, Existing CSl for installation instructions.
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zOS USS Installation - New Install, New CSI

New Install, New CSI

The New Install, New CSl installation process describes how to install the Workload Automation for z/OS USS package in a newly allocated
SMP/E CSI.

Use this installation process for either of these environments:

® |nstalling a Workload Automation for z/OS USS package for the first time.
* Installing a Workload Automation for z/OS USS package in a different SMP/E CSI than other Workload Automation for z/OS USS

components.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Workload Automation INSTALL library.

Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF
profile in the FACILITY class.

Step 1

Step 2

Step 3

Step 4

Step 5

Submit the JCL in member UNVUNO1. The JCL allocates the SMP/E target and distribution data sets, creates the z/OS UNIX
directories, and defines the DDDEFs in the SMP/E zones. All steps must end with a return code 0.

Step ALLOCUSS creates the z/OS UNIX directories required by the USS components. The path prefix where the directories are
created was defined when the #SETUP member of the INSTALL library was modified and run as part of the z/OS installation. IBM
recommends the path prefix to be /usr/lpp. Review the path prefix used in the ALLOCUSS step PARM value to be sure it meets local
requirements.

The z/OS UNIX directory where the Workload Automation directories are created must be mounted in read/write mode. The user ID
used to run this job must have write access to the directory.

If the z/OS UNIX directories already have been created, the ALLOCUSS step will indicate this in its report and end successfully.

Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set
the APF attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied
PTFs. Step ACCFMID must end with a condition code of 0.
Step ACCPTFS is considered successful under any of the following conditions:

® Step ends with condition code O or 4.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Submit the JCL in member UNVUNO5. The JCL copies sample configuration members to the configuration library. All steps must end
with a return code 0.
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zOS USS Installation - 4.x Upgrade, Existing CSI

Stonebranch Solutions for z/OS USS 4.x Upgrade, Existing CSI

The Stonebranch Solutions 4.x for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Stonebranch
Solutions 4.x package in an existing SMP/E CSI.

1 Note
The Stonebranch Solutions 4.x for z/OS package first must be upgraded to Workload Automation 5 before the Stonebranch
Solutions 4.x for z/OS USS package is upgraded.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Workload Automation 5 INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF
profile in the FACILITY class.

Step 1 Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set
the APF attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied
PTFs. Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following
conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 Submit the JCL in member UNVUNO5. The JCL copies sample configuration members to the configuration library. All steps must end
with a return code O.
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zOS USS Installation - 3.2.0 Upgrade, Existing CSI

Universal Products for z/OS USS 3.2.0 Upgrade, Existing CSI

The Universal Products 3.2.0 for z/OS USS Upgrade, Existing CSl installation process describes how to upgrade an existing Universal Products
3.2.0 package in an existing SMP/E CSI.

1 Note
The Universal Products 3.2.0 for z/OS package must be upgraded first to Workload Automation 5 before the Universal Products
3.2.0 for z/OS USS package is upgraded.

The installation JCL referenced by the installation steps is created by the #SETUP member in the Workload Automation 5 INSTALL library.
Each step consists of running a batch job. The batch job must end with the appropriate return code before proceeding to the next step.

The user ID used to run the installation jobs must have a valid OMVS segment defined and have READ access to the BPX.FILEATTR.APF
profile in the FACILITY class.

Step 1 Submit the JCL in member UNVUNO2. The JCL performs an SMP/E RECEIVE of the product FMIDs and available PTFs from the
distribution data sets. All steps must end with a return code 0.

Step 2 Submit the JCL in member UNVUNO3. The JCL performs a SMP/E APPLY of the USS product FMIDs and any received PTFs. Step
APYFMID must end with a condition code of 0.

Step APYPTFS is considered successful under any of the following conditions:

® Step ends with condition code 0.

® Step ends with condition code 4, and message GIM42001W is written in ddname SMPOUT.

® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.
The user ID used to run the job must have READ access to BPX.FILEATTR.APF profile in the FACILITY class in order to set
the APF attribute on the UDM file when it is created in the z/OS UNIX directory by the APPLY command.

Step 3 Submit the JCL in member UNVUNO4. The JCL member performs a SMP/E ACCEPT of the USS product FMIDs and any applied
PTFs. Step ACCFMID must end with a condition code of 0. Step ACCPTFS is considered successful under any of the following
conditions:

® Step ends with condition code O or 4.
® Step ends with condition code 12, and message GIM24801S is written in ddname SMPOUT.

Step 4 Submit the JCL in member UNVUNO5. The JCL copies sample configuration members to the configuration library. All steps must end
with a return code O.
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zOS USS Installation - Customization

® Overview

® Universal Command Manager for z/OS USS Customization
® Configuration

® Universal Control Manager for z/OS USS Customization
® Configuration

® Universal Data Mover Manager for z/OS USS Customization
® Configuration

® Universal Event Monitor Manager for z/OS USS Customization
® Configuration

® Universal Query for z/OS USS Customization
® Configuration

Overview

The product executable files intended for command line use are located in the directory #USSPRE/universal/bin, where #USSPRE is the path
prefix where the USS component directories were created. This directory must be added to the PATH environment variable for intended users of
the executable files.

(For information on applying product licenses to installed Workload Automation 5 for z/OS USS components, see z/OS USS Installation -
Licensing.)

Universal Command Manager for z/OS USS Customization

Configuration

USS Universal Command Manager for z/OS uses a configuration file for system-wide customizations. The configuration file is member
UCMCFGUO of the UNVCONF library.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Manager.

Universal Control Manager for z/OS USS Customization

Configuration

USS Universal Control Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member
UCTCFGUO of the UNVCONF library.

See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Manager.

Universal Data Mover Manager for z/OS USS Customization

Configuration

USS Universal Data Mover Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member
UDMCFGUO of the UNVCONF library.

See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Data Mover.

Universal Event Monitor Manager for z/OS USS Customization

Configuration

USS Universal Event Monitor Manager for z/OS uses a configuration file for system-wide customizations. The default configuration file is member
UEMCFGUO of the UNVCONF library.

See the Universal Event Monitor 5.1.0 Reference Guide for details on configuring Universal Event Monitor Manager.

111 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/UCMD510
https://www.stonebranch.com/confluence/display/UTIL510
https://www.stonebranch.com/confluence/display/UDM510
https://www.stonebranch.com/confluence/display/UEM510

Workload Automation 5.1.0 Installation and Administration Guide

Universal Query for z/OS USS Customization

Configuration
USS Universal Query z/OS uses a configuration file for system-wide customizations. The default configuration file is member UQRCFGUO of the
UNVCONF library.

See Universal Query for details on configuring Universal Query.
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zOS USS Installation - Licensing

® Licensing Workload Automation 5 for z/OS USS Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Licensing Workload Automation 5 for z/OS USS Components

After Workload Automation 5 for z/OS USS has been installed, you must configure the following components with product licenses before they
can be used:

® Universal Command Manager
® Universal Data Mover Manager

Product License File

For each component, product license information (license parameter keywords and their values) is contained in a separate text file provided by
your Stonebranch, Inc. account representative.

1. Note
Product license information for Workload Automation 5 for z/OS USS components are contained in the Workload Automation 5
for z/OS product license files.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example: Indesca_Stonebranch_MVS_A1.txt.

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name and as the name of the product in
the file itself; for Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and as the name of
the product in the file itself - see below.)

Sample

The following is a sample Workload Automation 5 for z/OS product license file (for Universal Command Manager):

Li cense_Product "I NDESCA"

Li cense_Cust oner " STONEBRANCH'

Li cense_OS Type "MWS"

Li cense_Type " PERPETUAL"

Li cense_Expiration_Date 2029.12. 31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0S390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

In the UNVCONF product library:
® Enter the Universal Command Manager license parameters into the Universal Command Manager configuration file, member

UCMCFGUO.
® Enter the Universal Data Mover Manager license parameters into the Universal Data Mover Manager configuration file, member
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UDMCFGUO.

It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration
options.)

Restart Universal Broker

For Universal Broker to read the license information, you must stop and restart it.

Stop Universal Broker

STOP UBRCKER

Start Universal Broker

START UBROKER] , UPARME' opt i ons’ |
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zOS USS Installation - Data Set Inventory

SMP/E Data Sets

A number of SMP/E data sets are allocated and cataloged as part of the Workload Automation for z/OS USS installation.
The following table lists the data sets and their space requirements.

Depending on your installation choices, the data set high-level qualifiers may be different.

Data Set Name Space (tracks) Description
UNV.AUNVHBIN 3000 SMP/E distribution library for z/OS UNIX executables.
UNV.AUNVHNLS 30 SMP/E distribution library for z/OS UNIX product national language support files.

z/OS UNIX Directories

A number of z/OS UNIX directories are created as part of the Workload Automation for z/OS USS installation.

The following table lists the directories and their space requirements.

Directory Name Space (MB) Description

universal/bin/IBM 80 SMP/E target directory for the SUNVHBIN DDDEF.
universal/bin 0 USS Workload Automation 5 program files.
universal/nis/IBM 0.5 SMP/E target directory for the SUNVHNLS DDDEF.
universal/nls 0 USS Workload Automation 5 national language support files.
universal/ucmdmgr 0 Universal Command Manager installation directory.
universal/uctimgr 0 Universal Control Manager installation directory.
universal/udmmgr 0 Universal Data Mover Manager installation directory.
universal/uemmgr 0 Universal Event Monitor Manager installation directory.
universal/uquery 0 Universal Query installation directory.
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Windows Installation

Error formatting macro: redirect: java.lang.NullPointerException
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Windows Installation - Overview

® Windows Installation
® |nstallation Packages
® Distribution File Format
® Pre-Installation Guidelines
® |nstallation Paths
® [nstallation Summary
® Windows Installer
® Windows Installer Interfaces
¢ |Installing Windows Installer with a Workload Automation Package
® |nstalling Windows Installer Separately from a Workload Automation 5 Package

Windows Installation

These pages provide information on the installation of Stonebranch, Inc.’s Workload Automation 5 on Microsoft Windows operating systems.
Unless otherwise specified, all references to Workload Automation for Windows refer to version 5.1.0.

Installation Packages

Workload Automation 5 is installed with one required installation package and three optional installation packages.

To obtain a Workload Automation package, you must download the corresponding product distribution file from the Stonebranch Customer Portal.

', Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

The following table lists the packages available, their supported platforms, distribution file names, and whether or not the package is required.

Package Distribution File Required
Workload Automation 5 sb-5.1. 0. LEVEL- wi ndows- i 386. exe (32-hit) Yes
OR

sb-5. 1. 0. LEVEL- wi ndows- x64. exe (64-bit)
Universal Enterprise Controller sh-UECt I r-5.1. 0. LEVEL-w ndows-i 386. exe No
Universal Enterprise Controller Clients  sb- UEC i ent - 5. 1. 0. LEVEL- wi ndows- i 386. exe No

Workload Automation 5 for SOA sb-soa-5. 1. 0. LEVEL- wi ndows- i 386. exe No

The word LEVEL in each distribution file name is a numeric value representing the product maintenance level contained in the distribution file.

Distribution File Format

The product distribution files are in a Windows self-extracting archive file format.

The names of the distribution files have the following format:

PROD- VRML- CS- HW exe
PROD  Package content
VRML.  Version, Release, Modification level, and Maintenance level (for example, 5.1.0.3)
cs Operating system supported

HW Hardware type supported

Pre-Installation Guidelines

Before starting any Workload Automation for Windows installation, it is recommended that you close all other Windows programs. Active
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programs may be using system files that the Workload Automation 5 installation may update.

If a system file is in use during the installation, it is placed in a temporary location. A reboot is required to free the file and move it from the
temporary location to its final destination. Closing all programs before the installation reduces the possibility that a file will be in use and that you
will have to reboot your computer.

lﬂ You must be able to write to the directory from which the installation is launched.

Installation Paths

32-Bit Systems

On 32-bit Windows systems, the default installation path is:

® "C:\Program Fi |l es"

64-Bit Systems
On 64-bit Windows systems, the default installation paths are:

® "C.\Program Fil es (x86)" (for the 32-bit Workload Automation for Windows package)
® "C:\ Program Fi | es" (for the 64-bit Workload Automation for Windows package)

Installation Summary

Step 1 Download the distribution file from the Stonebranch Customer Portal.
Step 2 Log on to Windows using an account with the privileges noted above.
Step 3  Exit all running programs to reduce the likelihood of a reboot.

Step 4 Execute the installation file.

Step 5 Follow installation instructions presented by the graphical installation program.

Windows Installer

The installation of each Workload Automation for Windows package requires Windows Installer (msiexec.exe) from Microsoft. Windows Installer
is a service application that is a standard component of Windows operating systems. (It also can be obtained from Microsoft's website.)

Each Workload Automation for Windows package provides version 3.1.4000.1823 of Windows Installer.
Windows Installer Interfaces
Windows Installer provides two interfaces that you can use to install Workload Automation: graphical and command line.

Installing Windows Installer with a Workload Automation Package

If Windows Installer is not present on your Windows operating system, the Workload Automation package being installed will install it before any
of its own files are copied.

If Windows Installer is present on your Windows operating system, but it is a version prior to 3.1.4000.1823, the installation will upgrade it.
Determining if Windows Installer will be Installed or Upgraded

To determine if the installation of a Workload Automation package also will install or upgrade Windows Installer, perform the following steps:

Step 1 From Windows Explorer, go to the 32-bit Windows system directory (for example, \Windows\System32, \Windows\SysWow64).
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Step 2 Search for file msiexec.exe (Windows Installer).
® |f the file exists, continue to the Step 3.
® |f the file does not exist, Windows Installer is not installed on your system. The Workload Automation 5 installation will install
it.
Step 3 Right-click on the msiexec.exe file name to display a pop-up menu.
Step 4 Click Properties to display the Properties dialog for msiexec.exe.

Step 5 Click the Version tab. File Version: identifies the currently installed version of Windows Installer (see the following figure). If the
version is prior to 3.1.4000.1823, the package installation will upgrade it.

mziexec.exe Properties 7| = I

General ersion | Enmpatil:uilit_l,ll Seu:urit_l,ll Summar_l,ll

File wersion:  EREEINIY]
Deszcrption:  “Windows® installer

Copyright; 2 bicrozoft Corporation. Al nights rezerved.

— Other version information

Item rnarme: Walle:

Microzoft Corparation ﬂ
File erzion
Internal Mame
Language
LeqgalTrademark.z1
LegalTrademark.s2
Original File name
Froduct Mame
Product Yerzion

[

k. I Cancel | ¥ 1] |

(In this figure, the installed Windows Installer is identified as version 3.1.4000.1823. Since this is the same version provided by the
package installation, it will not be upgraded.)

Rebooting the System
If Windows Installer is installed or upgraded during the installation of the package, a reboot of the system is required.
The installation provides an option to either:

® Reboot after the installation is complete.
® Reboot immediately. The installation will resume automatically after Windows restarts.

If Windows Installer version 3.1.4000.1823 or above already exists on your system, it is not upgraded, and no reboot is required.
Installing Windows Installer Separately from a Workload Automation 5 Package

The Windows Installer version provided with each Workload Automation package also can be installed separately from the package; that is, prior
to the installation of the package.

To install Windows Installer separately, perform the following steps:
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Step 1 Execute the package distribution file downloaded from the Stonebranch [Customer Portalhttps://stonebranch.zendesk.com/hc/en-us].
Make note of the directory into which the installation files are extracted.
After extraction of the files is complete, the installation will begin.

Step 2 Cancel the installation.

Step 3 Go to the directory where the extracted files reside.

Step 4 Execute Windowslinstaller-KB893803-x86.exe.

® |f Windows Installer was upgraded, reboot the system.
® |f Windows Installer was installed new, no reboot is required.
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Windows Installation - Licensing

® Licensing Workload Automation 5 for Windows Components
® Product License File
®* Format
® Sample
® Entering License Information
® Licensing via Universal Configuration Manager
® Restart Universal Broker
® Via Windows Services
® Via Universal Configuration Manager

Licensing Workload Automation 5 for Windows Components

After Workload Automation 5 for Windows has been installed, you must configure the following components with product licenses before they can
be used:

Universal Command Manager
Universal Data Mover Manager
Universal Connector

Universal Event Monitor Server
Universal Enterprise Controller
Universal Application Container Server

', Note
Universal Enterprise Controller 5.1.0 for Windows and Universal Application Container Server (as a component of Universal
Command Agent for SOA 5.1.0 for Windows) are packaged, and licensed, separately.

Product License File

For each component, product license information (license parameter keywords and their values) is contained in a separate text file provided by
your Stonebranch, Inc. account representative.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example: Indesca_Stonebranch_NT_AL.txt.

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name and as the name of the product in

the product license file itself; for Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and
as the name of the product in the product license file itself - see below.)

Sample

The following is a sample Universal Command Manager for Windows product license file:

Li cense_Product "I NDESCA"

Li cense_Cust oner " STONEBRANCH'

Li cense_OS Type "NT"

Li cense_Type " PERPETUAL"

Li cense_Expiration_Date 2029.12. 31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0S390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999
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Entering License Information

Workload Automation 5 for Windows components can be configured with product licenses either by:

1. Entering the information into their configuration file. It is recommended that you enter license information at the end of the file. (The
values are specified in the same syntax as all other configuration options.)

Universal Command Manager: ucmd.conf

Universal Data Mover Manager: udm.conf

Universal Connector: usap.conf

Universal Event Monitor Server: uems.conf

Universal Enterprise Controller: uec.conf
® Universal Application Container Server: uacs.conf

2. Specifying the information on the Universal Configuration Manager License Information page for that component, either by.
a. Entering the information specified in the license file.
b. Importing the license file.

. Note
Universal Configuration Manager is installed during the Workload Automation 5.1.0 for Windows installation.

Licensing via Universal Configuration Manager

To enter license information via the Universal Configuration Manager, perform the following steps:

Step 1  On the Windows Control Panel, double-click the Universal Configuration Manager icon to display the Universal Configuration Manager
screen.

Step 2 In the Installed Components tree, click + next to the component that you want to configure with license information.

Step 3 Click License Information to display the License Information page.

Uruversal Conhguration Manager K E2 I

License Information

Inztalled Components:

- Universal Application Container £«
- Universal Automation Center Age Product Mame: I
- Univerzal Broker

) Custarmer MName:
- Ll_nwersal Command b anager I Clear all |

Mezzage Options
&1 Metwark Options Operating System: Licenze Type: Import |

- Runtime Options I I
i Event Subsyztem Options
SSL Protocol Optionz

Expiration D ate:

L [— | 7/26/2011 =l
- Univerzal Eu:ummanu:l Server Server Counts:
- niverzal Control Manager Operating System | T — |‘
H- Un?versal Contral Server ACA00 N
- Univerzal Data Mover Manager k'S |

1]
#- Universal Data Mover Server —— MT 0 :
-Univerzal Enterprize Controller OpentdsS 0 ;I Edi.. |
- niverzal Event Log Durmp

Licenze Key:
Iniverzal Event konitor Iﬂanﬁ_l

] I Cancel |

Step 4 If you want to enter the license information on the page, make sure that you enter the information exactly as it is in the license
information file. All information is case-sensitive; punctuation and spacing must be maintained.
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Step 5  If you want to import the license file:

1. Click the Import button.
2. On the Select License File dialog that displays, select the license file to import.

3. Click the Open button. The information is imported to the License information page.

Step 6 Click the OK button to save the license information.

Restart Universal Broker

For Universal Broker to read the license information, you must start / restart it.

Via Windows Services

Step 1 Go to Windows Services.
Step 2 Locate and select Universal Broker.

Step 3  If Universal Broker is not running, click Start.

If Universal Broker is running, click Restart.
Via Universal Configuration Manager

If you enter license information via the Universal Configuration Manager (see above), Universal Broker is restarted automatically, and the license

information is read, when you click OK to save the license information.
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Workload Automation 5 for Windows

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for Windows - Overview

Overview

The following information is provided for the installation of Workload Automation 5 for Windows:
® Workload Automation 5 for Windows - Installation Package
® Workload Automation 5 for Windows - Installation Requirements
® Workload Automation 5 for Windows - Installation Procedures
® 32-Bit Workload Automation 5 for Windows on 64-Bit Windows Systems
® Migrating an Opswise Agent to UAG for Workload Automation 5 for Windows

® Workload Automation 5 for Windows - File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Workload Automation 5 for Windows - Installation Package

Components

The Workload Automation 5.1.0 for Windows package includes the following product components:

Universal Broker 5.1.0

Universal Automation Center Agent 5.1.0
Universal Certificate 5.1.0

Universal Command Manager and Server 5.1.0
Universal Connector 5.1.0

Universal Control Manager and Server 5.1.0
Universal Data Mover Manager and Server 5.1.0
Universal Encrypt 5.1.0

Universal Event Log Dump 5.1.0

Universal Event Monitor Manager and Server 5.1.0
Universal Message to Exit Code Translator 5.1.0
Universal Query 5.1.0

' Note
Universal Enterprise Controller 5.1.0, Universal Enterprise Controller 5.1.0 Client Applications, and Workload Automation 5 for
SOA 5.1.0 are packaged separately (see Universal Enterprise Controller for Windows - Package, UEC Client Applications -
Package, and Workload Automation 5 for SOA for Windows - Package).

Component Compatibility

The following table identifies the compatibility of Workload Automation 5 for Windows components with previous component / product versions.

Component Compatibility

Universal Broker 5.1.0 Stonebranch Solutions / Universal Products releases 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1,
3.1.0,2.2.0, 2.1.0, and 1.2.0.

Universal Automation Center Agent 5.1.0 Universal Automation Center Agent is compatible with Automation Center 5.1.0 and
above.

Universal Command 5.1.0 Universal Command 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.

Universal Control 5.1.0 Universal Control 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.

Universal Data Mover 5.1.0 Universal Data Mover 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1 and 3.1.0.

Universal Encrypt 5.1.0 Universal Encrypt 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.

Universal Query 5.1.0 Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, 2.1.0, and 1.2.0.

Universal Event Monitor 5.1.0 Universal Event Monitor 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, and 3.1.0.

The component references pertain to all supported platforms for that version.
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Workload Automation 5 for Windows - Installation Requirements

System Requirements
Platform Requirements
Installation Account
Universal Broker Service
® UBrokerService: Default Universal Broker Service Account
® Using a Windows Domain Account to Execute Universal Broker
® Spool Directory
® Universal Command Server
® UAG Cache
® UAG Crossgrade

System Requirements

® One of the supported Windows operating systems. Currently, the following Windows operating systems are supported by Workload
Automation 5:

Windows Server 2003 SP1 and higher

Windows Server 2003 R2

Windows XP SP3

Windows Vista

Windows 7

Windows Server 2008

Windows Server 2008 R2

® Windows Server 2012

® An account with administrative privileges.

® Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to
3.1.4000.1823 is installed, or if required files are in use at the time of the installation.

®* TCP/IP.

® About 75 megabytes of disk space.

', Note
The Workload Automation 5 (x64) for Windows package requires a 64-bit edition of the Windows versions listed above, running
on an Intel-based system. For a 64-bit Itanium-based (1A64) system, the 32-bit package must be used.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Installation Account

The account used to install the package must have administrative privileges.

Universal Broker Service

The Universal Broker service runs either with an Administrative account or with the Local System account.
If you are using an Administrative account, the account must have the following privileges:

Act as part of the operating system
Adjust memory quotas for a process
Bypass traverse checking

Debug programs

Deny access to this computer from the network
Deny log on as batch job

Deny log on locally

Deny log on through Terminal Services
Log on as a service

Impersonate a client after authentication
Increase scheduling priority

Replace a process level token

Take ownership of files and other objects

UBrokerService: Default Universal Broker Service Account
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The Workload Automation 5 for Windows installation will create an account with the privileges listed above, if the account does not already exist.
The name of this account is UBr oker Ser vi ce. A default password provided for the account can be obtained by contacting Stonebranch support.
We strongly suggest that you set this password at install time via the installation dialogs or via the BROKERPWD command line option.

1. Note
If the UBrokerService account already exists, its password cannot be changed from the install.

See Installing Workload Automation 5 via the Graphical Interface for detailed information about setting up the Universal Broker service account at
install time.

Using a Windows Domain Account to Execute Universal Broker

The Universal Broker Service may be configured to execute with an existing Windows domain account, provided that account has been granted
the privileges listed in this section, above, on the local system and the account has the file system permissions described in Service Security.

Spool Directory

The spool directory is used to store the following types of information:

Execution information for Workload Automation 5 components started by Universal Broker.

Event definitions and event handlers managed by Universal Broker and used by Universal Event Monitor.

Results of events tracked by Universal Event Monitor.

Redirected standard I/O files (stdin, stdout, and stderr) captured by Universal Command when run with Manager Fault Tolerance
enabled.

® Configuration information for Workload Automation 5 components, when a local Universal Broker is operating in managed mode.

The default location for the spooled standard I/O files is . \ Uni ver sal \ spool \ ucndsrv.

The default location for the other database files is . \ Uni ver sal \ spool \ ubr oker.

Universal Command Server

Location

The spool directory must reside on a local device. It cannot reside on any network device, including network drives that may be mapped to a local
drive. By default, the spool files are located in directory . \ Uni ver sal \ spool \ ucndsrv.

Space
You must have approximately 50 megabytes of disk space for the installation.
The amount of disk space required for the spool directory depend on the following factors:
® Number of spooling user processes that will be executing simultaneously. A user process is created for each command requested by a
Universal Command Manager. The default maximum number is 50.
® When a user process ends and a Manager has received all the spool files, the spool files themselves are deleted.
® Average size of the user processes standard input, output, and error files. Keep in mind that spooling is not a feature for file transfer
purposes. File transfer-related processes should execute without spooling enabled.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:

MAX- PROCESSES x AVERAGE- STDI O SI ZE x 2 = required di sk space.

For example, if the maximum number of simultaneous user processes is estimated at 20 and the average size of processes standard 1/O files is
100,000 bytes, the average amount of required disk space is 4MB (20 x 100000 x 2).

The Universal Command Server is configured with spooling disabled to prevent unintentional disk utilization. This feature can be enabled through
the Universal Configuration Manager.

For more information on the Manager Fault Tolerant feature, spooling of redirected standard I/O files, and Universal Configuration Manager, see
the Indesca 5.1.0 User Guide and Infitran 5.1.0 User Guide.

Security

Universal Broker and Universal Command Server require read/write access to the spool directory. No other Workload Automation 5 components
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access the spool directory directly.

UAG Cache

UAG cache is used by Universal Automation Center Agent (UAG) for storing standard I/O files.

Space
Cache files are located, by default, in directory . \ Uni ver sal \ UagSr v\ cache.
Cache files are created for each job that is run by an Agent. They remain in the cache until they are purged by an automated purge process
scheduled nightly by the Opswise Automation Center Controller. You can configure the number of days that files remain in the cache using the
user interface module Automation Center Administration->Properties->Agent Cache Retention Period In Days (for more information, see Opswise
Properties).
The amount of disk space required for the cache directory depends on:

1. Number of jobs you estimate will run during the cache retention period you specified.

2. These files remain until they are purged by the automated cache purge process scheduled by the Opswise Automation Center Controller

daily at midnight.

3. Average size of the user processes standard output and error files.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:
(RETENTI ON PERI OD x MAX-JOBS) x (AVERAGE- STDOUT- SI ZE + AVERAGE- STDERR- SI ZE) = required di sk space.

For example:

If the files are purged every 7 days, and you run 1200 jobs on that agent server daily, and the average size of the STDOUT + STDERR files is
3,000 bytes, the average amount of required disk space is 25MB (7 x 1,200 x 3000).

UAG automatically redirects the standard output and standard error files to the cache directory with no required user input.
Security

Universal Automation Center Agent (UAG) requires read/write access to the UAG cache directory. No other Workload Automation 5 components
access the cache directory. No general user access is required.

UAG Crossgrade

The Universal Automation Center Agent (UAG) provided by the Workload Automation 5 for Windows installation replaces all previous versions
(1.7 and earlier) of the Opswise Automation Center Agent.

If you are upgrading from OpsWise 1.7 and earlier to OpsWise 5.1, you must perform a UAG crossgrade (see Migrating an Opswise Agent to
UAG for Workload Automation 5 for Windows).

129 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/OAC511/Opswise+Automation+Center+Properties
https://www.stonebranch.com/confluence/display/OAC511/Opswise+Automation+Center+Properties

Workload Automation 5.1.0 Installation and Administration Guide

Workload Automation 5 for Windows - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for Windows - Installation Procedures Overview

Workload Automation 5 for Windows - Installation Procedures

The following procedures are provided for the installation and modification of Workload Automation 5 for Windows:

131 /

Installing Workload Automation 5 via the Graphical Interface

Modifying a Workload Automation 5 Installation via the Graphical Interface
Installing Workload Automation 5 via the Command Line Interface

Modifying a Workload Automation 5 Installation via the Command Line Interface
Migrating between 32- and 64-bit Workload Automation 5 for Windows Installs

Migrating an Opswise Agent to UAG for Workload Automation 5 for Windows
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Installing Workload Automation 5 via the Graphical Interface

® |nstalling Workload Automation 5 for Windows via the Windows Installer Graphical Interface
® Welcome Dialog (32-bit Install)
® Welcome Dialog (64-bit Install)
® File Locations
® 32-bit Workload Automation 5 for Windows Package
® 64-bit Workload Automation 5 for Windows Package

Installing Workload Automation 5 for Windows via the Windows Installer Graphical Interface

To install Workload Automation 5 for Windows using the Windows Installer graphical interface, perform the following steps:

Step 1  Download the desired Workload Automation 5 for Windows product distribution file to your work station:

® shb-5.1.0..<level >-wi ndows- i 386. exe, the 32-bit Workload Automation 5 for Windows distribution file.
® sb-5.1.0. <l evel >-w ndows- x64. exe, the 64-bit Workload Automation 5 for Windows distribution file (for supported
64-bit versions of Windows only).

Step 2  Execute the distribution file to begin the installation.
When you execute the distribution file, the installation process determines whether a Windows Installer update is needed (see
Windows Installer).

If no updates are necessary, the process extracts the Workload Automation Windows Installer Package (.msi) file to the locations
listed below. The .msi file is all that's needed to install Workload Automation 5 for Windows, and its smaller size might make it a
more convenient option for distributing and installing across several machines. The complete distribution file and the stand-alone
.msi file accept the same command line properties, so either may be used to drive installs from the command line (see Installing
Workload Automation 5 via the Command Line Interface).

The .msi file is extracted to the following locations:

® 32-bit Workload Automation for Windows package:
<LocalAppData>\StonebranchWorkloadAutomation\<packagecode>\UCmd.msi

® 64-bit Workload Automation for Windows package:
<LocalAppData>\StonebranchWorkloadAutomationx64\<packagecode>\UCmdx64.msi

In the paths above, <LocalAppData> represents a particular user’s local Application Data folder. For example, if the installation was
performed by the built-in Administrator account, <LocalAppData> would expand by default to:

® C:\Documents and Settings\Administrator\Local Settings\Application Data on Windows XP and Server 2003.
® C:\Users\Administrator\AppData\Local on Windows Vista, 7, and Server 2008.

<packagecode> is a Universally Unique Identifier (UUID) in the format {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}, where
‘X' is a hexadecimal character in the range 0 (zero) — E.

A sample UUID might look something like this: {3B10285A-9602-4DC9-B0A5-4D701BEB5225}.
See File Locations, below, for a summary of the different locations for the files involved in the Workload Automation for Windows

installation.

Step 3  The installation starts after the files are extracted.
It first will verify that your machine meets the minimum system requirements. If the requirements are met, a Welcome dialog displays.

i Note
The same steps below apply regardless of whether you are performing a 32- or 64-bit Workload Automation for
Windows installation. The only difference is the “(x64)” label shown for 64-bit installs.
The Welcome dialog from each install is shown below, but for simplicity, the remaining steps show only the 32-bit
install dialogs.

Welcome Dialog (32-bit Install)
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i-.% Stonebranch Workload Automation - InstallShield Wizard

sT@ NebrancH unnersal

ChATA MOVER | SOMMAND | EVENT MOIRITOS

Welcome to the InstallShield Wizard for
Stonebranch Workload Automation

The InstallShield(R) Wizard will install Stonebranch Workload
Automation on your computer.,

Itis strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you have running. Click Next to continue with the
installation.

= Back I Mext = I Cancel

Welcome Dialog (64-bit Install)

ji5 Stonebranch Workload Automation (x64) - InstallShield Wizard

- L]
unersal N
L1

i
DATA BOVER | COMMAND | EVENT MOMTOR "'

sT{) NebrancH

Welcome to the InstallShield Wizard for
Stonebranch Workload Automation (x64)

The InstallShield{R) Wizard will install Stonebranch Worldoad
Automation (x64) on your computer.

It is strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you have running, Chdk Next to continue with the
installation.
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Step 4  Click the Next button. A list of Workload Automation 5 components included in the installation package then displays. It is from this
list that you can select which components to install.

ji& Stonebranch Workload Automation - InstallShield Wizard x|

Custom Setup sST NebrancH
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

= Feature Descriphian

; ) Contains the features needed to
Universal Automation Center Agel inetall Stonehranch Workdoad

Universal Cammand Manager Automation.
Universal Command Server
Universal Connector
Universal Control Manager This feature requires 13ME on
Universal Control NT Server your hard drive. It has 13 of 13

. subfeatures selected, The
priversa)Data Mover Manaoer v | | subfeatures require 638 on

I * your hard drive.

<

Install to:

C:\Program Files (x88) \Universal, Change. .. |

Instalshield

Help Space < Back I Mext = I Cancel |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.
For an upgrade installation, either of the following icons displays next to an item:

® Adrive icon indicates that the component is either:
* New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An *X*icon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

@ A Stonebranch Tip
If the installation detects an existing Workload Automation 5 installation, currently installed components may be
upgraded.
(Currently, there is no way to specify that the state of a currently installed component remain unchanged.)
If a component is selected for installation, and the version of the installed component is less than the version of the
component being installed, the installed component will be replaced by the component being installed.
If a component is not selected for installation (that is, the X icon is selected), and it currently is installed, the new
installation will remove that component.

Step 5  The previous figure indicates that all Workload Automation 5 components will be installed in their respective directories under the
C:\Program Files\Universal directory.

® If you want to select a different location, click the Change... button.

® |f you want to check the amount of disk space required for the installation, and the amount of available disk space on the
selected directory, click the Space button.
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Step 6  If you do not want to install a component:
1. Click the drive icon next to that component name.

2. From the drop-down list that displays, select the X icon to mark the component as one not to be installed.
For example, the following figure indicates that Universal Event Log Dump has been selected to not be installed.

i".% Stonebranch Workload Automation - InstallShield Wizard x|

Custom Setup

sT NebrancH

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

------- = = | Universal Command Manager ;I e e BUEI

) Ises a command line interface to
--------- =~ | Universal Command Server select records from one of the
--------- = Universal Connectaor Windows event logs.

--------- = - | Universal Control Manager
--------- = ~ | Universal Control NT Server
--------- =3 - | Universal Data Mover Manager This feature requires 1315KB on
--------- =) - | Universal Data Mover Server your hard drive.

Universal Event Log Dump

4| =) This feature will be installed on local hard drive,
Install to: =18 This feature, and all subfeatures, will be installed on local hard drive.
C:\Program File:
\Prog fg=) This feature wil be installed when required.
Installhield — ¥ This feature will not be available, -

Help | Space | < Back | Mext = | Cancel
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Step 7 When you have selected the components (and their installation destinations) that you want to install, click the Next> button. The
Universal Broker Service Account dialog then displays.

i'é'a Stonebranch Workload Automation - InstallShield Wizard |

Universal Broker Service Account =T I_IbI_CII-ICI—l

Select the account ko use to execute the Universal Broker service,

Choose one of the options below to specify the account that will be used ko execute the
niversal Broker service, &n fdministrative account will be created For a new user, or
enter the ID and valid password of an existing Administrative account, The account
currently used to execute the Broker is shown For upgrades,

" Local Syskem

¥ The user account with the I and password specified below, (Recommended)
U=er ID:

ILIBru:ukErServin:e

Password;

I************

Confirm Password;

I************

Instal Ehield

< Back | Mexk = I Cancel

Step 8  Select an account to use to execute the Universal Broker service:

® Local System
(This is the default for upgrades from releases prior to 4.3.0.1.)
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137 /

® An Administrative account capable of executing the Universal Broker service.
(This is the default for new installs or upgrades where the Universal Broker currently is executing with an account other than
Local System.)

The user account ID defaults to UBrokerService, although any valid user name (up to 20 characters) can be specified. A
domain name of up to 256 characters also can be entered for domain accounts, in the format domainname\userid.

If the account does not already exist, the install will create it with the privileges necessary to execute the Universal Broker
service. See Starting Universal Broker for Windows for the privileges that an account needs to run the Universal Broker
service.

A default password provided for the account can be obtained by contacting Stonebranch support, although any password
can be specified.

If the user account does not exist, its password is set to the value entered here.

If the user account does exist, the installation process will validate the specified password. You must enter a valid password
for the account to continue with the install.

! Note

For upgrades, if the Universal Broker service is already configured to run with a user account, the install
dialog shows only the account name and omits the password fields. The Broker service’s configuration in
the Windows Service Control Manager is retained across upgrades, making it unnecessary to re-enter
account information during an upgrade.

{i# Universal Products - InstallShield Wizard E I

Universal Broker Service Account =T B ﬂbr’"mn:l—i

Select the account to use to execute the Universal Broker service,

Choose one of the options below to specfy the account that will be used to execute the
Universal Broker service. An Administrative account will be created for a new user, or
enter the ID and valid password of an existing Administrative account. The account
currently used to execute the Broker is shown for upgrades,

" Local System

¥ The user account with the ID and password specified below. (Recommended)
User ID:

!. \LUBrokerService

]
Qi
e
=
T
T

< Back I Mext = I Cancel

The install provides the RUNBROKERASUSER, BROKERUID, and BROKERPWD command line options to override the
default behavior described above.

® Specifying RUNBROKERASUSER=0 causes the install to select Local System, regardless of how the Broker is
currently configured to execute.

® Specifying RUNBROKERASUSER=1 causes the install to select the user account option, even if the Broker is
currently configured to run as Local System.

When RUNBROKERASUSER=1, the BROKERUID and BROKERPWD command line options are provided to
override the default or currently configured user ID and password. The BROKERUID option limits user IDs to 20
characters; the BROKERPWD option for password has no character limit. (See Windows Installer Command Line
Parameters for more information).
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Step 9  When you have selected an account, click the Next> button. The Automation Center Connection Information dialog then displays.
fi# Stonebranch Workload Automation - InstallShield Wizard |

Automation Center Connection Information =T I'_'IEb —OINcC -
Enker Universal Automation Center agent connection information,

Enter a comma-separated lisk of one or more port and host addresses in the Format
porti@host in the Automation Center Transports Field,

The Aukomation Center Core specifies the queus name For the Automation Center
message hub,

If no walue is specified For the Aukomation Center Transpork lisk, the default
4503@127.0.0.1 is used, If no value is specified for the Aukomation Center Core, a
default af HUBD] is used,

Autoration Center Transpork(s]:

Aukomation Cenker Core:

Irstal Ehield

« Back | Mexk = I Cancel

! Note

This dialog is only displayed for new Workload Automation 5 installs, upgrades to Workload Automation 5 from
earlier releases, and 32-/64-bit Workload Automation crossgrades. It will not be displayed for upgrades from
Workload Automation 5 to a later version.

Step 10 Enter values for the Automation Center Transport(s) and Automation Center Core. If you want to use the default values (as identified
on this dialog), leave the fields empty.
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Step 11 Click the Next> button to continue the installation process. Depending on the components selected, the installation may prompt for
additional values, such as working folders for Server components. Follow the directions provided with each dialog to complete the

installation.

When the installation completes successfully, the Installation Complete dialog displays.

i Stonebranch Workload Automation - InstallShield Wizard

universal
DATA MOVER | COMMAND | EVENT MOMTOR

sT nebrancH

InstallShield Wizard Completed

The InskallShield Wizard has successFully installed Stanebranch
Wharkload Automation. Click Finish bo exit the wizard,

= Bach | Finish I (Eariee

Step 12 Click the Finish button to exit Windows Installation.

File Locations
This section summarizes the different locations for the files involved in the Workload Automation for Windows installation.
For purposes of this example:

® Package level is O (zero).

® |[nstall is executed by the built-in Administrator user.

® Package code for the 32-bit Workload Automation for Windows package is {D16BD569-77D7-48D0-8EF0-3B0D143C44D8}.
® Package code for the 64-bit Workload Automation for Windows package is {3B10285A-9602-4DC9-BOA5-4D701BEB5225}.

32-bit Workload Automation 5 for Windows Package

Distribution File sb-5.1.0.0-windows-i386.exe

.msi File Name uCmd.msi

Default .msi File C:\ Docurments and Settings\Adm nistrator\ Local Settings\Application
Location: Dat a\ St onebr anchWor kl oadAut omat i on\ { D16BD569- 77D7- 48D0- 8EF0- 3B0D143C44D8}
Windows XP, Server

2003

Default .msi File C:.\ User s\ Admi ni strat or\ AppDat a\ Local \ St onebr anchWor kl oadAut omat i on\
Location: {D16BD569- 77D7- 48D0- 8EF0- 3B0D143C44D8}

Windows Vista, 7,
and Server 2008

64-bit Workload Automation 5 for Windows Package

Distribution File sb-5.1.0.0-windows-x64.exe
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.msi File Name UCmdx64.msi

Default .msi File C:\ Docurments and Settings\Adm nistrator\Local Settings\Application

Location: Dat a\ St onebr anchWor kl oadAut onat i onx64\ { 3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}
Windows XP, Server

2003

Default .msi File C:\ User s\ Admi ni strat or\ AppDat a\ Local \ St onebr anchWor kl oadAut omat i onx64\
Location: {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}

Windows Vista, 7,
and Server 2008
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Modifying a Workload Automation 5 Installation via the Graphical Interface

® Introduction
® Modifying a Workload Automation 5 Installation via the Windows Installer Graphical Interface
® Adding or Removing Workload Automation 5 Components
® Repairing a Corrupted Workload Automation 5 Installation
® Removing a Workload Automation 5 Installation
® Un-Installed Files

Introduction

The information on this page applies to the 32- and 64-bit Workload Automation 5 for Windows installations.

The appearance of some of the screens shown below may differ between the two packages. The product name displayed for a 32-bit Workload
Automation 5 installation is simply “Stonebranch Workload Automation.” The “(x64)" label is displayed for a 64-bit Workload Automation 5
installation, making the product name “Stonebranch Workload Automation (x64).”

The sequence of steps to modify, repair, or remove a Workload Automation 5 install is the same for 32- and 64-bit packages.

Modifying a Workload Automation 5 Installation via the Windows Installer Graphical Interface

This page describes how to modify a Workload Automation 5 installation via the Windows Installer graphical interface.
After Workload Automation 5 is installed, the Windows Installer can be run as many times as needed to modify the installation by:
® Adding or Removing Workload Automation 5 Components

® Repairing a Corrupted Workload Automation 5 Installation
®* Removing a Workload Automation 5 Installation

Adding or Removing Workload Automation 5 Components

To add or remove components from a Workload Automation 5 installation, perform the following steps:

Step 1 On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

Step 2 From the list of installed programs, select Workload Automation 5.

8 Add or Remove Programs O] x|

Currently inztalled programs: [T Show updates Sort by IName j
O 5cundmex Size  201MB —
ﬁ! Steelray Project Wiewer 3.1.3.0 Size  FI.01ME

&4, Stonebranch Workload Automation

suppiort informatior,

| 'r agran of rermose it fram your campter, click
EM0YE.

Stonebranch Workload Automation for S04 Size  105.00MEB

ﬁ Sun O0F Plugin for Microsoft Office 1.2 Size  B3.91MB

B TN3270 Plus Size  2.22MB

s TortoizeCWS 1.8.18 Size 9 44MB
3 Univerzal Enterprize Contraller Size  22.94MB —
Universal Enterprize Controller Client Applications Size 192MB
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Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog, below, replaces the Add or Remove Programs dialog.

3! control Panel\Programs and Features

Fle Sdit vView Tooe Hep

Tasks
Wiew nstaled updates

Gt new programa orlne at
wirdows Marketplzoz

W Turn windowe features on or off

(_jT:—) E + Corlral Panel = Frograms and Features

_0]=
T g Ibc:!':' E
Uninstall or change a program
Ta uniretall & program, celect it from the let and then ddk Unnetal”, "Change”, or "Repar”
Organies 15 Vieas v (71
Name = | =] Publicher || etal... |~| sze |+
|8 Apolication verifier (x54) Microsoft Corparation Bf17,/2010 G0.2MB
[*" attansic L1 Gigabét Ethemet Driver 10302008
[ Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11,/2009 16,0 MB
T3 1BM Tivoi Storaze Mznager Client =1 24010 1F1ME
ipnf Runtime Ewironment 5.0 Update 14 Sun Miooeysters, Inc. 152010 145 MEB
|5 JawadTM) 6 Update 15 [64-0it) Sun Mirosystems, [nc, 11202009 0.2 MB
Microsoft .NET Framework 3.5 521 Mcroenft Corparation 3112008 3zamB
5 Microsoft Office Project Server 2007 Microsoft Corporation SIE/E005 12,1MB
= Merosoft SGL Server 2005 Microseft Corparation 522000 70,5 MB
|5 Micrasoft SCL Server Mative Cisnt Micragaft Corporation 522008 5.75MEB
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
Mozila Frefax {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
__| OpsWisz (remove only) 102542011 13.0MB
% stansbranch workload Automaton {x64) stonshrand, Inc 1172011 FLEMB
Stan=branch Workloed Automation for S04 Stonsbrand, Inc. 11/9/2011 14MB
Universsl Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
- Universsl Enterprise Cortraller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 3 Click the Change button to start Windows Installer.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

i'-..lt'l‘ Stonebranch Workload Automation - InstallShield Wizard

Program Maintenance =T I_Ibl_cll-lcl—l

Modify, repair, or remove the program,

&+ Modify

Change which program Features are installed. This option displaws the
ﬁ Custom Selection dialog in which wou can change the way features are
inskalled,

. Repair

Repair errars in the program, This opkion fixes missing ar corrupk Files,
shortcuts, and registry entries,

" Remove

@ Remove Stonebranch Workload Automation From your computer,
&

InstallEthield

< Back. I Mext = I Cancel

Step 5 Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

ii% Stonebranch Workload Automation - InstallShield Wizard x|

Custom Setup ST NebrancH
Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

------- = ~ | Universal Command Manager :I [ph=E0E Descrlptu?un _
) Uses a command line interface to
------- =3 ~ | Universal Command Server

_— select records from one of the
--------- = ~ | Universal Connector Windows event logs.

--------- = ~ | Universal Control Manager
--------- = ~ | Universal Control NT Server

--------- = ~ | Universal Data Mover Manager This feature requires 18315KE on
--------- I=J - | Universal Data Mover Server your hard drive.
Universal Event Log Dump = |
1 | =3 This feature wil be installed on local hard drive.
Install to: =1§ This feature, and all subfeatures, will be installed on local hard drive.
C:\Program File:
\Prog This feature will be installed when required.
NEElEhEd ——  we This feature will not be available. 3
Help | Space | = Back | Mext = | Cancel

Currently installed components are identified by a drive icon.

Uninstalled components are identified by an X icon.
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Step 6 To remove a currently installed component:
1. Click the drive icon next to that component.
2. Select the X icon from the drop-down list to mark the component for removal.
Step 7 To add an uninstalled component:
1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
Step 8 Click the Next> button to continue with the modification.
When the maodifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
®* Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted Workload Automation 5 Installation

Windows Installer has the ability to recover accidentally deleted application files, configuration and component definition files, and registry entries
required by Workload Automation 5. This repair feature will re-install the missing items, making a complete re-install unnecessary.

During a repair, any options stored in configuration and component definition files are preserved. If a component definition or configuration file
was deleted, the installation will create a new configuration file with default values.

To repair an installation, perform the following steps:

Step 1 On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

B Add or Bemove Programs - |O] x|

Currently inztalled prograrns: [T Show updates Sort by IName j
O 5oundies Size  201MB —
ﬁ_,'-?—,.! Steelray Project Wiewer 3.1.3.0 Size  7I.01ME

&4, Stonebranch Workload Automation

ere for suppart information,

ogramm or remove it fram pour compte
Change or Remove.
Stonebranch Workload Automation for S04 Size 105.00ME
ﬁ Sun ODF Plugin for Microsoft Office 1.2 Size  53.91MB
B TH3270 Plus Size  2.22MB
s TortoizeCWS 1.8.13 Size 9 44MB
Univverzal Enterprize Cantraller Cize 272 94MB —
Univerzal Enterprize Controller Client Applications Size 192MB

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
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ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
1% Microsoft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
|5 Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
__| OpsWisz (remove only) 102542011 13.0MB
% stansbranch workload Automaton {x64) stonshrand, Inc 1172011 FLEMB
i Ston=hrand Workload Butomation for 508 Stonsbrand, Inc. 11/9/2011 14MB
. Universal Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
- Universsl Enterprise Cortraller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Workload Automation 5.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click "Repair".

Step 3 Click the Change button to start Windows Installer.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

-_| Stonebranch Workload Automation - InstallShield Whzard

Program Maintenance

Madify, repair, or remave the proagrar,

Step 5 Click the Repair radio button, and then the Next> button, to display the Ready to Repair dialog.

Step 6 Follow the instructions displayed in successive dialogs to complete the repair.

Removing a Workload Automation 5 Installation

To uninstall a Workload Automation 5 installation, perform the following steps:

Step 1
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On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

B Add or Rem

suppart infarmatiar,

&8 Stonebranch Workload Automation

e Programs _ O]
Currently installed programs: [ Show updates Sort by IName j
O Soundax Size  201MB =
ﬁ! Steelray Project Wiewer 3.1.3.0 Size  7I.01ME

Stonebranch warkload Automation for S04 Cize  105.00ME
I g a 5 .
. ﬁ Sun ODF Plugin for Microzoft Office 1.2 Cize  RI91ME
Companets
B TN3270 Plus Size  2.22MB
4. & TortoiseCVS 1,818 Size  9.44ME
S . .
t Program Iiverzal Enterprise Contraller Size 27 94ME —
Uriverzal Enterprize Controller Client Applications Size 392ME
Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
18 Control Panel\Pragrams and Faatures _Of=
‘H;-_\jhl_)' E + Contral Panel ~ Programs and Features - i |‘_c.'!':' E
Fle Sdit wiew Toos Hep
Tasks Uninstall or change a program
ottt dsxiakes Ta uniretall a program, select it from the let and then didk “Uninetal™, "Change”, or "Repar”
Get new programs orine at
wirdows Marketplaoe =
i} Organize 3= Viens = (7]
W Turn Windows features on o off £
b MHame = | =] Publisher | | wstat.... || see | +|
" Apolication Verifiar (oS4} Microsoft Corparation BfA7/2010 502 MB
[0°7 Artansic L1 Gigabit Ethemiet Driver 10/30f2008
[ pebugcing Tooks for Windows (x66) Microsoft Corparation 51142003 16.0MB
f;:l’lﬂh‘l Tivol Storage Manager Client 16 2142010 171MB
£ 1255 Runtime Swironment 5.0 Lipdate 14 SUn Miroeysters, ne. 152010 195 MB
| JawedTM) 6 Updatbe 16 {64-hith Sun Mirosystems, Inc, 11/20/2009 90,8 MB
Microsoft MET Framewnork 3.5 591 Microsoft Corparation 3112009 32.4MB
5 Microsoft Office Project Server 2007 Mcrosoft Corporation af2/2009 15,1 MB
|5 Microsoft SGL Server 2005 Microsoft Corparation 522000 70,5 MB
|5 Microsoft SCL Server Mative Cisnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micosoft SCL Server Setup Support Fies (English)  Microseft Corporation 5220039 15,2 MB
|5 Mecrosoft SCL Server VS5 Wmsr rMicrosoft Corparation 5/2/z003 LD2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsaft Corparation 10/10f2011 554 KB
& Mazila Frefox {3.5.2) Mazila 072000 26,2 MB
'Dpen'rPN 2L PET: 1112008 2B ME
__| DaWisz (remove anly) 10/25f2011 13.0Me
7 stonebranch Worldoad Automaton (x64) stonsbrand, Inc 11/7/2011 TLEME
Ston=hrandy Workloed Sutomation for 508 Ston=hrand, Inc. 1192011 104 MAB
Universsl Enterprige Controller Stonebrand, Inc 11/8/2011 1E.4MB
. Universsl Enterprize Cortraller Client Applications Stonshrandy, Inc. 1182011 3.02ME
{B\’m 7.1 {zelf-nstaling) F13/2005 24.6MB
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Step 2 From the list of installed programs, select Workload Automation 5.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click "Uninstall”.

Step 3 Click the Change button to start Windows Installer.

Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

|§J Stonebranch Workload Automation - InstallShield Wizard

Program Maintenance =T I_IbI_EII-ICI—I

Modify, repair, or remowe the program,

i~ modify

Zhange which program features are installed, This option displays the
ﬁ Cuskom Selection dialog in which vou can change the way Features are
installed.

" Repair

Repait errars in the program, This apkion fixes missing ar carrupk Files,
sharkouts, and registry entries,

* Remove

@ Remove Stonebranch Workload Automation From your computer,
< |

InstallEthield

< Back I Mext = I Cancel

Step 5 Select Remove and click the Next> button.

Step 6 On the subsequent dialog, click the Remove button to remove the Workload Automation 5 installation.

Un-Installed Files

The un-install process will remove only those files created during the installation. Some files stored under the .\Universal install directory by
Workload Automation 5, such as trace files, files created under the Universal Command Server working directory, and spool files, may be left
behind after the un- install. In this situation, those files and/or directories may simply be deleted.

Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See Workload
Automation 5 for Windows - File Inventory Lists for a list of files and directories installed with Workload Automation 5.)

In addition to those files and directories created by the Workload Automation 5 installation, there may be some shared files (for example,

codepage files) and Workload Automation 5 components (for example, Universal Configuration Manager and Universal Encrypt) that may be left
behind following an un-install. These components will be removed when the last Stonebranch Inc. product that uses them is un-installed.
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Installing Workload Automation 5 via the Command Line Interface

® [nstalling Workload Automation 5 via the Command Line Interface
® File Locations
® 32-bit Workload Automation 5 for Windows Package
® 64-bit Workload Automation 5 for Windows Package
® Workload Automation 5 Installation Command Line Parameters
® Distribution File Command Line Syntax
® Distribution File Command Line Switches
® Windows Installer Command Line Syntax
® Windows Installer Command Line Parameters
® Workload Automation 5 Command Line Installation Examples
® Detecting the Completion of a Silent Install

Installing Workload Automation 5 via the Command Line Interface

This page describes how to install Workload Automation 5 using the command line interface. Except where noted, the instructions are the same
for the 32- and 64-bit Workload Automation packages.

The command line interface is useful in situations where:

® Several Workload Automation 5 installations must be deployed across many different systems.
® |tis not practical or convenient to perform the graphical interface installation.
® |tis necessary to generate an installation log file.

To install Workload Automation 5 for Windows using the command line interface, perform the following steps:

Step 1

Step 2

Step 3

Download the desired Workload Automation 5 for Windows product distribution file to your work station:

® sb-5.1.0. <l evel >-w ndows-i 386. exe, the 32-hit Workload Automation 5 for Windows distribution file.
® sb-5.1.0. <l evel >-w ndows- x64. exe, the 64-bit Workload Automation 5 for Windows distribution file (for supported
64-bit versions of Windows only).

Execute the distribution file to begin the installation.

When you execute the distribution file, the installation process determines whether a Windows Installer update is needed (see
Windows Installer).

If no updates are necessary, the process extracts the Workload Automation Windows Installer Package (.msi) file to the locations
listed below. The .msi file is all that is needed to install Workload Automation 5 for Windows, and its smaller size might make it a more
convenient option for distributing and installing across several machines. The complete distribution file and the stand-alone .msi file
accept the same command line properties, so either may be used to drive installs from the command line (see Windows Installer
Command Line Syntax).

The .msi file is extracted to the following locations:
® 32-bit Workload Automation for Windows package:
<LocalAppData>\StonebranchWorkloadAutomation\<packagecode>\UCmd.msi
® 64-bit Workload Automation for Windows package:
<LocalAppData>\StonebranchWorkloadAutomationx64\<packagecode>\UCmdx64.msi

In the paths above, <LocalAppData> represents a particular user’s local Application Data folder. For example, if the installation was
performed by the built-in Administrator account, <LocalAppData> would expand by default to:

® C:\Documents and Settings\Administrator\Local Settings\Application Data on Windows XP and Server 2003.
® C:\Users\Administrator\AppData\Local on Windows Vista, 7, and Server 2008.

<packagecode> is a Universally Unique Identifier (UUID) in the format {JXXXXXXXX- XXXX- XXXK- XXXK- XXXXXXXXXXXXY, where X is
a hexadecimal character in the range 0 (zero) — E.

A sample UUID might look something like this: {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}.

See File Locations, below, for a summary of summarizes the different locations for the files involved in the Workload Automation for
Windows installation.

The installation starts after the files are extracted.

It first will verify that your machine meets the minimum system requirements. If the requirements are met, a Welcome dialog displays.
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File Locations
This section summarizes the different locations for the files involved in the Workload Automation for Windows installation.
For purposes of this example:

® Package level is O (zero).

® |Install is executed by the built-in Administrator user.

.

Package code for the 32-bit Workload Automation for Windows package is {D16BD569- 77D7- 48D0- 8EF0- 3B0OD143C44D8}.
Package code for the 64-bit Workload Automation for Windows package is {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}.

32-bit Workload Automation 5 for Windows Package

Distribution File sb-5.1.0.0-windows-i386.exe

.msi File Name UCmd.msi

Default .msi File C.\ Docunents and Settings\Adm nistrator\ Local Settings\Application

Location: Dat a\ St onebr anchWor kl oadAut onat i on\ {{{ D16BD569- 77D7- 48D0- 8EF0- 3B0D143C44D8}*
Windows XP, Server

2003

Default .msi File C:\ User s\ Admi ni strat or\ AppDat a\ Local \ St onebr anchWr k|l oadAut onat i on\

Location: {D16BD569- 77D7- 48D0- 8EF0- 3B0D143C44D8}

Windows Vista, 7,
and Server 2008

64-bit Workload Automation 5 for Windows Package

Distribution File sb-5.1.0.0-windows-x64.exe

.msi File Name UCmdx64.msi

Default .msi File C:\ Docunents and Settings\Adm nistrator\Local Settings\Application

Location: Dat a\ St onebr anchWor kl oadAut onat i onx64\ { 3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}
Windows XP, Server

2003

Default .msi File C:\ User s\ Admi ni strat or\ AppDat a\ Local \ St onebr anchWr kl oadAut ormat i onx64\
Location: {3B10285A- 9602- 4DC9- BOA5- 4D701BEB5225}

Windows Vista, 7,
and Server 2008

Workload Automation 5 Installation Command Line Parameters

There are two sets of command line parameters available when executing the distribution file.

1. The more basic of the two sets is processed directly by the distribution file to control behavior of the set-up application (see Distribution
File Command Line Syntax and Distribution File Command Line Switches, below).

2. The set-up application also accepts a more advanced set of parameters that it passes to the Windows Installer (msiexec). These
parameters control the extracted .msi file's behavior during the install process (see Windows Installer Command Line Syntax and
Windows Installer Command Line Parameters, below).

Distribution File Command Line Syntax

The following illustrates the syntax used to install Workload Automation 5 from the command line:

sb-5.1. 0. <l evel >-wi ndows-<pl at fornp. exe [/v"Wndows Installer parameters"] [/s] [/wW [/X]

In this syntax:

® <| evel > is the numeric package level.

® <platfornpis:
® | 386 for the 32-bit Workload Automation distribution file.
® x64 for the 64-bit Workload Automation distribution file.
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Distribution File Command Line Switches

The following table describes the command line switches available for installing Workload Automation 5 for Windows from the command line.

Command Line Description

Switch

I\ Passes parameters to the Windows Installer (msiexec).
The list of parameters must be enclosed in double (") quotation marks. See Windows Installer Command Line Syntax for
available parameters.

Is Instructs the set-up application to run without a graphical interface (that is, a silent install).
Use this switch along with the /g Windows Installer command line switch for a completely silent install.

Iw Instructs the set-up application to wait until the installation completes.
Use this switch when launching the installation from a script file. Without it, the set-up application may return immediately
after launching Windows Installer.

Ix Uninstalls Workload Automation 5 for Windows.

Windows Installer Command Line Syntax

The following figure illustrates the command line syntax when using Windows Installer to install Workload Automation 5 from the command line.

nmsi exec.exe [/i|/fom/x] SetupPath\Ucnd[ x64] . nsi
[ I NSTALLDI R=i nstal | di r]

[ RUNBROKERASUSER={ 0] 1} ]

[ BROKERUI D=Br oker Account | d]

[ BROKERPWD=Br oker Account Passwor d]

[ CONVERT_OPSACENT={ yes| no}]

[ AC_TRANSPORTS=por t @ paddr [, port 2@ paddr 2, .., port n@ paddrn] ]

[ AC_CORE=val ue]

[ UCMDSRVW\ORKFOLDER=Wor kFol der Pat h]

[ UCTLSRVWORKFOLDER=Wr kFol der Pat h]

[ UDMSRVWORKFOLDER=Wr kFol der Pat h]

[ UEMBRVORKFOLDER=Wr kFol der Pat h]

[ UAGSRV={ yes| no}]

[ UCMDMER={ yes| no}] [ UCMDSRV={yes| no}]

[ UCTLMER={yes| no}] [UCTLSRV={yes| no}]

[ UDMMGR={ yes| no}] [ UDMSRV={yes| no}]

[ UELD={ yes| no}]

[ UEMVGR={ yes| no}] [ UEMSRV={yes| no}]

[ UQUERY={ yes| no}]

[ USAP={yes| no} ]

[ USPOOL={ yes| no}]

[/a[n]b]r]] [/L*v | ogfilepath]

The order in which the parameters are specified is significant.

The /i, /fom, or /x switches must be first, followed by the name of the installation file, Ucmd.msi.

The parameters that set the installation directory, set the working folders, and control the installation of individual Workload Automation 5 for
Windows components can be specified in any order. These parameters are used only when the install switch (/i) is used. However, because they

are used to set properties within the installation script, they must be specified before the /q and /L switches.

The /g and /L switches can be specified in any order, but, if used, must come after all other parameters.

Windows Installer Command Line Parameters

The following table describes the optional parameters that are available when using Windows Installer to install Workload Automation 5 from the
command line.

Parameter Description Default
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i

/fom

/X

Set upPat h
\ Ucnd[ x64] . nsi

I NSTALLDI R

RUNBROKERASUSER
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Installs Workload Automation 5 for Windows.

/i cannot be used with either the /fom (repair) or /x (remove) parameter.

Repairs a Workload Automation 5 for Windows installation.

om (after the /f) are options used by the repair. There are other options
available, but for behavior that matches the repair done from the graphical
install, the om options must be used.

/fom cannot be used with either the /i (install) or /x (remove) parameter.
Removes a Workload Automation 5 for Windows installation.

/x cannot be used with either the /i (install) or /fom (repair) parameter.

Specifies the path to the Ucmd.msi or Ucmdx64.msi file. SetupPath is
chosen automatically by the distribution file and depends on the Windows
version as described in Step 2, above.

Sets the root installation directory to <i nst al | di r >. Each component will
be installed under this directory.

INSTALLDIR is required only if you want to install Workload Automation 5
for Windows under a directory different from the one specified by the
PROGRAMFILES environment variable (typically C: \ Pr ogr am

Fi | es\ Uni versal).

INSTALLDIR is valid only when the /i switch is used. Otherwise, it is
ignored. If the directory contains spaces, you must use double (")
quotation marks around the path name.

Controls whether the Universal Broker service executes as an
Administrative user account or as Local System.

Valid values are 0 and 1.

* |f RUNBROKERASUSER=1, the install will perform the following
steps:

1. If the Universal Broker service is not installed or currently is
configured to run as Local System, the install will set the
service's start-up account to UBrokerService or the user
ID specified by the BROKERUID command line option.

2. If the Universal Broker service is installed and already is
configured to run as a user account, the Broker's start-up
account will not be changed (allows customized user
accounts to be preserved during upgrades).

* |f RUNBROKERASUSER=0, the install will perform the following
steps:

1. If the Universal Broker service is not installed or is currently
configured to run as an account other than Local System,
the install will set the service's start-up account to Local
System.

' Note
The Universal Broker service's properties
will be set to allow Universal Broker to
interact with the desktop. This is
supported only when Universal Broker
runs as Local System.)

2. If the Universal Broker service is installed and is currently
configured to run as Local System, the Universal Broker
service's properties will not be changed.

n/a

n/a

n/a

(none)

(none)

1: new installs
0: upgrades earlier than
43.0
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BROKERUI D

BROKERPVD

CONVERT_OPSAGENT

AC_TRANSPORTS

AC_CORE

UCMDSRVWORKFOL DER

UCTL SRVWORKFOLDER

UDVSRVWORKFOL DER
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Used by the install when RUNBROKERASUSER=1 to override the default
or currently configured user ID associated with the account used to execute
the Universal Broker service. The install also uses BROKERUID to initialize
the User ID shown in the Universal Broker Service Account dialog.

Valid values are any characters. The maximum supported length of a User
ID is 20 characters. A domain name of up to 256 characters also can be
specified for domain accounts, in the format domainname\userid.

BROKERUID is ignored if RUNBROKERASUSER=0.

Used by the install when RUNBROKERASUSER=1 to specify the password
for the account used to execute the Universal Broker service. The install
also uses BROKERPWD to initialize the Password shown in the Universal
Broker Service Account dialog.

Valid values are any characters.
BROKERPWD is ignored if RUNBROKERASUSER=0.
Specification (yes or no) that causes Windows Installer to:

1. Search for an existing Opswise Agent install (1.5 or later) and
convert configuration options stored in the agent . pr ops file to
corresponding options in uags. conf .

2. Stops the Opswise Agent service and change its start-up type from
“Automatic” to “Manual.”

3. Assigns the ID used by the Opswise agent to UAG by moving the
gnane file from the Opswise install directory to the . \ UagSr v\ var
directory.

Specifies a value for the port and network address of the Opswise
Automation Center Transporter(s) used for network communication. The
install uses this value to set the UAG
AUTOMATION_CENTER_TRANSPORTS configuration option. The value
specified in AC_TRANSPORTS will override any currently configured
options, including those imported from agent . pr ops if
CONVERT_OPSAGENT is set to yes.

If AC_TRANSPORTS is omitted from the command line, and no other value
specifies the port and network address of the Transporter(s), the default is
used.

Specifies a value for the queue name of the Opswise Automation Center
Message Hub. The install uses this value to set the UAG
AUTOMATION_CENTER_CORE configuration option. The value specified
in AC_CORE overrides any currently configured options, including those
imported from agent . pr ops when CONVERT_OPSAGENT is set to yes.

If AC_CORE is omitted from the command line, and no other value specifies
the queue name of the Message Hub, the default is used.

Sets the Universal Command Server working folder. This value is used only
if the Universal Command Server is being installed.

It is valid only when the /i switch is used. Otherwise, it is ignored. If the
folder contains spaces, you must use double (" ) quotation marks around
the path name.

Sets the Universal Control Server working folder. This value is used only if
the Universal Control Server is being installed.

It is valid only when the /i switch is used. Otherwise, it is ignored. If the
folder contains spaces, you must use double (" ) quotation marks around
the path name.

Sets the Universal Data Mover Server working folder. This value is used
only if the Universal Data Mover Server is being installed.

It is valid only when the /i switch is used. Otherwise, it is ignored. If the
folder contains spaces, you must use double (" ) quotation marks around
the path name.

(none)

(none)

no

4803@127.0.0.1

HUBO1

INSTALLDIR\UcmdHome

INSTALLDIR\UcmdHome

INSTALLDIR\UdmHome


https://www.stonebranch.com/confluence/display/UAG510/AUTOMATION_CENTER_TRANSPORTS+-+UAG+configuration+option
https://www.stonebranch.com/confluence/display/UAG510/AUTOMATION_CENTER_CORE+-+UAG+configuration+option

Workload Automation 5.1.0 Installation and Administration Guide

154 /

UEMSRVWORKFOLDER

UAGSRV

UCNMDSRV

UCTLMER

UCTLSRV

UDMMVGR

UDVBRV

UELD

UEMVGR

UEMBRV

UQUERY
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Sets the Universal Event Monitor Server working folder. This value is used
only if the Universal Event Monitor Server is being installed.

It is valid only when the /i switch is used. Otherwise, it is ignored. If the
folder contains spaces, you must use double (" ) quotation marks around
the path name.

Prevents Universal Automation Center Agent (UAG) from being installed (if
value is no). This has the same effect as choosing not to install Universal
Automation Center Agent from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Command Manager from being installed (if value is no).
This has the same effect as choosing not to install Universal Command
Manager from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Command Server from being installed (if value is no).
This has the same effect as choosing not to install Universal Command
Server from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Control Manager from being installed (if value is no).
This has the same effect as choosing not to install Universal Control
Manager from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Control Server from being installed (if value is no). This
has the same effect as choosing not to install Universal Control Server from
the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Data Mover Manager from being installed (if value is no
). This has the same effect as choosing not to install Universal Data Mover
Manager from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Data Mover Server from being installed (if value is no).
This has the same effect as choosing not to install Universal Data Mover
Server from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Event Log Dump from being installed (if value is no).
This has the same effect as choosing not to install Universal Event Log
Dump from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Event Monitor Manager from being installed (if value is
no). This has the same effect as choosing not to install Universal Event
Monitor Manager from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Event Monitor Server from being installed (if value is no
). This has the same effect as choosing not to install Universal Event
Monitor Server from the Custom Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Query from being installed (if value is no). This has the
same effect as choosing not to install Universal Query from the Custom

Setup dialog.

It is valid only when the /i switch is used. Otherwise, it is ignored.

INSTALLDIR\UemHome

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes

yes
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Prevents Universal Connector from being installed (if value is no). This has | yes
the same effect as choosing not to install Universal Connector from the
Custom Setup dialog.

USAP

It is valid only when the /i switch is used. Otherwise, it is ignored.

Prevents Universal Spool utilities from being installed (if value is no). This yes
has the same effect as choosing not to install Universal Spool utilities from
the Custom Setup dialog.

USPOOL

It is valid only when the /i switch is used. Otherwise, it is ignored.

Instructs Windows Installer to run without a graphical interface (silent n/a
install).

/aln|blr]

If /q is omitted from the command line, the Workload Automation 5
installation is started from the command line, but run with a graphical
interface. This is useful when an installation log file is desired.

The following flags are available for /q:

® n — Creates no user interface.

® b — Creates a basic user interface, which displays a simple dialog
box to report progress and any errors.

® r — Creates a reduced user interface, which displays progress and
errors in customized windows.

See Windows Installer Command Line Syntax, Workload Automation 5
Command Line Installation Examples, and Detecting the Completion of a
Silent Install for additional information regarding silent installs.

Instructs Windows Installer to create an installation log file named < n/a
I ogfi | epat h> (full path name). If <I ogf i | epat h> contains spaces, you

*
v must enclose it with double (" ) quotation marks.

*v are flags used to specify the level of detail (verbose) contained in the log
file. To reduce the amount of output generated, *v can be omitted. However,
using these options is good practice; they can assist Stonebranch Customer
Support with problem determination should any errors occur during
installation.

Workload Automation 5 Command Line Installation Examples

The following examples demonstrate different ways to install Workload Automation 5 from the command line.

To install all 32-bit Workload Automation 5 components using a full graphical interface, simply execute the 32-bit distribution file and follow the
instructions:

sb-5.1. 0. 0-w ndows-i 386. exe

To install all 64-bit Workload Automation 5 components silently using the 64-bit distribution file while writing an installation log to
C.\ Tenp\i nstal |l .| og, issue the following command:

sb-5.1. 0. 0-w ndows- x64.exe /s /v"/L*v C\Tenp\install.log /gn"

To install only the Universal Broker (which always is installed), Universal Data Mover Manager, Universal Event Monitor Manager, Universal
Control Manager, and Universal Query components under D: \ Uni ver sal (that is, a directory other than the one specified by the environment
variable PROGRAMFILES) using the 32-bit Workload Automation 5 distribution file, issue the following command:

sb-5.1. 0. 0-wi ndows-i 386. exe /v"|NSTALLDI R=D: \ Uni ver sal UAGSRV=no UCMDMGR=no UCMDSRV=no UCTLSRV=no
UELD=no USPOOL=no UDMSRV=no UEMSRV=no"
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To install all 32-bit Workload Automation 5 components using the extracted .msi file and to set the Universal Automation Center Agent’'s (UAG)
AUTOMATION_CENTER_TRANSPORTS and AUTOMATION_CENTER_CORE configuration options, issue the following command:

Set upPat h\ UCd. nmsi  AC_TRANSPORTS=4803@pshost AC_CORE=HUBO1

To install all 64-bit Workload Automation 5 components using the extracted .msi file while setting the Universal Broker service to execute with an
administrative account with the specified user ID and password, issue the following command:

Set upPat h\ UCndx64. nsi RUNBROKERASUSER=1 BROKERUI D=ubr adm n BROKERPWD=guessne

Detecting the Completion of a Silent Install

When the /g switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no
feedback is provided indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that can be used to detect when the installation process ends is to execute it using the system's start command. Using available
command line switches, start can be used to initiate the installation process and then wait for it to finish. When start returns control to its calling
process (for example, the command prompt), the process will have ended.

For example, from the command prompt, issue the following command to perform a silent 64-bit Workload Automation 5 installation using the
64-bit distribution file and wait for it to finish:

start /b /wait sb-5.1.0.0-w ndows-x64.exe /w /s /v"/qgn"

® The /b switch prevents the start command from opening a new window.
®* The /wait parameter causes the start command to start the installation and then wait for it to finish.

This also is the recommended way to execute the installation from within a batch file.

For more information on the start command, go to the Windows command prompt and enter: start /?.
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Modifying a Workload Automation 5 Installation via the Command Line Interface

Modifying a Workload Automation 5 Installation via the Windows Installer Command Line Interface
Adding or Removing Workload Automation 5 Components

Repairing a Corrupted Workload Automation 5 Installation

Removing a Workload Automation 5 Installation

Modifying a Workload Automation 5 Installation via the Windows Installer Command Line Interface
This page describes how to modify a Workload Automation 5 installation via the Windows Installer command line interface.
After Workload Automation 5 is installed, Windows Installer can be run as many times as needed to modify the installation by:
® Adding or Removing Workload Automation 5 Components
® Repairing a Corrupted Workload Automation 5 Installation

®* Removing a Workload Automation 5 Installation

(For a description of the parameters used in these procedures, see Windows Installer Command Line Parameters.)

Adding or Removing Workload Automation 5 Components

Currently, it only is possible to add or remove individual Workload Automation 5 components using the Windows Installer graphical interface (see
Modifying a Workload Automation 5 Installation via the Graphical Interface).

Repairing a Corrupted Workload Automation 5 Installation

To recover accidentally deleted files or registry entries required by Workload Automation 5 using the Windows Installer command line interface,
use the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that either
are missing or older than the version contained in the Workload Automation 5 distribution file.

To repair a Workload Automation 5 installation from the command line using the original distribution file, issue the following command:

sb-5.1. 0. <l evel >-wi ndows-<pl atfornm>. exe /v"/fom/q /L*v c:\tenp\repair.|og"

In this command, <I evel > is the numeric package level and <pl at f or n® is i386 for the 32-bit distribution file and x64 for the 64-bit distribution
file.

To repair a 32-bit Workload Automation 5 installation using the .msi file that was extracted from the distribution file during the initial install, issue
the following command:

nmei exec. exe /fom SetupPath\Ucnd. nsi /q /L*v c:\tenp\repair.|og

To repair a 64-bit Workload Automation 5 installation using the .msi file that was extracted from the distribution file during the initial install, issue
the following command:

nsi exec. exe /fom SetupPat h\ Ucndx64. msi /q /L*v c:\tenp\repair.|og

In the last two examples, Set upPat h refers to the location in which the extracted .msi file resides. The exact path varies, depending on the user
account that performed the install and the Windows version.

For information on how the installation determines Set upPat h, see Step 2 of the Installing via Command Line procedures.
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Note

All of these commands also use the optional /L*v parameter to generate a log file named C: \ t enp\ r epai r . | og. If you want
to generate a log file, you can substitute the path and file name for one of your choosing. If no log file is desired, simply omit the
/L*v option and file name.

[

Removing a Workload Automation 5 Installation

To uninstall a Workload Automation 5 installation from the command line using the original distribution file, issue the following command:

sb-5. 1. 0. <l evel >-w ndows- <pl at f or n». exe /x

In this command, <I evel > is the numeric package level and <pl at f or n® is i386 for the 32-bit distribution file and x64 for the 64-bit distribution
file.

To uninstall a 32-bit Workload Automation 5 installation using the .msi file that was extracted from the distribution file during the initial install,
issue the following command:

nmei exec. exe /x SetupPath\Ucnd. nsi /q

To uninstall a 64-bit Workload Automation 5 installation using .msi file that was extracted from the distribution file during the initial install, issue the
following command:

nmei exec. exe /x SetupPat h\ Ucndx64. msi /q

In the last two examples, Set upPat h refers to the location in which the extracted .msi file resides. The exact path varies depending on the user
account that performed the install and the Windows version.

For information on how the installation determines Set upPat h, see Step 2 of the Installing via Command Line procedures.
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Migrating between 32- and 64-bit Workload Automation 5 for Windows Installs

® 32- and 64-bit Workload Automation for Windows Crossgrades
® Performing a 32- to 64-bit Workload Automation for Windows Crossgrade

® Executing a 32- to 64-bit Workload Automation Crossgrade from the Command Line
® Performing a 64- to 32-bit Workload Automation for Windows Crossgrade

® Executing a 64- to 32-bit Workload Automation Crossgrade from the Command Line

32- and 64-bit Workload Automation for Windows Crossgrades

The Workload Automation for Windows installation supports migrations between 32- and 64-bit versions. This migration is not an upgrade in the
strictest sense, because the installed location of some application files is likely to change.

However, because the migration will preserve configuration settings, it does possess some characteristics of an upgrade. Therefore, migrations
from a 32-bit to a 64-bit Workload Automation installation (or from a 64-bit to a 32-bit installation) are referred to throughout this document as a
32-bit / 64-bit crossgrade.

(See Migrating an Opswise Agent to UAG for information on crossgrade from an Opswise 1.5, 1.6, or 1.7 Agent install to a Workload Automation
5 install with the new Universal Automation Center Agent.)

The Workload Automation installation supports the following 32-bit / 64-bit crossgrade scenarios:

® From any 32-bit Universal Products (3.2.0.0 and later) or Workload Automation install to a 64-bit Workload Automation install.
® From any 64-bit Workload Automation install to a 32-bit Workload Automation 5 or later install.

If a 64-bit Workload Automation package currently is installed, and you want to return to a 32-bit install prior to Workload Automation 5 (that is,

5.1.0.0), you first must remove the 64-bit Workload Automation installation and do a clean install of the 32-bit package. No configuration settings
are preserved in this scenario.

' Note

A crossgrade from a 32-bit Universal Products package prior to 3.2.0.0 is not currently supported. Configuration information for
releases prior to 3.2.0.0 was stored in the Windows system registry, and crossgrades to a 64-bit Workload Automation install
only preserve options that are stored in text-based configuration files.

To migrate from a 32-bit Universal Products install that is older than 3.2.0.0, first do an upgrade to the 32-bit Workload

Automation package (which will dump configuration options stored in the registry to our text-based .conf files), and then do the
64-bit crossgrade.

Performing a 32- to 64-bit Workload Automation for Windows Crossgrade

To begin a 32- to 64-bit Workload Automation for Windows crossgrade:

Step 1 Execute the 64-bit install package as described in Installing Workload Automation 5 via the Graphical Interface.

If you are performing an interactive install and the Workload Automation install detects an existing 32-bit Universal Products or
Workload Automation installation, the install will display the following message:

Remove 32-bit Install? E3 |

i An existing 32-bit Stonebranch Workload Automation 5. 1.0 install
' was found, and must be removed before this 64-bit install can
—  continue.

Remove the current Stonebranch Workload Automation install?
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Step 2 Click <Yes> to save all configured settings and remove the existing 32-bit install.

Once the removal of the 32-bit install is complete, the 64-bit install will resume with the following dialog:

ji? Stonebranch Workload Automation (x64) - InstallShield Wizard

sT{) NebrancH unnersal

DATA MOVER | COMMAND | EVENT MORITOR

Welcome to the InstallShield Wizard for
Stonebranch Workload Automation (x64)

The InstallShield(R) Wizard will install Stonebranch Workload
Automation (x64) on your computer,

Itis strongly recommended that you exit all Windows programs
before continuing with this installation.

Click Cancel to stop the installation and then dose any
programs you have running. Click Next to continue with the
inztallation.

= Back I Mext = I Cancel

Notice the (x64) label, which identifies this as the 64-bit Workload Automation install. Because no Workload Automation install exists
on the system at this point, the installation will proceed as would a clean install.

This means some information — the Universal Broker service account and Universal server component working directories, for
example — will need to be reentered or specified via command line properties (see Windows Installer Command Line Parameters).

Upon completion of a 32- to 64-bit Workload Automation crossgrade:

User-configured settings stored in Universal component .conf files are retained.

Some configuration settings that are dependent upon install locations will be updated (for example, trace file directories).

The location of the Broker spool directory is preserved. The configuration files will still point to the 32-bit install location (for example,

C:\ Program Fil es (x86)\ Uni versal \ spool \ ubr oker) so that no persistent data (for example, Universal Event Subsystem
records) is lost during the crossgrade.

Any Workload Automation components that were installed to the %Syst emRoot % SysWw64 will now reside as native 64-bit applications
in the %8By st enRoot % Syst enB2 directory.

The icon for the Universal Configuration Manager Control Panel applet is still compiled as a 32-bit application and will continue to appear
in the 32-bit Control Panel items. The Universal Configuration Manager can continue to be used to configure 64-bit Workload Automation
components.

Executing a 32- to 64-bit Workload Automation Crossgrade from the Command Line

A 32- to 64-bit Workload Automation crossgrade can be executed from the command line, but it must be run with at least a reduced user
interface. A reduced user interface is specified using the /qr Windows installer command line option. A reduced user interface still displays some
installation dialogs, but allows the install to run unattended (that is, without user interaction).

If a 64-bit install detects an existing 32-bit installation, it automatically will perform a crossgrade without requiring a response to the Remove
32-bit Install? dialog displayed for fully interactive installs.

The command to execute a 32- to 64-bit Workload Automation crossgrade might look similar to this:

sb-5.1. 0. 0-w ndows- x64.exe /s /v"/qr”

In this command:

160 /
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® /s option instructs the Windows installer initialization to execute silently.

® /v option identifies the start of the Windows installer command line switches.

® /gr instructs the installer to execute with a reduced user interface.
Attempts to perform a completely silent crossgrade from the command line using the /qn or /gb Windows installer switch will fail.
New installs and 64-bit upgrades from older 64-bit installations still can be done silently.

See Installing Workload Automation 5 via the Command Line Interface for more information regarding command line installs.

Performing a 64- to 32-bit Workload Automation for Windows Crossgrade

Support for 64- to 32-bit crossgrades is only available for 32-bit Workload Automation 5 or later install packages. Earlier versions of the 32-bit
Universal Products install do not have the ability to detect a 64-bit Workload Automation install.

To return to a 32-bit Universal Products installation (that is, a version prior to 5.1.0.0) when a 64-bit Workload Automation package is currently
installed, you must uninstall the 64-bit Workload Automation package first and then do a clean install of the earlier 32-bit package.

To begin a 64- to 32-bit Workload Automation for Windows crossgrade:

Step 1 Execute the 32-bit Workload Automation install package as described in Workload Automation 5 for Windows - Installation Procedures

If you are performing an interactive install and the Workload Automation install detects an existing 64-bit Universal Products or
Workload Automation installation, the install will display the following message:

Remove 64-bit Install?

An existing &4-bit Stonebranch Workload Automation (x64) 5. 1.0
) install was found, and must be removed before this 32-bit install
= can continue.

Remove the current Stonebranch Workload Automation (x64)
inztall?

Yes | | Mo I
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Step 2 Select <Yes> to save all configured settings and remove the existing 64-bit install.

Once the removal of the 64-bit install is complete, the 32-bit install will resume with the following dialog:

{7 Stonebranch Workload Automation - InstaliShield Wizard

universal

DATA BOVER | COMMAND | EVENT MOMNTOR

sT{) NebrancH

Welcome to the InstallShield Wizard for
Stonebranch Workload Automation

The InstallShield(R) Wizard will install Stonebranch Worldoad
Automation on your computer.

It is strongly recommended that you exit all Windows programs
before continuing with this nstallation.

Click Cancel to stop the installation and then dose any
programs you have running. Chok Next to continue with the
installation.

Notice the absence of the (x64) label, which identifies this as the 32-bit Workload Automation install.

Because no Workload Automation install exists on the system at this point, the installation will proceed as would a clean install. This
means some information - the Universal Broker service account and Universal server component working directories, for example - will
need to be reentered or specified via command line properties (see Windows Installer Command Line Parameters).

Upon completion of a 64- to 32-bit Workload Automation crossgrade:

User-configured settings stored in Universal component .conf* files are retained.

Some configuration settings that are dependent upon install locations will be updated (for example, trace file directories).

The location of the Broker spool directory is preserved. The configuration files will still point to the 32-bit install location (for example,

C:\ Program Fil es (x86)\ Uni versal \ spool \ ubr oker) so that no persistent data (for example, Universal Event Subsystem
records) is lost during the crossgrade.

Any Workload Automation components that were installed to the %Syst emRoot % SysWw64 will now reside as native 64-bit applications
in the %8y st emRoot % Syst enB2 directory.

The icon for the Universal Configuration Manager Control Panel applet is still compiled as a 32-bit application and will continue to appear
in the 32-bit Control Panel items. The Universal Configuration Manager can continue to be used to configure 64-bit Workload Automation
components.

Executing a 64- to 32-bit Workload Automation Crossgrade from the Command Line

A 64- to 32-bit Workload Automation crossgrade can be executed from the command line, but it must be run with at least a reduced user
interface.

A reduced user interface is specified using the /qr Windows installer command line option. A reduced user interface still displays some installation
dialogs, but allows the install to run unattended (that is, without user interaction).

If a 32-bit install detects an existing 64-bit installation, it automatically will perform a crossgrade without requiring a response to the Remove
64-bit Install? dialog displayed for fully interactive installs.

The command to execute a 64- to 32-bit Workload Automation crossgrade would be similar to this:
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In this command:
® /s option instructs the Windows installer initialization to execute silently
® /v option identifies the start of the Windows installer command line switches
® /gr instructs the installer to execute with a reduced user interface.
Attempts to perform a completely silent crossgrade from the command line using the /qn or /gb Windows installer switch will fail.

New installs and 32-bit upgrades from older 32-bit installations still can be done silently.

See Installing Workload Automation 5 via the Command Line Interface for more information regarding command line installs.
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Migrating an Opswise Agent to UAG for Workload Automation 5 for Windows

® Overview
® UAG Crossgrade Script
® UAG Crossgrade Script Actions
® Executing a UAG Crossgrade After a Workload Automation Install

Overview

The Universal Automation Center Agent (UAG) provided by the Workload Automation 5 installation replaces all previous versions (1.7 and earlier)
of the Opswise Automation Center Agent.

When instructed to do so, the Workload Automation 5 installation will convert an Opswise Agent’s existing settings to the UAG configuration file (
uags.conf). The install also can disable the existing Opswise Agent in favor of the UAG server.

This migration commonly is referred to throughout these pages as a UAG crossgrade, or simply, crossgrade.
*,  Note

The installation procedures for Windows may contain information pertinent to this upgrade (see Workload Automation 5 for
Windows - Installation Procedures Overview).

UAG Crossgrade Script
The crossgrade is handled by a script named opsner ge. vbs, which is installed to . \ Uni ver sal \ UagSr v\ bi n.

The script is executed from the install only when the CONVERT_OPSAGENT=yes command line option is specified.

For example, to install Workload Automation 5 from the 32-bit distribution file and migrate existing Opswise Agent settings, enter the following
from the command prompt:

sb-5.1. 0. 0-w ndows-i 386. exe /v"CONVERT_OPSAGENT=yes"

To install the 64-bit Workload Automation 5 package so that existing Opswise Agent settings are preserved, enter the following from the
command prompt:

sb-5.1. 0. 0-w ndows- x64. exe /v" CONVERT_OPSAGENT=yes"

Additional command line parameters that allow additional control over the migration also are available.

The following example will not only execute a crossgrade from an existing Opswise Agent to a 64-bit Workload Automation 5 installation, the
command line parameters specified after the /v switch will instruct the install to set the AUTOMATION_CENTER_TRANSPORTS and
AUTOMATION_CENTER_CORE configuration options to 4803@opshost.com and HUBO1, respectively. The /I*v option will cause the install to
generate an installation log file named c: \ t enp\ cr ossgr ade. | og.

sb-5.1. 0. 0-w ndows- x64. exe /v"/|l*v c:\tenp\crossgrade.| og CONVERT_OPSAGENT=yes
AC_TRANSPORTS=4803@pshost . com AC_CORE=HUB01"

For a complete list of Workload Automation 5 installation command line parameters see Windows Installer Command Line Parameters.

UAG Crossgrade Script Actions

The script performs the following actions:

® Stops an active Opswise Agent Guardian service and sets its startup type from "Automatic" to "Manual."
® Copies an existing . \ cache\ gnane (pre-1.6) or . \ var\ gnane (1.6 and later) file from the Opswise agent install directory to
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.\ 'Uni ver sal \ UagSr v\ var . The target directory is created if it does not already exist.
® Renames the old Opswise agent gnane file to gnane. yymmdd- hhnm

® Checks the existing . \ et c\ agent . pr ops file for the properties listed below. Each property is mapped to the uags. conf name listed

beside it.

agent.props Property Name uags.conf Configuration Keyword

config.loglvl loglvl
config.txtdebug txtdebug
config.clusters agent_clusters

network.core

automation_center_core

network.name netname

network.transports

The script should be able to handle any combination of whitespace in agent . pr ops before/after property names and before/after values. If the

automation_center_transports

value itself contains a space, it is enclosed in quotes inside the UAG configuration file.

The opsmrer ge. vbs script maps the last uncommented instance of an agent property to its corresponding UAG configuration keyword and writes

the converted property to a file named uags. conf . yymmdd- hhnm

® On Windows XP and Server 2003, this file resides in %Al | User sProf i | e% Appl i cati on Dat a\ Uni ver sal \ conf, where
%Al | User sProfi | e%expands by default to C: \ Docunment s and Settings\ Al |l Users.

® On Windows Vista, Server 2008, and Windows 7, the file resides in %Al | User sPr of i | e% Uni ver sal \ conf , where
%Al | User sProf i | e%expands by default to C: \ Progr am Dat a.

This file becomes input to the Universal Products Install Merge utility (upimerge), which eventually combines the contents of the converted file

with the installed UAG configuration file, %Al | User sProf i | e% Appl i cati on Dat a\ Uni ver sal \ conf\ uags. conf.

If the opsner ge. vbs script fails, it will NOT stop the install.

Script output is written to % enp% opsner ge. | og.

Executing a UAG Crossgrade After a Workload Automation Install

A UAG crossgrade can be performed after an install by executing opsner ge. vbs via script.

The opsmer ge. vbs script accepts the following command line parameters:

Parameter

/opsdir

Jarcdir

/qnamedir

/help

Description

The Opswise Automation Center agent
install directory.

The location of the
uags. conf . yynmdd- hhmmfile, used as
input to the upimerge utility.

The location of the gname file that UAG
uses will be stored.

Displays command line help.

Default

C:\ opswi se.

Windows XP, Server 2003:

%Al | User sProfil e% Application Data\ Universal\conf\.archive,

where %Al | User sProf i | e%expands by default to C: \ Docunents And
Settings\Al |l Users.

Windows Vista, Server 2008, Windows 7:
%Al | User sProfil e% Uni versal \conf\.archive, where
%Al | User sProf i | e%expands by default to C: \ Pr ogr anDat a.

%°r ogr anfi | es% Uni ver sal \ UagSr v\ var.

n/a

To execute the script with cscri pt, use the following syntax:

cscript opsnmerge.vbs [/opsdir:dir]
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32-Bit Workload Automation 5 for Windows on 64-Bit Windows Systems

Overview
64-bit Windows Systems
Modifying the Working Folder for Universal Server Components
Applications Installed in the Windows System Folder
® Example 1
® Example 2
® |dentifying 32- and 64-bit Workload Automation 5 Installations

Overview

The information on this page applies only to 32-bit Workload Automation 5 packages installed on 64-bit Windows systems.

A native 64-bit Workload Automation 5 for Windows package, which was made available starting with the 5.1.0 release, requires no special
handling on 64-bit Windows systems.

64-bit Windows Systems

All Workload Automation 5 components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows Server 2003 SP1 and higher
Windows XP SP3

Windows Vista

Windows Server 2008

Windows 7

Windows Server 2008 R2

This page describes some modifications that may need to be made to the default installation options to ensure that the installed Workload
Automation 5 function correctly.

Modifying the Working Folder for Universal Server Components

On 64-bit Windows editions, the default installation folder for 32-bit applications is C: \ Program Fi | es (x86) .

The default installation folder for 32-bit Windows applications developed by Stonebranch is C: \ Program Fi | es (x86)\ Uni versal . The
Workload Automation 5 installation package should have no problems installing its applications to this directory.

Supported Stonebranch releases prior to 5.1.0, installed on 64-bit editions of Windows prior to XP SP2 or Server 2003 SP1, may receive this error
- 'C:\Program' is not recognized as an internal or external command, operable program or batch file - under the following circumstances:

® Universal Command Manager is run using the -script option.
® Universal Event Monitor Server invokes an event handler that executes a script.

1. Note
Stonebranch releases starting with 5.1.0 are only supported on Windows versions where the above error is not expected to
occur.

The error above is a result of the way that scripts are prepared for execution and the way that the Windows command shell interpreter reads a
quoted string containing special characters (thatis, & <> ()@ " | ).

Universal Command and Universal Event Monitor prepare scripts for execution by writing the script statements to a temporary .bat file in the
application's working directory. A command line statement containing that working directory's path is then constructed to execute the .bat file. By
default, this path includes the Program Fi | es (x86) directory. Because the path includes one of the special characters listed above, the
Windows command shell interpreter incorrectly parses the path, which results in the error above.

To resolve this issue, it is necessary to change the value (or location) of the Universal Command Server and/or Universal Event Monitor Server
working directory.

Either of the following changes can be made:

® |f short path names are permitted on your system, use the dir /x command from the command prompt to find the short name of the
Program Fi | es (x86) directory (for example, Pr ogr a~2). Use this value as part of the working directory's path name.

® Change the working directory to a location outside of the default installation path (for example, C: \ Uni ver sal ). This new location can
contain spaces, but it cannot contain any of the special characters listed above.
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The changes can be made either of two ways:

1. During installation.

|‘§ Stonebranch Workload Automation - InstallShield Wizard I

Universal Command Server Working Folder =T o ﬂbl-":II-IC:H

Click Mext to accept this folder, or didk Change to select a
different folder.

The Universal Command Server working folder is the default location used by
the server during execution of the process requested by a Universal
Command manager. If the process is run with security enabled, the user
name used to execute the process is appended to the path chosen below,
If & subdirectory matching the user name does not exist, one will be
created. If security is not enabled, no subdirectory is created, and the
working folder is the path selected below.

The default working folder is wathin the Universal installation path. However,

any path may be chosen. When selecting a path, the primary consideration
should be that it is accessible to all of those using Universal Command.

J Set working folder to:

C:\Universal\UCmdHome | Change... |

< Back Mext > Cancel I

2. Any time after installation via the Universal Configuration Manager, on the Component Definitions page for Universal Broker.

Univerzal Configuration Manager EE I

|nztalled Companemts: Component Definitions
&~ Uriverzal Application Cantainer &«
- Universal Automation Center Re Iniversal component definitions are lizted below. To edit a component
- Universal Broker defimition, choose the iter from the list and select the Edit buttan,

- Mezzage Options
- Metwork, O ptions

- Runtime O ptions Component Name| Component T_I,Ipe| Start Command | Configurati
- 55L Pratocal Options uac C:MProgramn Files...  C:ADocume
- Ewent Subsystern Options Lar C:\Program F!Ies... C:hDiocume
- Access Contral Lists ucrnd C:%Program Files... C:ADocume
 [Carpararh B ucH C:MProgramn Files...  C:ADocume
e Ldrm C:AProgram Files...  C:\Docume

- Active I:.Dmpcunents uernd uernd C:“Program Files...  C:\Docume
= Infarmation LIEms Lems C:AProgram Files...  C:\Docume

t- Uriverzal Command Manager —
i Univerzal Command Server

il Univerzal Control b anager
3l
H
3

- Universal Contral Server 4| | _pl
- Univerzal Data Mover Manager

I--LlnwersaIData Mu:uvlerSewerLI_I Edit |
QE. I Cancel |

-~ ] [ [

Applications Installed in the Windows System Folder
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The 32-bit Workload Automation 5 package installs several command-line applications in the Windows system folder. The default system folder
for 32-bit applications installed on 64-bit Windows editions is the %8y st enRoot % SysWOW54 directory (for example, C: \ W ndows\ SysWOW54).

The following table identifies the affected Workload Automation 5 applications.

File Name Description

ucert.exe Universal Certificate

ucmd.exe Universal Command Manager
ucopy.exe Universal Copy

uctl.exe Universal Control Manager
udm.exe Universal Data Mover Manager
ueld.exe Universal Event Log Dump Utility
uem.exe Universal Event Monitor Manager
uemload.exe Universal Event Monitor Load Utility
uencrypt.exe Universal Encrypt Utility
umet.exe Universal Message Translator
uquery.exe Universal Query

urc.exe Universal Return Code Utility

These applications can be executed using either the:

® 32-bit command shell (¥8yst enRoot % SysWOW4\ cd. exe)
® Default 64-bit command shell (%Syst enRoot % Syst enB2\ cnd. exe).

By default, the %5y st emRoot % SysWOW64 directory is not part of the system path. Therefore, to execute the above command line applications
using the 32-bit command shell, either:

® Directory must be added to the PATH environment variable.
® Complete path to the application and/or the 32-bit command shell must be specified.

Example 1

To execute UCOPY in the default 64-bit command shell, issue the following command:

¥8yst enRoot % SysWWOW64\ ucopy
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Example 2

To execute UCOPY within the 32-bit command shell, use the following:

%8y st enRoot % SysWOW64\ cnd. exe / C %Byst enRoot % SysWOW64\ ucopy

Identifying 32- and 64-bit Workload Automation 5 Installations

To help identify whether a 32- or 64-bit Workload Automation 5 installation exists on your system, look for the (x64) indicator in the package name
or file version information. If it is present, a 64-bit version of Workload Automation for Windows package is installed. If it is missing, the 32-bit
version of the Workload Automation for Windows package is installed.

For example, the screen shots below show 32- and 64-bit Workload Automation for Windows installs as they appear in Programs and Features on
a Windows Server 20008 system.

32-bit Workload Automation Install

a Control Panel\Programs and Features [_ |O] x|
‘(_)(—} E ~ Control Panel = Programs and Features - l&’] IS h @J

File Edit View Tools Help

Tasks Uninstall or change a program

View installed update:
i iy To uninstall a program, select it from the list and then dick "Uninstall”, "Change”, or "Repair”.

Get new programs online at

Windows Marketplace

- Organize » 1= Views - (7]
g Turn Windows features on or off %
Name = |v| Publisher |v| Install... |v| Size |v| AJ
E‘} Microsoft Office Project Server 2007 Microsoft Corporation 5/2f2009 19.1MB
|5 Microsoft SQL Server 2005 Microsoft Corporation 5/2f2009 70.6 MB
|3 Microsoft SQL Server Mative Client Microsoft Corporation 5/2/2009 5,75 MB
|| Microsoft SQL Server Setup Support Files (English)  Microsoft Corporation 5/2/200% 19.2 MB
|5} Microsoft SQL Server VSS Writer Microsoft Corporation 522009 1.0 MB

Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 10/10/2011 554 KB

[ Microsoft Visual C++ 2010 x64 Redistributable - ...  Microsoft Corporation 11/27/2011 13.6 MB
(8 Microsoft Visual C++ 2010 x86 Redistributable - ...  Microsoft Corporation 11/27/2011 11.0MB
£7 Microsoft Windows SDK for Windows 7 7.1) Microsaft Corporation 11/27/2011 63.5MB
@ Mozila Firefox (3.5.2) Mozila 9/7/2009 26.3MB
& operven 2.1.rc7 11/1/2008 2,80 MB
i1 Stonebranch Workload Automation Stonebranch, Inc. 12/15/2011 60,5 MB
i71l; Stonebranch Workload Automation for S04 Stonebranch, Inc, 12{15/2011 106 MB
il Universal Enterprise Controller Stonebranch, Inc. 12f15/2011 18.4MB
i1 Universal Enterprise Controller Client Applications Stonebranch, Inc. 12/15/2011 3.92MB
%\ﬁm 7.1 (zelf-nstalling) 7f3f2005 24.6 MB
2 WinCvs 2,0 CvsGui 11/28/2011 2,23 MB =

64-bit Workload Automation Install (with x64 label)
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E‘ Control Panel\Programs and Features [_ (O]

= Control Panel » Programs and Features

File Edit WView Tools Help

Tasks Uni Il or ch ap

View installed updates
pd To uninstall a program, select it from the list and then dick "Uninstall”, "Change”, or "Repair™,

Get new programs online at

Windows Marketplace

_ _ Organize v = Views - (7]
g Turn Windows features on or off
Name = |v| Publisher |v| Install.. . |v| Size |v| ;l
ﬂia’osof‘t Office Project Server 2007 Microsoft Corporation 5422005 19.1MB
.j Microsoft SQL Server 2005 Microsoft Corporation 5/2f2009 70.6 MB
d Microsoft SQL Server Native Client Microsoft Corporation 5/2f2009 5.75MB
|_‘] Microsoft SQL Server Setup Support Files (English) — Microsoft Corporation 5/2f2009 19.2MB
|5 Microsoft SQL Server VSS Writer Microsoft Corporation 5/2f2009 1.08 MB
[ icrosoft Visual C++ 2005 Redistributable Microsoft Corporation 10/10/2011 554 KB
Microsoft Visual C++ 2010 %64 Redistributable -... Microsoft Corporation 11/27/2011 13.6 MB
|B|Microsoft Visual C++ 2010 x86 Redistributable - ... Microsoft Corporation 11/272011 11.0MB
:,.’ Microsoft Windows SDK for Windows 7 (7.1) Microsoft Corporation 11/272011 63.5MB
@Mozilla Firefox (3.5.2) Moszilla 9f7f2009 26.3MB
K€ operven 2.1 rc7 1112008 2,80 MB
\.i Stonebranch Workload Automation (x64) Stonebranch, Inc. 12/15/2011 72.8MB
“1 Stonebranch Workload Automation for SOA Stonebranch, Inc. 12/15/2011 106 MB
Universal Enterprise Controller Stonebranch, Inc. 12/15/2011 18.4MEB
) Universal Enterprise Controller Client Applications Stonebranch, Inc. 12/15/2011 3.92MB
%Vim 7.1 (zelf4nstaling) 732009 24.6 MB
#WinCvs 2.0 CvsGi 11f28/2011 2,23 MB 5]

The (x64) label also appears in a component’s version information, which is obtained by executing the component with the —v command line
option.

For example, a 64-bit Universal Command Manager displays version information similar to that shown below when the —v option is passed to
ucnd. exe:

C:\ User s\ Admi ni strator>ucnd -v

ucnd 5.1.0 Level O Release Build 100 (x64) 11/22/11 17:24: 49
xps 5.1.0 Level 0 Build 100 11/22/11 17:18:02

(c) Copyright 2000-2011 Stonebranch, Inc. Al rights reserved.

The 32-bit version of Universal Command Manager displays the same version information, but the (x64) label is not shown.
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Workload Automation 5 for Windows - File Inventory Lists

Workload Automation 5 for Windows - File Inventory Lists
Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Connector

Universal Control Manager
Universal Control Server
Universal Data Mover Manager
Universal Data Mover Server
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Configuration Manager
Universal Copy

Universal Encrypt

Universal Event Log Dump
Universal Message Translator
Universal Products Install Merge
Universal Query

Universal Spool Utilities

System Files

Workload Automation 5 for Windows — File Inventory Lists

The Workload Automation 5.1.0 for Windows package includes the files required for the following components / utilities:

Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Configuration Manager
Universal Connector

Universal Control Manager
Universal Control Server
Universal Copy

Universal Data Mover Manager
Universal Data Mover Server
Universal Encrypt

Universal Event Log Dump
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Products Install Merge
Universal Query

Universal Spool Utilities

Universal Broker and Universal Configuration Manager always are installed. Other components are installed as desired. If any of the components
already are installed, Windows Installer will upgrade them to the latest version.

This page lists the files installed with each Workload Automation 5 for Windows component. The file paths specified are relative to the root
installation directory (for example, C:\Program Files\Universal) that was specified during the installation.

Iltems shown with a path of System32 are installed in the Windows system folder. The actual name of this directory depends on the Windows
version. It may also depend on whether the 32-bit or the 64-bit Workload Automation package is installed:

® For all supported 32-bit Windows editions, the path is \ W ndows\ Syst en82.
® For all supported 64-bit Windows editions when the 64-bit Workload Automation package is installed, the path is \ W ndows\ Syst enB2.
® For all supported 64-bit Windows editions when the 32-bit Workload Automation package is installed, the path is \ W ndows\ Sys\Ww64.

Universal Automation Center Agent

File Description

UAGSrv\bin\uagsrv.exe Universal Automation Center Agent Application program.
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UAGSrv\bin\uagscfg.dll Universal Automation Center Agent configuration control.

UAGSrv\bin\uagscfg.hlp Universal Automation Center Agent bootstrap configuration control help file.

UAGSrv\bin\ops_copyfile.exe Universal Automation Center Agent copy utility.

UAGSrv\bin\ops_scan.exe Universal Automation Center Agent scan utility.

UAGSrv\bin\opsmerge.vbs Visual Basic script used to migrate an existing 1.5, 1.6, or 1.7 OpsWise agent to
UAG.

UAGSrv\bin\ftp\bin\cygwin1.dll Cygwin library, version 1005.25.0.0 (provided to ensure compatibility with the

Cygwin FTP client).

UAGSrv\bin\ftp\bin\ftp.exe Cygwin FTP client, version 1.3.2.
UAGSTrv\bin\sftp\bin\cygcrypto-0.9.8.dll Cygwin encryption library
UAGSrv\bin\sftp\bin\cyggcc_s-1.dll Cygwin GCC library
UAGSrv\bin\sftp\bin\cygssp-0.dll Cygwin GCC Static Stack Protection library
UAGSrv\bin\sftp\bin\cygwin1.dll Cygwin library, version 1007.5.0.0
UAGSrv\bin\sftp\bin\cygz.dll Cygwin Zlib library
UAGSrv\bin\sftp\bin\expect.exe Interactive program automation utility
UAGSrv\bin\sftp\bin\sftp.exe Secure FTP client
UAGSTrv\bin\sftp\bin\sftp.exp SFTP sample script for Expect utility
UAGSrv\bin\sftp\bin\ssh.exe Secure shell client
UAGSrv\bin\sftp\library\init.tcl TCL initialization script
UBroker\tmpl\uagcmp Template file for the UAG component definition.
UBroker\tmpl\uagcfg Template file for the UAG configuration.
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nis\uagmceng.umf

%ALLUSERSPROFILE%\Application
Data\Universal\confluags.conf

%ALLUSERSPROFILE%\Application
Data\Universal\comp\uag

Universal Broker

File

UBroker\bin\ubroker.exe

UBroker\bin\ubrsvc.exe

UBroker\bin\ubrcfg.dll

UBroker\bin\ubrbscfg.dll

UBroker\bin\ubrbscfg.hlp

UBroker\bin\ubrcfg.hlp

UBroker\bin\ubrdbrec.bat

UBroker\tmpl

nls\*.utt

nis\ussmceng.umc

%ALLUSERSPROFILE%\Application

Data\Universal\confluacl.conf

%ALLUSERSPROFILE%\Application
Data\Universal\conflubroker.conf

173 / wabl0-install&admin

Workload Automation 5.1.0 Installation and Administration Guide

English message catalog.

UAG configuration file.

UAG component definition file.

Description.

Console application program.

Windows service program.

Used by Universal Configuration Manager to manage Broker properties.

Used by the Universal Configuration Manager to manage bootstrap options when the
local Broker is running in managed mode.

Universal Broker bootstrap configuration help file.

Universal Broker configuration help file.

Recovers Workload Automation database files.

XML template files used by I-Management Console for remotely configuring
Workload Automation.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Access Control List (ACL) configuration file . %ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Universal Broker configuration file. %ALLUSERSPROFILE% is a system
environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.



Universal Command Manager

File

System32\ucmd.exe

UCmdMgr\bin\ucmccfg.dll

UCmdMgr\bin\ucmccfg.hlp

nls\*.utt

nis\ucmmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\conflucmd.conf

Universal Command Server

File

UCmdSrvibin\ucmsrv.exe

UCmdSrv\bin\ucmscfg.dll

UCmdSrv\bin\ucmscfg.hlp

System32\urc.exe

nis\*.utt

nls\ucmmceng.umc

%ALLUSERSPROFILE%\Application

Data\Universal\comp\ucmd

Workload Automation 5.1.0 Installation and Administration Guide

Description

Application program.

Used by Universal Configuration Manager to manage Universal Command Manager
properties.

Universal Command Manager configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Command Manager configuration file. %ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Command Server
properties.

Universal Command Server configuration help file.

Universal Return Code utility.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Command Server component definition file. %ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

%ALLUSERSPROFILE%\Application
Data\Universal\conflucmds.conf

Universal Command Server configuration file. % ALLUSERSPROFILE% is a system
environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.
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Universal Connector

File Description

\USap\bin\usap.exe Universal Connector application program.

\USap\bin\uspcfg.dll Used b_y Universal Configuration Manager to manage Universal Connector
properties.

\USap\bin\uspcfg.hlp Universal Connector configuration control context-sensitive help file.

\USap\bin\librfc32.dll SAP Remote Function Call (RFC) library, v7100.

® For 32-bit packages, the file version is 7100.3.143.6091.
® For 64-bit packages, the file version is 7100.1.269.7182.

\UBroker\tmpl\uspcfg Universal Connector remote configuration template.
\nIs\uspmceng.umc Universal Connector English message catalog.
\nls\*.stt Spoollist translation table files.
%ALLUSERSPROFILE%\Application Universal Connector configuration file.

Data\Universal\conflusap.conf

Universal Control Manager

File Description

System32\uctl.exe Application program.

UCtIMgr\bin\uctccfg.dll Used by Universal Configuration Manager to manage Universal Control Manager
properties.

UCtIMgr\bin\uctccfg.hlp Universal Control Manager configuration help file.

nis\*.utt Code page files used for text translation between different operating systems and
platforms.

nls\uctmceng.umc English message catalog.

%ALLUSERSPROFILE%\Application Universal Control Manager configuration file. %ALLUSERSPROFILE% is a system
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Data\Universal\confluctl.conf

Universal Control Server

File

UCtISrv\bin\uctsrv.exe

UCtISrv\bin\uctscfg.dll

UCtISrv\bin\uctscfg.hlp

NIs\*.utt

NIs\uctmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\comp\uctl

%ALLUSERSPROFILE%\Application
Data\Universal\confluctls.conf

Universal Data Mover Manager

File

System32\udm.exe

UdmMgr\bin\udmccfg.dll

UdmMgr\bin\udmccfg.hlp

nis\*.utt

nls\udmmceng.umc

%ALLUSERSPROFILE%\Application
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environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Control Server
properties.

Universal Control Server configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Control Server component definition file. %ALLUSERSPROFILE% is a

system environment variable that expands to the All Users profile directory, typically

C:\Documents and Settings\All Users.

Universal Control Server configuration file. %ALLUSERSPROFILE% is a system
environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Data Mover
Manager properties.

Universal Data Mover Manager configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Data Mover Manager configuration file. % ALLUSERSPROFILE% is a



Data\Universal\confludm.conf

Universal Data Mover Server

File

UdmSrv\bin\udmsrv.exe

UdmSrv\bin\udmscfg.dll

UdmSrv\bin\udmscfg.hlp

nis\*.utt

nls\udmmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\comp\udm

%ALLUSERSPROFILE%\Application
Data\Universal\confludms.conf

Universal Event Monitor Manager

File

System32\uem.exe

UemMgr\bin\uemccfg.dll

UemMgr\bin\uemccfg.hlp

nls\*.utt

nls\uemmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\confluem.conf
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system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Data Mover Server
properties.

Universal Data Mover Server configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Data Mover Server component definition file. % ALLUSERSPROFILE% is
a system environment variable that expands to the All Users profile directory,
typically C:\Documents and Settings\All Users.

Universal Data Mover Server configuration file. % ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Event Monitor
Manager properties.

Universal Event Monitor Manager configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Event Monitor Manager configuration file. % ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
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Universal Event Monitor Server

File

System32\uemload.exe

UemSrv\bin\uemsrv.exe

UemSrv\bin\uemscfg.dll

UemSrv\bin\uemscfg.hlp

nis\*.utt

nis\uemmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\comp\uemd

%ALLUSERSPROFILE%\Application
Data\Universal\comp\uems

%ALLUSERSPROFILE%\Application
Data\Universal\confluems.conf

Universal Configuration Manager

File

UCfgMgr\bin\ucfgmgr.cpl

UCfgMgr\bin\ucfgmagr.cpl

Universal Copy

File
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C:\Documents and Settings\All Users.

Description

Event definition and event handler database load utility.

Application program.

Used by Universal Configuration Manager to manage Universal Event Monitor Server
properties.

Universal Event Monitor Server configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Component definition file for the Universal Event Monitor Demand-Driven Server.
%ALLUSERSPROFILE% is a system environment variable that expands to the All
Users profile directory, typically C:\Documents and Settings\All Users.

Component definition file for the Universal Event Monitor Event-Driven Server.
%ALLUSERSPROFILE% is a system environment variable that expands to the All
Users profile directory, typically C:\Documents and Settings\All Users.

Universal Event Monitor Server configuration file. % ALLUSERSPROFILE% is a
system environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Universal Configuration Manager control panel application.

Universal Configuration Manager help file.

Description
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System32\ucopy.exe

Universal Encrypt

File

System32\uencrypt.exe

Universal Event Log Dump

File

System32\ueld.exe

UEld\bin\uelcfg.dll

UEId\bin\uelcfg.hlp

NIs\uelmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\conflueld.conf

Universal Message Translator

File

System32\umet.exe

Universal Products Install Merge

File

UPIMerge\bin\upimerge.exe

Universal Query

File
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Utility used for binary file copies. Similar to the UNIX cat command. Installed only if
Universal Command Server is installed.

Description

Application program. Installed only if Universal Command Manager is installed.

Description

Application program.

Used by Universal Configuration Manager to manage Universal Event Log Dump
properties.

Universal Event Log Dump configuration help file.

English message catalog.

Universal Event Log Dump configuration file. %ALLUSERSPROFILE% is a system
environment variable that expands to the All Users profile directory, typically
C:\Documents and Settings\All Users.

Description

Application program, always installed. Used to map application-specific error
messages to error codes.

Description

Application program, always installed. Provides command line access to the same
functionality used by the Workload Automation installation to merge options from a
new configuration file into an existing file.

Description
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System32\uquery.exe

UQuery\bin\ugrcfg.dll

UQuery\bin\ugrcfg.hlp

NIs\*.utt

NIs\ugrmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\confluquery.conf

Universal Spool Utilities

File

USpool\bin\uslist.exe

USpool\bin\usirm.exe

USpool\bin\udb_archive.exe
USpool\bin\udb_dump.exe
USpool\bin\udb_load.exe
USpool\bin\udb_recover.exe
USpool\bin\udb_stat.exe
USpool\bin\udb_upgrade.exe
USpool\bin\udb_verify.exe

System Files

Application program.

Used by Universal Configuration Manager to manage Universal Query properties.

Universal Query configuration help file.

Code page files used for text translation between different operating systems and
platforms.

English message catalog.

Universal Query configuration file.

%ALLUSERSPROFILE% is a system environment variable that expands to the All
Users profile directory, typically C:\Documents and Settings\All Users.

Description

Used to list the contents of Universal Spool files.

Used to remove records from Universal Spool files.

Miscellaneous spool file utilities. Should be used only for debugging purposes, and
only at the request of Stonebranch, Inc. Customer Support.

The following files will be installed only if they are newer than the existing file.

The directories shown in the following table are relative to the %SYSTEMROOT% directory, where %SYSTEMROOT% is an environment
variable that resolves to C:\Windows on all Windows platforms.

File

System32\asycfilt.dll

System32\comcat.dll
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Description

Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

Version 4.71.1460.1 of the Microsoft Component Category Manager library.
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Microsoft C-Runtime v8.0. 1 Version 8.0 of the Microsoft C runtime side-by-side assembly.

® For 32-hit packages, the file version is 8.0.50727.762.
® For 64-bit packages, the file version is 8.0.50727.4053.

Microsoft Foundation Classes v8.0.50727.762 2 Version 8.0.50727.762 of the Microsoft Foundation Class (MFC) side-by-side
assembly.
System32\msiexec.exe Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer

for more information).

System32\oleaut32.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\olepro32.dll Version 5.0.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\psapi.dll Version 4.0.1371.1 of the Microsoft process status library

System32\stdole2.tlb Version 2.40.4275.1. This file is one of the components of the Microsoft OLE
library.

1 The Microsoft C-Runtime distribution consists of several files, which are subject to change. Refer to Microsoft documentation for a complete
list of files delivered with the specified runtime version.

2 The Microsoft Foundation Classes (MFC) distribution consists of several files, which are subject to change. Refer to Microsoft documentation
for a complete list of files delivered with the specified MFC version.
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Universal Enterprise Controller for Windows

Error formatting macro: redirect: java.lang.NullPointerException
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Universal Enterprise Controller for Windows - Overview

Overview

The following information is provided for the installation of Universal Enterprise Controller for Windows:
® Universal Enterprise Controller for Windows - Package
® Universal Enterprise Controller for Windows - Installation Requirements
® Universal Enterprise Controller for Windows - Installation Procedures
® Universal Enterprise Controller for Windows - 64-Bit Windows Editions
® Universal Enterprise Controller for Windows - Database Configuration

® Universal Enterprise Controller for Windows - File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Universal Enterprise Controller for Windows - Package

® Components
® Component Compatibility
Components

The Universal Enterprise Controller (UEC) 5.1.0 for Windows package includes a single component:

® Universal Enterprise Controller 5.1.0

1. Note
Installations of Universal Enterprise Controller v110-3 and earlier also included desktop application versions of the Universal
Enterprise Controller Client Applications: I-Administrator, |-Activity Monitor, and I-Management Console.

As of v110-4, these client applications are contained in their own, separate installation package (see UEC Client Applications - Package).

Component Compatibility

The following table identifies the compatibility of Universal Enterprise Controller 5.1.0 for Windows with previous component / product versions.

Component Compatibility
Universal Enterprise Controller 5.1.0 ® Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 2.2.0.
* Not compatible with previous versions of Universal Enterprise Controller Client
Applications.

The component references pertain to all supported platforms for that version.
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Universal Enterprise Controller for Windows - Installation Requirements

System Requirements

One of the supported Windows operating systems. Currently, the following Windows operating systems are supported for Universal
Enterprise Controller for Windows:

Windows Server 2003 SP1 and higher
Windows XP SP3

Windows Vista

Windows Server 2008

Windows 7

Windows Server 2008 R2

Windows Server 2012

An account with administrative privileges.
Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to
3.1.4000.1823 is installed, or if required files are in use at the time of the installation.

TCP/IP.

About 35 megabytes of disk space.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.
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Universal Enterprise Controller for Windows - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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Universal Enterprise Controller for Windows - Installation Procedures Overview

Overview

The following procedures are provided for the installation and modification of Universal Enterprise Controller (UEC) for Windows:
® |Installing UEC via the Graphical Interface
® Modifying a UEC Installation via the Graphical Interface
® |Installing UEC via the Command Line Interface

® Modifying a UEC Installation via the Command Line Interface
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Installing UEC via the Graphical Interface

Installing Universal Enterprise Controller via the Windows Installer Graphical Interface

To install Universal Enterprise Controller using the Windows Installer graphical interface, perform the following steps:

Step 1 Download the Universal Enterprise Controller for Windows product distribution file, sb-UECtIr-5.1.0.<level>-windows-i386.exe, to
your work station.
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Step 2 Execute the distribution file to extract the files.

189 /

1 Note
If you already have extracted the files from the distribution file, but cancelled installation in order to separately install
Windows Installer, you can simply double-click the extracted Universal Enterprise Controller installation file,
UECtIr.msi, to begin the installation.

ﬂ Installing over a Remote Desktop Session
Starting with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in
user. This means that extraction may use an environment setting that is not available once the Remote Desktop
session ends.

For example, the distribution file’s default extraction location is based on the TEMP environment variable. The
location referenced by this variable can change between Remote Desktop sessions, and any files extracted there
may not be accessible after the session is closed.

To ensure that extracted files and other required resources are accessible after the initial install, extract the files to a
well-known location that is not likely to change between Remote Desktop sessions.

Refer to the Microsoft documentation on the Remote Desktop feature for additional information.

The installation starts after the files are extracted.

It first will verify that your machine meets the minimum system requirements (see Universal Enterprise Controller for Windows -
Installation Requirements). If the requirements are met, a Welcome dialog displays.

i'é'a Univerzal Enterprise Controller - InstallShield Wizard |

universal

ENTERPRIZE COMTRCALLER

sTO NebrancH

Welcome to the InstallShield Wizard for
Universal Enterprise Controller

The InstallShieldiR) Wizard will install Universal Enterprise
Controller on wour computer,

It is strongly recommended that you exie all Windows programs
before conkinuing with this installakion,

lick. Cancel to stop the installation and then close any programs
woul hawe running.  Click Mext bo conkinue wikh the installakion,

= Back I Mext = I Cancel
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Step 3  Click the Next button. A list of Universal Enterprise Controller components included in the installation package then displays. It is from
this list that you can select which components to install.

fi# Universal Enterprise Controller - InstallS hield Wizard |

Custom Setup ST NebrancH

Select the program features yvou want installed,

Zlick. on an icon in the lisk below ko change how a Feature is installed.

5 FEaburE Ve scrphian

Inskalls all Universal Enterprise
Conkroller compaonents,

-~ (= iversal Enterprise Contraller

<=l = | Universal Enterprise Controller Serwvic

This feature requires OKB an
vour hard drive, Ik has 1 af 1
subfeatures selecked, The

subfeatures require 10ME on

'l | | LI wour hard drive,
Install bo:
ZiProgram Files\Universal) harge. .. |
IristallEhield

Help Space < Back I Mext = I Cancel |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.
For an upgrade installation, either of the following icons displays next to an item:

® A drive icon indicates that the component is either:
® New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An X icon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

i) A Stonebranch Tip
If the installation detects an existing Universal Enterprise Controller installation, currently installed components may
be upgraded.
(Currently, there is no way to specify that the state of a currently installed component remain unchanged.)
If a component is selected for installation, and the version of the installed component is below the version of the
component being installed, the installed component will be replaced by the component being installed.
If a component is not selected for installation (that is, the X icon is selected), and it currently is installed, the new
installation will remove that component.

Step 4 The previous figure shows that all Universal Enterprise Controller components will be installed in their respective directories under the
C:\ Program Fi | es\ Uni ver sal directory.

1. If you want to select a different location, click the Change... button.

2. If you want to check the amount of disk space required for the installation, and the amount of available disk space on the
selected directory, click the Space button.
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Step 5  If you do not want to install a component:

1. Click the drive icon next to that component name.
2. From the drop\-down list that displays, select the X icon to mark the component as one not to be installed.

For example, the following figure indicates that the Universal Enterprise Controller Service has been selected to not be installed.

i& Universal Enterprige Controller - InstallS hield Wizard |

Custom Setup

ST Nebranc-

Select the program Features wou want installed,

Click on an icon in the list below to change how a feature is installed,

I - - feabure [Meschiptian
= i B e ke Installs the Universal Enterprise
----- niversal Enterprise Contraller Servi

“rnntraller BT carvicre annlicatinn
=0 Thiz feature will be installed on local hard diive.

=18 Thiz feature, and all subfeatures, will be installed on local hard drive.

=0 Thiz feature will be installed when required.

feature will not be available.

a

Install to:
C:\Program FilestUniversall UECEI, Change. .. |
Installsthield

Help Space < Back. I Mextk = I Cancel |
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Step 6 When you have selected the components (and their installation destinations) that you want to install, click the Next> button to continue
the installation process.

When the installation completes successfully, the Installation Complete dialog displays.

P

iz Univerzal Enterprize Controller - InstallShield ‘Wizard

universal

ENTERPRISE COMNTRCHLLER

sT NebrancH

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Universal
Enterprise Controller, Click Finish bo exit the wizard,

Before the Universal Enterprise Controller service can be run,
the license information you received with your distribution
package is required.

Select the option below ko run the Universal Configuration
Manager so that license information may be entered.

¥| Run the Universal Configuration Manager

¥ Start the Universal Enterprise Controller service

= Bach Finish Eanice]

Step 7 If the Universal Enterprise Controller service was installed, the following options display on this dialog:

® Run the Universal Configuration Manager
® Start the Universal Enterprise Controller service

License information must be entered into the Universal Enterprise Controller service's configuration before the service application will
run.

Select both of these options to enter the license information and then start the Universal Enterprise Controller service.

Step 8 Click the Finish button to exit Windows Installation.
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Modifying a UEC Installation via the Graphical Interface

Overview
Adding or Removing Universal Enterprise Controller Components
Repairing a Corrupted Universal Enterprise Controller Installation
Removing a Universal Enterprise Controller Installation

® Un-Installed Files

Overview
After Universal Enterprise Controller is installed, Windows Installer can be run as many times as needed to modify the installation.
These installation modifications are:

® Adding or Removing Universal Enterprise Controller Components
® Repairing a Corrupted Universal Enterprise Controller Installation
® Removing a Universal Enterprise Controller Installation

Adding or Removing Universal Enterprise Controller Components

To add or remove components from a Universal Enterprise Controller installation, perform the following steps:

Step 1 On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

& Add or Remove Programs _ O] x|

Currently installed programs: [T Show updates Sart by IName j
O Soundhax Size  201MB —
ﬁ! Steelray Project Viewer 3.1.3.0 Size  7I.01ME

Stonebranch Woaorkload Automation Size  ER.00ME

Stonebranch Workload Automation for S04 Size  105.00MEB
ﬁ Sun DDF Plugin for Microsaft Office 1.2 Size  B3.91MB
B TN3270 Plus Size  222MB
o TortoizeCW'S 1.8.18 Size 3 44MB
& Universal Enterprize Controller

support informatior,

Iniverzal Enterprize Controller Chent Applications Size 392ME

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog, below, replaces the Add or Remove Programs dialog.
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ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
4 Microsaft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
= Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
Opsiis= (remove only) 102542011 13.0MB
stonshrand Workload Automatan {64) stonshrand, Inc 1172011 FLEMB
Sionebranch Workload Automation for 308 Sionsbrand-, Inc. 11/9,/2011 104 MB
Universsl Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
¢ Universsl Enterprise Cortroller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Universal Enterprise Controller.

Step 3 Click the Change button to start Windows Installer.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.
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Li]

Program Maintenance =T mabhbraoncd

Madify, repair, or remowve the program,

Installing over a Remote Desktop Session

If Universal Enterprise Controller was installed via a Remote Desktop connection, the environment settings used
during that session may no longer be available. Starting with Windows Server 2003, Remote Desktop provides
distinct session environments for each logged-in user.

The distribution file’s default extraction location is based on the TEMP environment variable. The location referenced
by this variable can change between Remote Desktop sessions, and any files extracted there may not be accessible
after the session is closed. Consequently, any attempts to modify the installation may fail because the Windows
Installer can't locate the installation's source files (a dialog similar to the one shown below may be displayed).

2] The Ieatuss pou Se lving 50 L i on &
Frctvanrk

resolrce that i unavadabie

Chick 0K to by agan, o srber an shemele path o 5
folder containing the nstallation package UECIEms'
i the box bekoey.

L sounce:

|I'f SDOCUKME ~TWADMINE1WLOCAL S“"'I.Tnfrp'n.?ﬂ Breruze...

To resolve this issue, re-extract the distribution files to a location that is independent of a Remote Desktop
environment and specify that location in the dialog above. Keep in mind, however, that the extracted files must come
from the same distribution package used to do the initial install. If matching distribution files can't be found, Universal
Enterprise Controller must be uninstalled and then reinstalled with the desired modifications.

fi? Universal Enterprise Controller - InstallS hield Wizard |

IS

" Repair

" Remoye

IrstallEhield

Modify

Custom Selection dialog in which wou can change the way Features are

ﬂ Zhange which program features are installed, This option displays the
installed.

Repair inskallation errars in the pragram. This opkion fixes missing ar
cotrupt files, sharkouks, and registry entries,

@ Remove Universal Enterprise Contraller from wour computer,
e |

< Back I Mext = I Cancel
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Step 5 Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

i Universal Enterprise Controller - InstallS hield Wizard

e ST NebrancH

Select the program Features wou wank installed,

Click on an icon in the list below ko change how a feature is installed,

-~ = vI Universal Enterprise Controller
s Universal Enterprise Controller Servi

= Thiz feature will be inztalled on lozal hard drive.

Inskalls the Universal Enterprise

mantraller BT crewire annlicakinn

"Feature [SEscrphicn

=18 Thiz feature, and all subfeatures, will be installed on local hard drive.

=1 Thiz feature will be installed when required.

¥ Thiz feature will not be available.

4 a2 |

C:Program FilesiUniversaliUECE,

IristallEield

Help | = Back I Mext = I Cancel

Currently installed components are identified by a drive icon.
Uninstalled components are identified by an X icon.
Step 6 To remove a currently installed component:
1. Click the drive icon next to that component.
2. Select the X icon from the drop-down list to mark the component for removal.
Step 7 To add an uninstalled component:
1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
Step 8 Click the Next> button to continue with the modification.
When the madifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
® Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted Universal Enterprise Controller Installation

Windows Installer has the ability to recover accidentally deleted application files, configuration files, or registry entries required by Universal
Enterprise Controller. This repair feature will re-install the missing items, making a complete re-install unnecessary.

During a repair, any options stored in the Universal Enterprise Controller configuration file is preserved. If the UEC configuration file was deleted,
the installation will create a new configuration file with default values.

To repair an installation, perform the following steps:

Step 1
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On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

Currently installed programs:

[T Showupdates

& Add or Remove Programs _ O] x|

Sort by: |Name

e
O Soundiax Size  201MB
ﬁ! Steelray Project Viewer 3.1.3.0 Cize  FI901ME
Stonebranch “Workload Automation Size  EBR.OOME
Stonebranch "Workload Automation for S04 Size  105.00ME
I . a 5 .
ﬁ Sun DDF Plugin for Microsaft Office 1.2 Size  5191ME
B TN3270 Plus Size  2.22MB
o TortoizeCWS 1.8.18 Size q 44ME
&4, Univerzal Enterprize Controller
pragrar ar rem
Change or Rem
Iniverzal Enterprize Controller Chent Applications Size 392ME
Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
ﬁl'l Control Panel\Programs and Features _0]=
i._\jfﬁ) ﬁ » Corfral Panel = Programs and Features - 33 |‘_c.'!':' E
Fle Sdit vView Tooe Hep
Tasks Uninstall or change a program
podrattsxiakes Ta uniretall & program, celect it from the let and then ddk Unnetal”, "Change”, or "Repar”
Gt new programa orlne at
wirdows Marketplzoz -
} Organize * 1= Vimws = 7]
W Turn windowe featres on or off E
h Mame = | =] Publicher | =] st |+| sie | =]
i Apolication verifier (u54) Microsoft Corparation Bf17,/2010 G0.2MB
[*" attansic L1 Gigabét Ethemet Driver 10302008
[ Dehugging Tooks for Windows (x86) Microsaft Corporation 5fM1,/2009 16,0 MB
ﬁlﬂh‘l Tivoil Storage Manager Client 16 20872010 171MB
£5175= Runtime Erwkonment 5.0 Uipdate 14 Sun Mirosysters, Inc. 153010 145 ME
|5 JawadTM) 6 Update 15 [64-0it) Sun Mirosystems, [nc, 11202009 0.2 MB
Microsoft .NET Framewnrk 3.5 551 Mcroenft Corparation 3112008 3zamB
U5 Microsoft Office Project Server 2007 Mcrosoft Corporation Sf2/200% 15,1 MB
|5 Microsoft SCL Server 2005 Microsoft Corparation 522000 70,5 MB
|5 Micrasoft SCL Server Mative Cisnt Micragaft Corporation 522008 5.75MEB
|2 Micosoft 5CL Server Setup Support Fies (English)  Microseft Corporation 522005 15,2 MB
|5 Merosnft SCL Server VSs Wmsr Micrasoft Corparation 5/2/z00% LD2MB
[ Microsoft Visual C++ 2005 Redstributebl= Mcrosoft Corporation 10/10f2011 S54KB
& Mazila Frefox {3.5.2) Mezila /72000 26,3 MB
B ccenenz 1 o7 1112008 2BIMB
__| OpsWisz (remove enly) 10/25fan11 13.0Me
7 stonebranch Wordoad Automanan (x64) swonshrand, Inc. 1172011 FLEME
Stonchranc Workoed Automation for 504 Stonchrand-, Inc. 11/3/2011 104 MB
Universsl Enterprse Contraller Stencbrandh, Inc 11/8,2011 1B, 4 ME
< Universsl Enterprise Cormtraller Client Applications stonshrandy, Inc. 11/8/2011 3.92 ME
T vim 7.1 {aclf nstaling) FraE00s 24,5 MB
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Step 2 From the list of installed programs, select Universal Enterprise Controller.
Step 3 Click the Change button to start Windows Installer.

Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

i Universal Enterprise Controller - InstallShield Wizard

Program Maintenance =T I_IbI-CII-ICI—I

Modify, repair, or remove the progranm,

" Modify

Zhange which program features are installed. This option displays the
ﬁ Cuskom Selection dialog in which wou can change the way features are
installed.

= Repair

Repair installation errors in the program. This option Fixes missing or
corrupt files, shorkouks, and registey entrigs,

" Remove

@ Remove Liniversal Enterprise Contraller From wour computer,
e |

InstallEhield

< Back. I Mexk = I Zance|

Step 5 Click the Repair radio button, then Next>, to display the Ready to Repair dialog.

Step 6 Follow the instructions displayed in successive dialogs to complete the repair.

Removing a Universal Enterprise Controller Installation

To uninstall a Universal Enterprise Controller installation, perform the following steps:

Step 1

198 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

199 /

On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

Currently installed programs:

[T Showupdates

& Add or Remove Programs _ O] x|

Sort by: |Name

e
O Soundiax Size  201MB
ﬁ! Steelray Project Viewer 3.1.3.0 Cize  FI901ME
Stonebranch “Workload Automation Size  EBR.OOME
Stonebranch "Workload Automation for S04 Size  105.00ME
I . a 5 .
ﬁ Sun DDF Plugin for Microsaft Office 1.2 Size  5191ME
B TN3270 Plus Size  2.22MB
o TortoizeCWS 1.8.18 Size q 44ME
&4, Univerzal Enterprize Controller
pragrar ar rem
Change or Rem
Iniverzal Enterprize Controller Chent Applications Size 392ME
Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
ﬁl'l Control Panel\Programs and Features _0]=
i._\jfﬁ) ﬁ » Corfral Panel = Programs and Features - 33 |‘_c.'!':' E
Fle Sdit vView Tooe Hep
Tasks Uninstall or change a program
podrattsxiakes Ta uniretall & program, celect it from the let and then ddk Unnetal”, "Change”, or "Repar”
Gt new programa orlne at
wirdows Marketplzoz -
} Organize * 1= Vimws = 7]
W Turn windowe featres on or off E
h Mame = | =] Publicher | =] st |+| sie | =]
i Apolication verifier (u54) Microsoft Corparation Bf17,/2010 G0.2MB
[*" attansic L1 Gigabét Ethemet Driver 10302008
[ Dehugging Tooks for Windows (x86) Microsaft Corporation 5fM1,/2009 16,0 MB
ﬁlﬂh‘l Tivoil Storage Manager Client 16 20872010 171MB
£5175= Runtime Erwkonment 5.0 Uipdate 14 Sun Mirosysters, Inc. 153010 145 ME
|5 JawadTM) 6 Update 15 [64-0it) Sun Mirosystems, [nc, 11202009 0.2 MB
Microsoft .NET Framewnrk 3.5 551 Mcroenft Corparation 3112008 3zamB
U5 Microsoft Office Project Server 2007 Mcrosoft Corporation Sf2/200% 15,1 MB
|5 Microsoft SCL Server 2005 Microsoft Corparation 522000 70,5 MB
|5 Micrasoft SCL Server Mative Cisnt Micragaft Corporation 522008 5.75MEB
|2 Micosoft 5CL Server Setup Support Fies (English)  Microseft Corporation 522005 15,2 MB
|5 Merosnft SCL Server VSs Wmsr Micrasoft Corparation 5/2/z00% LD2MB
[ Microsoft Visual C++ 2005 Redstributebl= Mcrosoft Corporation 10/10f2011 S54KB
& Mazila Frefox {3.5.2) Mezila /72000 26,3 MB
B ccenenz 1 o7 1112008 2BIMB
__| OpsWisz (remove enly) 10/25fan11 13.0Me
7 stonebranch Wordoad Automanan (x64) swonshrand, Inc. 1172011 FLEME
Stonchranc Workoed Automation for 504 Stonchrand-, Inc. 11/3/2011 104 MB
Universsl Enterprse Contraller Stencbrandh, Inc 11/8,2011 1B, 4 ME
< Universsl Enterprise Cormtraller Client Applications stonshrandy, Inc. 11/8/2011 3.92 ME
T vim 7.1 {aclf nstaling) FraE00s 24,5 MB
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Step 2 From the list of installed programs, select Universal Enterprise Controller.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click Uninstall.

Step 3 Click the Change button to start Windows Installer.

Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

i',E—' Universal Enterprize Controller - InstallShield Wizard

Program Maintenance =T I'_'IEb it | g [

Modify, repair, or remowe the program,

i~ modify

Zhange which program features are installed. This option displays the
ﬁ Cuskom Selection dialog in which vwou can change the way Features are
installed.

" Repair

Repair installation errors in the program. This option Fixes missing or
corrupt files, shorkouks, and registry entries,

* Remove

@ Remove Universal Enterprise Contraller From wour computer,
& |

InstallEhield

< Back. I Mexk = I Zancel

Step 5 Select Remove and click the Next> button.

Step 6 On the subsequent dialog, click the Remove button to uninstall the installation.

Un-Installed Files

The un-install process will remove only those files created during the installation. Some files stored under the .\Universal install directory by
Universal Enterprise Controller, such as trace files, may be left behind after the uninstall. In this situation, those files and/or directories may simply
be deleted.

Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See Universal Enterprise
Controller for Windows - File Inventory Lists for a list of files and directories installed with Universal Enterprise Controller.)

In addition to those files and directories created by the Universal Enterprise Controller installation, there may be some shared files left behind
following an uninstall. These components will be removed when the last Stonebranch Inc. product that uses them is uninstalled.

200 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Installing UEC via the Command Line Interface

Installing Universal Enterprise Controller via the Windows Installer Command Line Interface
Windows Installer Command Line Syntax

Windows Installer Parameters

Windows Installer Installation Commands

Detecting the Completion of Silent Installs

Using the Distribution File for a Silent Install

Installing Universal Enterprise Controller via the Windows Installer Command Line Interface

This page describes how to install Universal Enterprise Controller using the Windows Installer command line interface.
The command line interface is useful in situations where:

® Several Universal Enterprise Controller installations must be deployed.
® ltis not practical or convenient to perform the graphical interface installation.

To use the Windows Installer command line interface, the Universal Enterprise Controller installation files first must be extracted from the product
distribution file. Since there is no command line option available to unpack the distribution file, this must be done via the graphical user interface:

Step 1 Download the Universal Enterprise Controller for Windows product distribution file, sb-UECtIr-5.1.0.<level>-windows-i386.exe, to
your work station.

Step 2 Execute the distribution file to extract the installation files.

Step 3 On the Location to Save Files dialog, select a location in which to store the installation files and click the Next> button to extract the
files.

.«"‘ Universal Enterprize Controller - InstallShield Wizard |

Location to Save Files
Where would wou like to save your files?

Please enter the Folder where you want these files saved, IF the folder does nok
exist, it will be created for you, To continue, click Mesxt,

Save files in Folder:

Cihniversal Enterprise Controller

Change... |

InstallEfield

= Barh Mexk = Cancel
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Step 4 On the Welcome dialog, click the Cancel button.

i'-..%l‘ Univerzal Enterprize Controller - IngtallShield Wizard

universal

EMTERPRIZE CONTRCHLER

sTiNebrancH

welcome to the InstallShield Wizard for
Universal Enterprise Controller

The InstallShield{F) Wizard will install Universal Enterprise
Controller on wour computer,

It is strongly recommended that you exic all Windows programs
before continuing with this installation,

Click. Cancel ko skop the installation and then close any programs
wou hawve running, Click Mext to continue with the installation,

= Back I Mext = I Cancel

At this point, all the installation files have been extracted into the location specified, but nothing has been installed.

You may now complete the install from the command line, with no additional graphical interaction required.

Typically, to install an application that uses Windows Installer, a program such as setup.exe is executed. This program usually checks to make
sure that a supported version of Windows Installer is installed. If one is not, the program will install it before proceeding. In fact, this is exactly
what happens when Universal Enterprise Controller for Windows is installed from the product distribution file.

There is a command line interface available for setup.exe, but running it is not really ideal for unattended installations. If Windows Installer is
installed or upgraded on the target system, a reboot may be required before the installation of Universal Enterprise Controller can continue (see
Determining if Windows Installer will be Installed or Upgraded).

A better way to install Universal Enterprise Controller from the command line is to execute Windows Installer, msiexec.exe (see Windows

Installer Installation Commands, below).

', Note
A silent install also can be performed from the Universal Enterprise Controller for Windows distribution file (see Using the
Distribution File for a Silent Install, below).

Windows Installer Command Line Syntax

The following figure illustrates the command line syntax when using Windows Installer to install Universal Enterprise Controller from the command
line.

nmei exec.exe [/1]|/fom/x] SetupPath\UECtIr. nsi
[ I NSTALLDI R=i nst al | di r]

[ UECTLR={ yes| no}]

[/q] [/L*v logfilepath]

The order in which the parameters are specified is significant. The /I, /f or /x command line switches must be first, followed by the name of the
installation file, UECtIr.msi.
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The parameters that set the installation directory, set the working folders, and control the installation of individual UEC components can be
specified in any order. However, because they are used to set properties within the installation script, they must be specified before the /q and /L
switches. These parameters are used only when the install switch (/) is used.

The /g and /L switches can be specified in any order, but, if used, must come after all other parameters.

Windows Installer Parameters

The following table describes the optional parameters that are available when using Windows Installer to install Universal Enterprise Controller

from the command line.

Parameter

/'l

/fom

I x

Set upPat h
\UECt | r. nBi

I NSTALLDI R

UECTLR

/L*v

Description

Installs Universal Enterprise Controller.

/I cannot be used with either the /fom (repair) or /x (remove) parameter.

Repairs a Universal Enterprise Controller installation.

om (after the /f) are options used by the repair. There are other options available, but for behavior that
matches the repair done from the graphical install, the om options must be used.

/fom cannot be used with either the /I (install) or /x (remove) parameter.
Removes Universal Enterprise Controller.

Ix cannot be used with either the /I (install) or /ffom (repair) parameter.

Path to the UECtIr.msi file. If the product distribution file is used, SetupPath will be whatever directory
into which the files are extracted. Of course, the files can be copied from the original extraction
directory into any location desired. In that case, SetupPath must point to the new location.

Sets the root installation directory to <i nst al | di r >. Each component will be installed under this
directory.

INSTALLDIR is required if you want to install UEC under a directory different from the one specified by
the PROGRAMFILES environment variable (typically C: \ Progr am Fi | es\ Uni ver sal ).

INSTALLDIR is valid only when the /I switch is used. Otherwise, it is ignored. If the directory contains
spaces, you must use double (" ) quotation marks around the path name.

Prevents the UEC service from being installed (if value is set to no). This has the same effect as
choosing not to install the Universal Enterprise Controller from the Custom Setup dialog (see Universal
Enterprise Controller for Windows - Installation Procedures).

It is valid only when the /I switch is used. Otherwise, it is ignored.

Instructs Windows Installer to run without a graphical interface (silent install).

If /q is omitted from the command line, UEC installation is started from the command line, but run with
a graphical interface. This is useful when an installation log file is desired.

See Windows Installer Command Line Syntax, Windows Installer Installation Commands, and
Detecting the Completion of Silent Installs, below, for additional information regarding silent installs.

Instructs Windows Installer to create an installation log file named <I ogf i | epat h> (full path name). If
<l ogf i | epat h> contains spaces, you must enclose it with double (" ) quotation marks.

*v are flags used to specify the level of detail (verbose) contained in the log file. To reduce the amount
of output generated, *v can be omitted. However, using these options is good practice; they can assist
Stonebranch Customer Support with problem determination should any errors occur during installation.

Windows Installer Installation Commands

Default

n/a

n/a

n/a

(none)

(none)

yes

n/a

n/a

The following commands allow installation of Universal Enterprise Controller from the command line using Windows Installer (msiexec.exe).
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To install all Universal Enterprise Controller components using a graphical interface, issue the following command:

nsi exec. exe /| SetupPath\UECtIr. nsi

To install the Universal Enterprise Controller service under D:\Universal (that is, a directory other than the one specified by the environment
variable PROGRAMFILES), issue the following command:

nmsi exec. exe /1 SetupPath\UECt|r.nsi | NSTALLDI R=D: \ Uni ver sal
Iq

To install all Universal Enterprise Controller components using the Windows Installer graphical interface, and instruct Windows Installer to write a
log file to C: \ Tenp\i nstal | . | og while performing the installation, issue the following command:

nsi exec.exe /| SetupPath\UECtIr.nmsi /I C\Tenp\install.log

To install all Universal Enterprise Controller components without using a graphical interface — that is, a silent install — issue the following
command:

nmei exec. exe /1 SetupPath\UECtIr.nsi /q

Detecting the Completion of Silent Installs

When the /q switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no
feedback is provided indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that may be used to detect when the Windows Installer process ends is to execute it using the system's start command. Using
available command line switches, the start command can be used to initiate the Windows Installer process and then wait for it to finish. When the
start command returns control to its calling process (for example, the command prompt), the process will have ended.

For example, from the command prompt, issue the following command to start the Universal Enterprise Controller installation and wait for it to
finish.

start /b /wait mnsiexec.exe /| SetupPath\UECtIr.nsi /q*

® The /b switch prevents the start command from opening a new window.
®* The /wait parameter causes the start command to start the application, msiexec.exe, and then wait for it to finish.

The syntax above can also be used to execute the start command from within a script, such as a .bat file.
For more information on the start command, go to the Windows command prompt and enter: start /?.
Using the Distribution File for a Silent Install

To perform a silent install using the Universal Enterprise Controller for Windows distribution file, issue the following command:

sb-UECtIr-5.1.0.0-wi ndows-i 386.exe /s /a /s /w/v" /gn"

The switches (from left to right) are defined as:

® /s

"Package for the Web" switch for silent install.
® Ja

"Package for the Web" switch to "add" commands (that is, send the next commands to setup.exe).
® /s

setup.exe switch for silent install.
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* /w
Wait switch, for a Basic MSI project, forces setup.exe to wait until the installation is complete before exiting.
LAY
setup.exe switch to pass arguments or options to the MSI package. Quotes must be in place if a space-separated command is passed to
the MSI.
® /gn
msiexec.exe switch for quiet install with no graphic display of progress.
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Modifying a UEC Installation via the Command Line Interface

Modifying a Universal Enterprise Controller Installation via the Windows Installer Command Line Interface
Adding or Removing Universal Enterprise Controller Components

Repairing a Corrupted Universal Enterprise Controller Installation

Removing a Universal Enterprise Controller Installation

Modifying a Universal Enterprise Controller Installation via the Windows Installer Command Line Interface

This page describes how to modify a Universal Enterprise Controller installation via the Windows Installer command line interface.

After Universal Enterprise Controller is installed, Windows Installer can be run as many times as needed to modify the installation by:
® Adding or Removing Universal Enterprise Controller Components

® Repairing a Corrupted Universal Enterprise Controller Installation
® Removing a Universal Enterprise Controller Installation

Adding or Removing Universal Enterprise Controller Components

Currently, it only is possible to add or remove Universal Enterprise Controller components using the Windows Installer graphical interface (see
Modifying a UEC Installation via the Graphical Interface).

Repairing a Corrupted Universal Enterprise Controller Installation

To recover accidentally deleted files or registry entries required by Universal Enterprise Controller using the Windows Installer command line
interface, use the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that are
missing or older than the version contained in the Universal Enterprise Controller distribution file.

To repair a Universal Enterprise Controller installation from the command line, issue the following command:

nmei exec. exe /fom SetupPath\UECtIr.nmsi /q

To repair a Universal Enterprise Controller installation using the Windows Installer graphical interface, and instruct Windows Installer to write a log
file to C: \ Tenp\ r epai r. | og while running the repair, issue the following command:

nmsi exec. exe /fom SetupPath\UECtIr.nmsi /I C \Tenp\repair.|og

Removing a Universal Enterprise Controller Installation

To uninstall Universal Enterprise Controller using the Windows Installer command line interface, use the /x switch. Issue the following command:

nmei exec. exe /x SetupPath\UECtIr.nsi /q

206 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Universal Enterprise Controller for Windows - 64-Bit Windows Editions

® Universal Enterprise Controller - Installing on 64-bit Windows Editions
® Applications Installed in the Windows System Folder

® Example 1

® Example 2

Universal Enterprise Controller — Installing on 64-bit Windows Editions

All Workload Automation 5 components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows XP

Windows Server 2003
Windows Vista

Windows Server 2008
Windows 7

Windows Server 2008 R2

This page describes some modifications that may need to be made to the default installation options to ensure that the installed Universal
Enterprise Controller components function correctly.

Applications Installed in the Windows System Folder

The Universal Enterprise Controller package installs several command-line applications in the Windows system folder. The default system folder
for 32-bit applications installed on 64-bit Windows editions is the %8y st enRoot % SysWOW54 directory (for example, C: \ W ndows\ SysWOW64).

The following table identifies the affected Workload Automation 5 applications.

File Name Description
ucert.exe Universal Certificate
uecload.exe UEC Load
uencrypt.exe Universal Encrypt

These applications can be executed using either the:

® 32-bit command shell (%SystemRoot%\SysWOW64\cmd.exe)
¢ Default 64-bit command shell (%SystemRo0t%\System32\cmd.exe).

By default, the %5y st emRoot % SysWOW64 directory is not part of the system path. Therefore, to execute uecload.exe using the 32-bit command
shell, either:

® Directory must be added to the PATH environment variable.
® Complete path to the application and/or the 32-bit command shell must be specified.

Example 1

To execute UECLoad in the default 64-bit command shell, issue the following command:

Y8y st enRoot % SysWOWe4\ uecl oad

Example 2

To execute UECLoad within the 32-bit command shell, issue the following command:
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%8y st enRoot % SysWOWe4\ cnd. exe / C %Byst emRoot % SysWOW64\ uecl oad
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Universal Enterprise Controller for Windows - Database Configuration

Universal Enterprise Controller — Database Configuration
Berkeley DB uses a temporary cache in memory to manage its databases. If this cache becomes sufficiently large, it must be written to disk.

Berkeley DB has a default location for storing temporary cache files, but if UEC cannot access that location, or there is no space to write these
files in the default location, the following error can occur in UEC, and UEC shuts down:

UNV4301D Database error: 'temporary: write failed for page XXXXX'

To work around this issue, perform the following steps to write the temporary cache files to the UEC database directory:

Step 1 Inside the UEC database directory, create a text file named DB_CONFIG.
Step 2 Inside the DB_CONFIG file, add the following string:

set _tnp_dir *dbpat h*

(dbpat h is the path to the location in which the database files reside.)

Step 3 Start/ restart UEC.
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Universal Enterprise Controller for Windows - File Inventory Lists

Universal Enterprise Controller - File Inventory Lists
Universal Enterprise Controller

Universal Products Install Merge Utility

System Files

Universal Enterprise Controller — File Inventory Lists
The Universal Enterprise Controller installation includes the files required for the following components / utilities:
® Universal Enterprise Controller
® Universal Configuration Manager
® Universal Products Install Merge
The Universal Configuration Manager is installed whenever Universal Enterprise Controller is installed. It is used to maintain the configuration
options for the Universal Enterprise Controller service. If any of the components already are installed, Windows Installer will upgrade them to the

latest version.

The files installed with each Universal Enterprise Controller component / utility are listed in the following tables. The file paths specified are
relative to the root installation directory (for example, C: \ Pr ogr am Fi | es\ Uni ver sal ) that was specified during the installation.

Iltems shown with a path of System32 are installed in the 32-bit system folder. The actual name of this directory depends on the Windows version:

® For all supported 32-bit Windows editions, the path is \ W ndows\ Syst enB2.
® For all supported 64-bit Windows editions, the path is \ W ndows\ SysWw64.

Universal Enterprise Controller

File Description

nis\*.utt Code page files used for text translation between different operating systems and platforms.

nIS\README.TXT Information about the contents of the .\nls directory.

nis\uecmceng.umc English message catalog.

UCfgMgr\bin\ucfgmgr.cpl Universal Configuration Manager control panel application.

UCfgMgr\bin\ucfgmgr.hlp Universal Configuration Manager help file.

UECtInbin\acl.xml Used to store Access Control List entries for Universal Enterprise Controller.

UECtIr\bin\brokers.xml Used to store a list of Universal Brokers that will be monitored by the Universal Enterprise
Controller.

UECtIr\bin\groups.xml Used to store defined groups of Universal Brokers.

UECtINbin\librfc32.dll Support file for Universal Enterprise Controller.
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UECtInbin\ueccfg.dll Used by Universal Configuration Manager to manage Universal Enterprise Controller
configuration options.

UECtInbin\ueccfg.hlp Universal Enterprise Controller configuration help file.

UECtIr\bin\uecdbrec.bat Recovers a Universal Enterprise Controller database, specified from the command line. The
default database is uec_evm.db.

UECtInbin\uecmsgnt.dll Used to write error messages to the Windows Application event log.
UECtIr\bin\uectlrs.exe Universal Enterprise Controller installation file.
UECtIr\bin\users.xml Used to store a list of user accounts authorized to use Universal Enterprise Controller and its

associated Client Applications: I-Administrator, |-Activity Monitor, and I-Management Console.

UPIMerge\bin\upimerge.exe Command line interface to configuration file merge routines).
USpool\bin\udb_dump.exe UEC database utility; to be used only upon request of Stonebranch, Inc. Customer Support.
USpool\bin\udb_load.exe UEC database utility; to be used only upon request of Stonebranch, Inc. Customer Support.

The following file is installed under %ALLUSERSPROFI LE% Appl i cati on Dat a, which, by default, resolves to:

® C:\Docunents and Settings\Al |l Users\Application Dataon2003and XP.
® C:\ ProgranDat a on Vista and Windows 2008 Server.

Universal\conf\ uec.conf Universal Enterprise Controller configuration file.

The following files are installed under environment variable %8y st enRoot % which, by default, resolves to:

® C:\ W ndows on all platforms.
® On x86 platforms, these files are installed under %Sy st emRoot % syst enB2.
® On x64 platforms, these files are installed under %8y st emRoot % SysWow64.

ucert.exe Universal Certificate utility, used to generate X.509 Certificates.
uecload.exe Universal Enterprise Controller load utility.
uencrypt.exe Universal Encrypt utility, used to encrypt sensitive Universal application command line options.

Universal Products Install Merge Utility

File Description
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UPIMerge\bin\upimerge.exe Application program, always installed. Provides command line access to the same functionality
used by the Workload Automation 5 installation to merge options from a new configuration file
into an existing file.

System Files

The following files will be installed only if they are newer than the existing files.

The directories shown in this table are relative to the %5YSTEMROOT%directory, where %SYSTEMROOT %is an environment variable that resolves to
C:. \ W ndows on all Windows platforms.

File Description

System32\asycfilt.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\comcat.dll Version 4.71.1460.1 of the Microsoft Component Category Manager library.

Microsoft C-Runtime v8.0.50727.762 1 Version 8.0.50727.762 of the Microsoft C runtime side-by-side assembly.

System32\msiexec.exe Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer

for more information).

System32\oleaut32.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\olepro32.dll Version 5.0.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\psapi.dll Version 4.0.1371.1 of the Microsoft process status library

System32\stdole2.tlb Version 2.40.4275.1. This file is one of the components of the Microsoft OLE
library.

1 The Microsoft C-Runtime distribution consists of several files, which are subject to change. Refer to Microsoft documentation for a complete
list of files delivered with the specified runtime version.
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UEC Client Applications

Error formatting macro: redirect: java.lang.NullPointerException
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UEC Client Applications - Overview

UEC Client Applications

The following information is provided for the installation of UEC Client Applications:

UEC Client Applications - Package

UEC Client Applications - Installation Requirements
UEC Client Applications - Installation Procedures
UEC Client Applications - 64-Bit Windows Editions

UEC Client Applications - File Inventory Lists
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UEC Client Applications - Package

Components

The Universal Enterprise Controller (UEC) 5.1.0 Client Applications for Windows package includes the desktop application versions of the
following components:
® |-Administrator 5.1.0

® |-Activity Monitor 5.1.0
® |-Management Console 5.1.0

Component Compatibility
The following table identifies the compatibility of Universal Enterprise Controller Client Applications 5.1.0 with previous component / product
versions.

Component Compatibility

Universal Enterprise Controller Client Applications Not compatible with previous versions of Universal Enterprise Controller for Windows.

5.1.0

The component references pertain to all supported platforms for that version.
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UEC Client Applications - Installation Requirements

® System Requirements
® Platform Requirements
® Java Runtime Environment

System Requirements

® One of the supported Windows operating systems. Currently, the following Windows operating systems are supported for UEC Client

Applications:
Windows Server 2003 SP1 and higher (Itanium not supported)
Windows XP SP3
Windows Vista
Windows Server 2008 (ltanium not supported)
Windows 7
Windows Server 2008 R2 (ltanium not supported)
® Windows Server 2012
An account with administrative privileges to install the UEC Client Applications is not required. However, the following conditions must be
met before they can be successfully installed:
® Account used for the installation must have write access to the desired destination folder.
® No system policies (defined in Windows by your system administrator) may be in place that prohibit non-Administrative accounts
from installing software.
Possible reboot: a reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to
3.1.4000.1823 is installed, or if required files are in use at the time of the installation.
TCP/IP.
About 5 megabytes of disk space. This value does not include space required for the Java Runtime Environment (JRE). See the JRE
installation requirements, available from Sun, for more information.
Sun Java Runtime Environment (JRE 1.5 or above).

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Java Runtime Environment

To run the UEC Client Applications, you also must have the Java Runtime Environment (JRE) version 1.5 or above. You can download the latest
JRE installation package directly from Sun's website, www.java.com.

216 /

& A Stonebranch Tip

Changes in Sun's versioning scheme for Java has created some confusion.

With version 1.2 of the Java environment, Sun began referring to Java as Java 2. The formal name was actually Java 2 with
SDK 1.2.

As of January 2008, version 1.6 is latest version of the Java environment - a newer version than the original Java 2.
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UEC Client Applications - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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UEC Client Applications - Installation Procedures Overview

UEC Client Applications - Installation Procedures

The following procedures are provided for the installation and modification of UEC Client Applications:
¢ Installing UEC Client Applications via the Graphical Interface
® Modifying a UEC Client Applications Installation via the Graphical Interface
® |Installing UEC Client Applications via the Command Line Interface

* Modifying a UEC Client Applications Installation via the Command Line Interface
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Installing UEC Client Applications via the Graphical Interface

Installing UEC Client Applications via the Windows Installer Graphical Interface

To install UEC Client Applications for Windows using the Windows Installer graphical interface, perform the following steps:

Step 1 Download the UEC Client Applications for Windows product distribution file, sb- UECI i ent - 5. 1. 0. <l evel >-w ndows- i 386. exe,
to your work station.
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Step 2 Execute the distribution file to extract the files.

220 /

1 Note
If you already have extracted the files from the distribution file, but cancelled installation in order to separately install
Windows Installer (see Windows Installer), you can simply double-click the extracted Client Applications installation
file, UEQ i ent . nsi , to begin the installation.

) Installing over a Remote Desktop Session
Starting with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in
user. This means extraction may use an environment setting that is not available once the Remote Desktop session
ends.

For example, the distribution file’s default extraction location is based on the TEMP environment variable. The
location referenced by this variable can change between Remote Desktop sessions, and any files extracted there
may not be accessible after the session is closed.

To ensure that extracted files and other required resources are accessible after the initial install, extract the files to a
well-known location that is not likely to change between Remote Desktop sessions.

Refer to the Microsoft documentation on the Remote Desktop feature for additional information.

The installation automatically will begin after the files are extracted.

It first will verify that your machine meets the minimum system requirements (see UEC Client Applications - Installation Requirements).
If the requirements are met, a Welcome dialog displays.

i Universal Enterprise Controller Client Applications - InstallShield Wizard

‘indesca  ‘infitran

sT NebrancH

ACTIVITY MONITOR | MANAGEMERT CONSOLE | ADMINIETEATOR

Welcome to the InstallShield Wizard for the
Universal Enterprise Controller Client
Applications

The InstallShigld(R) Wizard will install the Universal Enterprise
Conkroller Client Applications an your compuker, To cankinue,
click Mexk,

= Back I Mext = I Cancel
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Step 3

Click the Next button.

® |f the installation is being performed by a user account that is a member of the Administrators group, the Customer

Information dialog, below, displays).

® |f the installation is being performed by a user account that is NOT a member of the Administrators group, the Custom Setup

dialog displays (see Step 5).

i Universal Enterpnize Controller Chent Applications - InstallSheld Wizard

sT{NebrancH

Customer Information

Please select the desired installation bvpe.
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Step 4 Click the appropriate radio button on this dialog:

222 |/

® |f you want to perform an installation for all users with access to a given workstation, click Anyone who uses this computer.

This is referred to as a per-machine installation. When this type of installation is performed, shortcuts added to the Start
menu, and any configuration settings stored in the Windows registry, are placed in a location accessible to anyone who logs
on to that particular machine. This type of installation also creates an entry for UEC Client Applications in the Add or Remove
Programs list, accessible via the Windows Control Panel. However, only accounts with administrative privileges will be able
to:

® Modify the installation (see Modifying a UEC Client Applications Installation via the Graphical Interface)

® Uninstall the product (see Removing a UEC Client Applications Installation).

If you want to perform an installation for the user identified on this dialog, click Only for me. (This is the account performing
the installation.) This is referred to as a per-user installation. When this type of installation is performed, the Start menu
shortcuts, the configuration options stored in the Windows registry, and the application itself (depending on where it's
installed) will be accessible only by this user. This type of installation also creates an entry for UEC Client Applications in the
Add or Remove Programs list, accessible via the Windows Control Panel. However, it will be visible only by this user.

In this case, the user also will be able to:
* Modify the installation (see Modifying a UEC Client Applications Installation via the Graphical Interface).
® Uninstall the product (see Removing a UEC Client Applications Installation). For the UEC Client Applications to be
available to another user on this machine, that user also must perform a _per\-user_ installation.

Note

It is possible for a per-machine and a per-user installations to be performed on the same machine, although there is
no benefit in doing this. In that situation, when any user that has done a per-user installation is logged on, that
installation takes precedence. If the user removes the Client Applications, the per-machine installation will remain in
effect. Conversely, if the per-machine installation is removed, users that have performed a per-user installation will
still have access to Client Applications.

iy A Stonebranch Tip

For Non-Administrative Users:
Because per-machine installations require access to certain system resources to which most non-Administrative
accounts do not have access, all installations performed by non-Administrative users are per-user installations.
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Step 5 Click the Next> button. A list of UEC Client Applications components included in the installation package then displays. It is from this
list that you can select which components to install.

fi# Universal Enterprise Controller Client Applications - InstallShield Wizard |

Custom Setup ST NebrancH

Select the program features vou want installed,

lick. on an icon in the lisk below o change how a Feature is installed.

s REature e scrphian

Installs the selected components
as Java applications.

w5 Universal Enterprise Controller Clients
e (=0 = | T-Ackiviby Monitor
----- i=3 = | I-Administrakar
F— = = | I-Management Console

This feature requires 51z2bytes
on your hard drive, It has 3 of 3
subfeatures selected. The
subfeatures require 4033KE on
wour hard drive,

Install to:
Ci\Program FilesiUniversaly Change. .. |
InystallBfhield

Help Space < Back I Mext = I Cancel |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.
For an upgrade installation, either of the following icons displays next to an item:

® Adrive icon indicates that the component is either:
® New to the installation and will be installed.
® Currently is installed and will be upgraded.
® An *X*icon indicates that the component is either:
® Currently not installed (but previously was available).
® Previously installed but removed.

iy A Stonebranch Tip

The directory identified in the figure above is typical for a new, per-machine installation. Depending on the type of
installation being performed, the directory may be different.

For a new, per-user installation, the dialog will identify a directory located within the user's profile directory (for
example, C: \ Docunents and Setti ngs\ usernane).

For installation upgrades, whether per-machine or per-user, the UEC Client Applications' current location is
displayed.

Step 6 The figure above shows that all UEC Client Applications will be installed in their respective directories under the C: \ Pr ogr am
Fi | es\ Uni ver sal directory.

1. If you want to select a different location, click the Change... button.

2. If you want to check the amount of disk space required for the installation, and the amount of available disk space on the
selected directory, click the Space button.
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Step 7  If you do not want to install a component:

1. Click the drive icon next to that component name.
2. From the drop\-down list that displays, select the X icon to mark the component as one not to be installed.

For example, the figure below indicates that I-Management Console has been selected to not be installed.

i'él Universal Enterprize Controller Client Applications - InstallShield Wizard |

R e ST MNebrancH

Select the program features ywou want installed,

Click on an icon in the list below ko change how a feature is installed,

e abure e scriptian

Installs the I-Management
Console

-~ = vI Universal Enterprise Controller Clients
s (=0 | T-fickivviby Monitar
<= - | I-Administrator

I-Management Console

= Thiz feature will be inztalled on lozal hard drive.

=38 Thiz feature, and all subfeatures, will be installed on local hard dive.

=l Thig feature will be inztalled when required.

zature will not be available.

Inskall to:

Z:\Program FilesiUniversalilUMConsole), Change. .. |
Inishallsthield
Help Space < Back I Mext = I Cancel |
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Step 8 When you have selected the components (and their installation destinations) that you want to install, click the Next button to continue
the installation process.
When the installation completes successfully, the Installation Complete dialog displays.

L

ii& Univerzal Enterprize Controller Client Applications - InstallShield Wizard

sindesca  infitran

sTiNebrancH

ACTRNITY MOHITOR | MANAGEMERT CONE0LE | ADMINIETRATOR

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed the Universal
Enterprise Controller Client Applications, Click Finish ko exit the
wizard,

= Back I Finish I (manice]

Note

During the install, you may have been notified that no Java Runtime Environment (JRE) was detected on your
system. The UEC Client Applications require Java Runtime Environment (JRE) Version 1.5 or greater (see UEC
Client Applications - Installation Requirements).

=

Step 9 Click the Finish button to exit Windows Installation.
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Modifying a UEC Client Applications Installation via the Graphical Interface

Modifying a UEC Client Applications Installation via the Windows Installer Graphical Interface
Adding or Removing UEC Client Applications Components
Repairing a Corrupted UEC Client Applications Installation
Removing a UEC Client Applications Installation
® Un-Installed Files

Modifying a UEC Client Applications Installation via the Windows Installer Graphical Interface

After the UEC Client Applications are installed, Windows Installer can be run as many times as needed to modify the installation.
These installation modifications are:

® Adding or Removing UEC Client Applications Components
® Repairing a Corrupted UEC Client Applications Installation
® Removing a UEC Client Applications Installation

Adding or Removing UEC Client Applications Components

To add or remove components from a UEC Client Applications installation, perform the following steps:

Step 1 On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

% Add or Remove Programs O] x|

Currently installed programs: [T Showupdates Sort by IName j

O scundiex Size  201MB —
ﬁ' Steelray Project WViewer 3.1.3.0 Size  TI.01MB
Stonebranch Workload Automation Size  BR.00MEB
;lrzlhil:l:__ Stonebranch “Workload Automation for 5024 Size 105.00ME
E Sun ODF Plugin for Microsoft Office 1.2 Size  B3.91ME
B TN3270 Plus Size  2.22MB
s TortoizeCWS 1.8.18 Size 9 44MB
Univerzal Enterprize Cantraller Size  22.94ME

&Hi Universal Enterprize Controller Client Applications

Lze rarely

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
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ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
4 Microsaft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
= Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
Opsiis= (remove only) 102542011 13.0MB
stonshrand Workload Automatan {64) stonshrand, Inc 1172011 FLEMB
Sionebranch Workload Automation for 308 Sionsbrand-, Inc. 11/9,/2011 104 MB
Universsl Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
¢ Universsl Enterprise Cortroller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications.

Step 3 Click the Change button to start Windows Installer.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

228 |/

L]

iz Univerzal Enterprize Controller Client Applications - InstallShield Wizard

Program Maintenance =T I_Ibl_cll-lcl—l

Madify, repair, or remave the proagrar,

&+ Modify

Cuskom Selection dialog in which wou can change the way features are

ﬁ Zhange which program Features are installed. This option displaws the
inskalled,

i Repair

Repair inskallation errars in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries,

" Remove

; Remove the Universal Enterprise Controller Client Applications From
[ ”'!I wOLF CompuUker,

TrstallEhield

< Back. I Mext = I Cancel

) Windows Server 2003
If the UEC Client Applications were installed via a Remote Desktop connection, the environment settings used
during that session may no longer be available. Windows Server 2003 allows multiple Remote Desktop sessions for
multiple users, and each session has its own environment. Depending on the way the Remote Desktop session for
the UEC Client Applications installation was established, some problems may arise whenever an attempt is made to
modify that installation.

The distribution file's default extraction location is based on the TEMP environment variable. The location referenced
by this variable can change between Remote Desktop sessions, and any files extracted there may not be accessible
after the session is closed. Consequently, any attempts to modify the installation may fail because the Windows
Installer cannot locate the installation's source files (a dialog similar to the one shown below may be displayed).

=" UECHent [ =]

FE  The leatusa wou Ss living 50 s i on s
etk

resoirce thal i unavalable

Ohick 0K to by agan, o snber sn sbemsle path bo s
fakder contanisg the netallaton packags 'UENent.mst
i the b bebo.

U soupce:

[CDOCUME T\ ADKINLOCALS T4 Temph2 x| Bromusa...

To resolve this issue, re-extract the distribution files to a location that is independent of a Remote Desktop
environment and specify that location in the dialog above. Keep in mind, however, that the extracted files must come
from the same distribution package used to do the initial install. If matching distribution files can't be found, the UEC
Client Applications must be uninstalled and then reinstalled with the desired modifications.

wab10-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Step 5 Click the Modify radio button, and then the Next> button, to display the Custom Setup dialog.

i'-E‘ Universal Enterprize Controller Client Applications - InstallShield Wizard

Custom Setup ST NebrancH

Select the program features wou want inskalled,

Click on an icon in the list below ko change how a feature is installed,

~E = vI Universal Enterprise Controller Clients Faatles Desarinton
: . , Installs the I-Management
I-Ackivity Monikbar Consnle

I-Administrator

I-Management Console

Thiz feature will be installed on local hard drive.

=3B Thiz feature, and all subfeatures, will be installed on local hard drive.

=1 This feature will be inztalled when required.

iz feature will not be

Z:Program FilesiUniversalilUMConsole),

IrstallEhield

Help | < Back I Mext = I Cancel

Currently installed components are identified by a drive icon.

Uninstalled components are identified by an X icon.

Step 6 To remove a currently installed component:
1. Click the drive icon next to that component.
2. Select the X icon from the drop-down list to mark the component for removal.
Step 7 To add an uninstalled component:
1. Click the X icon next to that component.
2. Select the drive icon from the drop-down list to mark the component for installation.
Step 8 Click the Next> button to continue with the modification.
When the modifications are complete, the following actions will be taken:
® Components marked with a drive icon will:
® Remain installed if they already are installed.
® Be installed if they are not already installed.
® Components marked with an X will:

® Remain uninstalled if they are not currently installed
® Be removed if they currently are installed.

Repairing a Corrupted UEC Client Applications Installation

Windows Installer has the ability to recover accidentally deleted application files or registry entries required by the UEC Client Applications. This
repair feature will re-install the missing items, making a complete re-install unnecessary.

To repair an installation, perform the following steps:

Step 1
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On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

S Add or Remove Programs O] x|

Currently installed programs: [T Showupdates Sort by IName j
O scundiex Size  201MB —
ﬁ' Steelray Project WViewer 3.1.3.0 Size  TI.01MB

Stonebranch Workload Automation Size  BR.00MEB

Stonebranch workload Autornation for S04 Size 105.00ME
E Sun ODF Plugin for Microsoft Office 1.2 Size  B3.91ME
B TN3270 Plus Size  2.22MB
s TortoizeCWS 1.8.18 Size 9 44MB

Univerzal Enterprize Cantraller Size  22.94ME
&Hi Universal Enterprize Controller Client Applications

support informnation.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
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ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
4 Microsaft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
= Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
Opsiis= (remove only) 102542011 13.0MB
stonshrand Workload Automatan {64) stonshrand, Inc 1172011 FLEMB
Sionebranch Workload Automation for 308 Sionsbrand-, Inc. 11/9,/2011 104 MB
Universsl Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
¢ Universsl Enterprise Cortroller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications.

Step 3 Click the Change button to start Windows Installer.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

_' Univerzal Enterprize Controller Client Applicationz - InstallShield Wizard

Program Maintenance ='|'@}n=l:u—cr|t:|-|

Modify, repair, or remove the program,

Insta||Shield)

Step 5 Click the Repair radio button, and then the Next> button, to display the Ready to Repair dialog.

Step 6 Follow the instructions displayed in successive dialogs to complete the repair.

Removing a UEC Client Applications Installation

To uninstall a UEC Client Applications installation, perform the following steps:

Step 1
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On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

S Add or Remove Programs O] x|

Currently installed programs: [T Showupdates Sort by IName j
O scundiex Size  201MB —
ﬁ' Steelray Project WViewer 3.1.3.0 Size  TI.01MB

Stonebranch Workload Automation Size  BR.00MEB

Stonebranch workload Autornation for S04 Size 105.00ME
E Sun ODF Plugin for Microsoft Office 1.2 Size  B3.91ME
B TN3270 Plus Size  2.22MB
s TortoizeCWS 1.8.18 Size 9 44MB

Univerzal Enterprize Cantraller Size  22.94ME
&Hi Universal Enterprize Controller Client Applications

support informnation.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.
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ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
1% Microsoft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
|5 Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
__| OpsWisz (remove only) 102542011 13.0MB
% stansbranch workload Automaton {x64) stonshrand, Inc 1172011 FLEMB
i Ston=hrand Workload Butomation for 508 Stonsbrand, Inc. 11/9/2011 14MB
. Universal Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
- Universsl Enterprise Cortraller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Universal Enterprise Controller Client Applications.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click Uninstall.

Step 3 Click the Change button to start the installation program.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

|§J Uriversal Enterpnze Controller Chent Applications - InztallShield Wizard

Program Maintenance =T I_Ibl_cll-lcl—l

Madify, repair, or remave the proagrar,

" Modify

Zhange which program Features are installed. This option displaws the
ﬁ Custom Selection dialog in which wou can change the way features are

installed,
i Repair

Repair installation errars in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries,

* Remove

; Remove the Universal Enterprise Controller Client Applications From
[ ”'!I wOLF CompuUker,

IrstallEhield

< Back. I Mext = I Zancel

Step 5 Select Remove and click the Next> button.

Step 6 On the subsequent dialog, click the Remove button to uninstall the installation.

Un-Installed Files

The uninstall process will remove only those files created during the installation. Some files stored under the .\Universal install directory may be
left behind after the uninstall. In this situation, those files and/or directories may simply be deleted.

Before deleting the entire .\Universal directory, make sure that no other Stonebranch, Inc. products are installed there. (See UEC Client
Applications - File Inventory Lists for a list of files and directories installed with UEC Client Applications.)
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Installing UEC Client Applications via the Command Line Interface

Installing UEC Client Applications via the Windows Installer Command Line Interface
Windows Installer Command Line Syntax

Windows Installer Command Line Parameters

Windows Installer Installation Commands

Detecting the Completion of Silent Installs

Using the Distribution File for a Silent Install

Installing UEC Client Applications via the Windows Installer Command Line Interface

This page describes how to install UEC Client Applications using the Windows Installer command line interface.
The command line interface is useful in situations where:

® Several UEC Client Applications installations must be deployed across many different systems.
® Itis not practical or convenient to perform the graphical interface installation.

To use the Windows Installer command line interface, the UEC Client Applications installation files first must be extracted from the product
distribution file. Since there is no command line option available to unpack the distribution file, this must be done via the graphical user interface:

Step 1 Download the UEC Client Applications for Windows product distribution file, sb- UECI i ent - 5. 1. 0. <l evel >-w ndows- i 386. exe,
to your work station.

Step 2 Execute the distribution file to extract the installation files.

Step 3 On the Location to Save Files dialog, select a location in which to store the installation files and click the Next> button to extract the
files.

at. Univerzal Enterprize Controller Client Applications - InstallS hield Wizard I

Location to Save Files
Where would wou like to save yvour files?

Flease enter the Folder where you want these Files saved. IF the Folder does not
exist, it will be created For you, To continue, click Mext,

Save files in Folder;

CUniversalEnterpriseController Clientapplications

Change... |

IrstallEhield

= Bast I Mext = I Cancel
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Step 4 On the Welcome dialog, click the Cancel button.

i'a‘!ll‘ Uriversal Enterpnze Controller Chent Applications - InzstallShield Wizard

sT@ Nebramc— ndesca  cinfitran

ACTIVITY MONITOR | MANAGEMENT CONESDLE | ADMINIETREATOR

Welcome to the InstallShield Wizard for the
Universal Enterprise Controller Client
Applications

The InstallShield{R) wizard will install the Universal Enterprise
Conkraller Client Applications an your compuker, Ta cankinue,
click Mext,

= Barnt I Mext = I Cancel

At this point, all the installation files have been extracted into the location specified, but nothing has been installed. You may now
complete the install from the command line, with no additional graphical interaction required.

Typically, to install an application that uses Windows Installer, a program such as setup.exe is executed. This program usually checks to make
sure that a supported version of Windows Installer is installed. If one is not, the program will install it before proceeding. In fact, this is exactly
what happens when UEC Client Applications for Windows is installed from the product distribution file.

There is a command line interface available for setup.exe, but running it is not really ideal for unattended installations. If Windows Installer is
installed or upgraded on the target system, a reboot may be required before the installation of the UEC Client Applications can continue (see
Determining if Windows Installer will be Installed or Upgraded).

A better way to install UEC Client Applications from the command line is to execute Windows Installer, msiexec.exe (see Windows Installer
Installation Commands, below).

. Note

A silent install also can be performed from the UEC Client Applications for Windows distribution file (see Using the Distribution
File for a Silent Install, below).

Windows Installer Command Line Syntax

The following figure illustrates the command line syntax when using Windows Installer to install UEC Client Applications from the command line.

nmei exec.exe [/1]/fom/x] SetupPath\UEQ ient. nsi

[ I NSTALLTO=i nstal I dir] [PERUSER={O0| 1}]

[ UECADM N={yes| no}] [ UAMONI TOR={yes| no}] [ UMGMICON={yes| no}]
[/qg] [/L*v logfilepath]

The order in which the parameters are specified is significant. The /I, /f or /x command line switches must be first, followed by the name of the
installation file, UEClient.msi.

The parameters that set the installation directory, set the working folders, and control the installation of the I-Administrator, I-Activity Monitor, and
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I-Management Console components can be specified in any order. However, because they are used to set properties within the installation script,
they must be specified before the /q and /L switches. These parameters are used only when the install switch (/1) is used.

The /g and /L switches can be specified in any order, but, if used, must come after all other parameters.

Windows Installer Command Line Parameters

The following table describes the optional parameters that are available when using Windows Installer to install UEC Client Applications from the
command line.

Parameter

238 /

/1

/fom

Set upPat h
\UEd i ent . nsi

I NSTALLTO

wab10-install&admin

Description
Installs the UEC Client Applications.

/I cannot be used with either the /fom (repair) or /x
(remove) parameter.

Repairs a UEC Client Applications installation.

om (after the /f) are options used by the repair. There are
other options available, but for behavior that matches the
repair done from the graphical install, the om options must
be used.

/fom cannot be used with either the /I (install) or /x
(remove) parameter.

Removes the UEC Client Applications.

Ix cannot be used with either the /I (install) or /ffom (repair)
parameter.

Path to the UECIlient.msi file.

If the product distribution file is used, SetupPath will be
whatever directory into which the files are extracted. Of
course, the files can be copied from the original extraction
directory into any location desired. In that case, SetupPath
must point to the new location.

Sets the root installation directory to <i nst al | di r >. Each
component will be installed under this directory.

INSTALLTO is required only if you want to install the UEC
Client Applications in a directory that is different from the
default, which varies depending on the type of installation
being done (see PERUSER parameter, below).

INSTALLTO is valid only when the /I switch is used.
Otherwise, it is ignored. If the directory contains spaces,
you must use double (") quotation marks around the path
name.

Default

n/a

n/a

n/a

(none)

per-machine installation:

Directory specified by the PROGRAMFILES
environment variable (typically C: \ Pr ogr am
Fi | es\ Uni versal).

per-user installation:

Location under the directory specified by the
USERPROFILE environment variable. For
example, if the USERPROFILE directory is set
to C:\ Docunents and

Set ti ngs\ user nane, the default target
directory will be C: \ Docunents and

Set ti ngs\ user nane\ Appl i cation

Dat a\ Uni ver sal . If the UEC Client
Applications already are installed, the
installation directory will default to its existing
location.
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PERUSER

UECADM N

UAMONI TOR

UMGMTCON

wab10-install&admin

Performs an installation for all users or a specific user
account:

Values are 0 and 1:

® 0 specifies a per-machine installation; it performs
an install for all users of a given machine. This
means that any UEC Client Applications
configuration options stored in the Windows
registry, Start menu short cuts that launch the UEC
Client Applications, and the applications files
themselves will be visible to all accounts on the
machine where the UEC Client Applications was
installed.

® 1 specifies a per-user installation; it performs an
install that is specific to the user account doing the
installation. This means that any UEC Client
Applications configuration options stored in the
Windows registry, Start menu short cuts that
access the UEC Client Applications, and the
application files themselves will be visible only to
the user account with which the installation was
performed. It will appear to all other users of a
given machine as though the UEC Client
Applications is not actually installed.

PERUSER is required only under the following situations:

® For per-user installs, when the installation is being
done with a Windows account that is a member of
the Administrators group.

® For uninstalls, where a Windows account that is a
member of the Administrators group is removing a
per-user installation.

Prevents I-Administrator from being installed (if value is no).

This has the same effect as choosing not to install the
application version of I-Administrator from the Custom
Setup dialog (see UEC Client Applications - Installation
Procedures).

UECADMIN is valid only when the /I switch is used.
Otherwise, it is ignored.

Prevents |-Activity Monitor from being installed (if value is
no). This has the same effect as choosing not to install the
application version of I-Activity Monitor utility from the
Custom Setup dialog (see UEC Client Applications -
Installation Procedures).

UAMONITOR is valid only when the /I switch is used.
Otherwise, it is ignored.

Prevents |I-Management Console from being installed (if
value is no). This has the same effect as choosing not to
install the application version of I-Management Console
utility from the Custom Setup dialog (see UEC Client
Applications - Installation Procedures).

UMGMTCON is valid only when the /I switch is used.
Otherwise, it is ignored.

0, if UEC Client Applications is installed using
an Administrative account.

1, if a regular user account (that is, a
non-Administrative user) is executing the
installation.

yes

yes

yes
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Instructs Windows Installer to run without a graphical n/a
interface (silent install).

/4

If /q is omitted from the command line, the UEC Client
Applications installation is started from the command line,
but run with a graphical interface. This is useful when an
installation log file is desired.

See Windows Installer Command Line Syntax, Windows
Installer Installation Commands, and Detecting the
Completion of Silent Installs, below, for additional
information regarding silent installs.

Instructs Windows Installer to create an installation log file n/a
named <I ogfi | epat h> (full path name). If <

| ogfi | epat h> contains spaces, you must enclose it with
double (") quotation marks around the path name.

/L*v

*v are flags used to specify the level of detail (verbose)
contained in the log file. To reduce the amount of output
generated, *v can be omitted. However, using these options
is good practice; they can assist Stonebranch Customer
Support with problem determination should any errors occur
during installation.

Windows Installer Installation Commands

The following commands allow installation of UEC Client Applications from the command line using Windows Installer (msiexec.exe).

To install all UEC Client Applications components using the Windows Installer graphical interface, issue the following command:

mei exec. exe /| SetupPat h\ UED i ent . nsi

To install all UEC Client Applications components as a per-user installation (that is, one in which registry entries, Start menu shortcuts, and so on
are visible only to the user performing the installation), and to override the default installation directory, issue the following command:

nmei exec. exe /| SetupPat h\ UEd i ent . nsi
| NSTALLTO=C: \ UECl i ent Apps\ Uni versal /q

To install all UEC Client Applications components using the Windows Installer graphical interface, and instruct Windows Installer to write a log file
to C:\Temp\install.log while performing the installation, issue the following command:

nsi exec. exe /| SetupPath\UECient.nmsi /I C \Tenp\install.log

To install all UEC Client Applications components using Windows Installer without a graphical interface — that is, a silent install — issue the
following command:

nmsi exec. exe /1 SetupPath\UEC ient.nsi /q

Detecting the Completion of Silent Installs

When the /q switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no
feedback is provided indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that can be used to detect when the Installer process (msiexec.exe) ends is to execute it using the system's start command. Using
available command line switches, the start command can be used to kick off the Installer process, and then wait for it to finish. When the start
command returns control to its calling process (for example, the command prompt), the Installer process will have ended.

For example, from the command prompt, the following command can be issued to start the UEC Client Applications installation, and wait for it to
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finish.

start /b /wait nsiexec.exe /| SetupPath\UEC ient.nsi /q

® The /b switch prevents the start command from opening a new window.
® The /wait parameter causes the start command to start the application, msiexec.exe, and then wait for it to finish.

The syntax above also can be used to execute the start command from within a script, such as a .bat file.
For more information on the start command, go to the Windows command prompt and enter: start /?.
Using the Distribution File for a Silent Install

To perform a silent install using the UEC Client Applications for Windows distribution file, issue the following command:

sh-UEC i ent-5. 1. 0. 0-wi ndows-i 386.exe /s /a /s /w/v" /qgn"

The switches (from left to right) are defined as:

* /s
"Package for the Web" switch for silent install.
* /a
"Package for the Web" switch to "add" commands (that is, send the next commands to setup.exe).
® /s
setup.exe switch for silent install.
* /w
Wait switch, for a Basic MSI project, forces setup.exe to wait until the installation is complete before exiting.
LAY
setup.exe switch to pass arguments or options to the MSI package. Quotes must be in place if a space-separated command is passed to
the MSI.
* */gn
msiexec.exe switch for quiet install with no graphic display of progress.
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Modifying a UEC Client Applications Installation via the Command Line Interface

Modifying a UEC Client Applications Installation via the Windows Installer Command Line Interface
Adding or Removing UEC Client Applications Components

Repairing a Corrupted UEC Client Applications Installation

Removing UEC Client Applications from the Command Line

Modifying a UEC Client Applications Installation via the Windows Installer Command Line Interface
This page describes how to modify a UEC Client Applications installation via the Windows Installer command line interface.
After UEC Clients are is installed, Windows Installer can be run as many times as needed to modify the installation by:

® Adding or Removing UEC Client Applications Components

® Repairing a Corrupted UEC Client Applications Installation
®* Removing a UEC Client Applications Installation

Adding or Removing UEC Client Applications Components

Currently, it only is possible to add or remove UEC Client Applications components using the Windows Installer graphical interface. (see Adding
or Removing Components in Modifying a UEC Client Applications Installation via the Graphical Interface).

Repairing a Corrupted UEC Client Applications Installation

To recover accidentally deleted files or registry entries required by the UEC Client Applications using the Windows Installer command line
interface, use the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause Windows Installer to reinstall files that are
missing or that are older than the version contained in the UEC Client Applications distribution file.

To repair a UEC Client Applications installation from the command line, use the following command:

nmei exec. exe /fom SetupPath\UEC i ent. nsi /q

To repair a UEC Client Applications installation using the Windows Installer graphical interface, and instruct Windows Installer to write a log file to
C:\Temp\repair.log while running the repair, issue the following command:

nsi exec. exe /fom SetupPath\UEC ient.nsi /| C:\Tenp\repair.|og

Removing UEC Client Applications from the Command Line

To uninstall UEC Client Applications using the Windows Installer command line interface, use the /x switch.

To uninstall the UEC Client Applications without using a graphical interface, issue the following command:

nmei exec. exe /x SetupPath\UEC ient.nsi /q

To remove a per-user installation that was installed using an Administrator account, issue the following command:

nsi exec. exe /x SetupPat h\UEC i ent.nmsi PERUSER=1 /q

242 | wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

i A Stonebranch Tip

If you know that the UEC Client Applications were installed using an account that is a member of the Administrators group, but
are not sure if a per-user or per-machine installation was done, it might be best to uninstall the Client Applications using the
graphical interface (see Removing a UEC Client Applications Installation).

This will ensure complete removal of the UEC Client Applications.

If you are removing a UEC Client Applications installation that was installed using a non-administrative account, the PERUSER
parameter is not necessary.
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UEC Client Applications - 64-Bit Windows Editions

UEC Client Applications — Installing on 64-bit Windows Editions

All Workload Automation components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows XP

Windows Server 2003
Windows Vista

Windows Server 2008
Windows 7

Windows Server 2008 R2

The installation defaults for the UEC Client Applications should not require any modification when installing on 64-bit Windows editions.
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UEC Client Applications - File Inventory Lists

® UEC Client Applications - File Inventory List
® System 32 Path

I-Administrator

I-Activity Monitor

I-Management Console

System Files

UEC Client Applications — File Inventory List

The UEC Client Applications installation includes the files required for the following components:
® |-Administrator
® |-Activity Monitor
® |-Management Console

If any of the components already are installed, Windows Installer will upgrade them to the latest version.

This page lists the files installed with each UEC Client Applications component. The file paths specified are relative to the root installation
directory that was specified during the installation.

System 32 Path

Iltems shown with a path of System32 are installed in the 32-bit system folder. The actual name of this directory depends on the Windows version:

® For all supported 32-bit Windows editions, the path is \Windows\System32.
® For all supported 64-bit Windows editions, the path is \Windows\SysWow64.

I-Administrator

File Description

UECAdmin\uecadmin.jar

UECAdmin\lib\ueccommon.jar

UECAdmin\lib\uecumc.jar

I-Activity Monitor

File

UAMonitor\uam.jar

I-Management Console

File

UMConsole\uecumc.jar
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I-Administrator Java archive (JAR) file.

Common routines shared between I-Administrator and I-Management Console.

I-Management Console resources used by I-Administrator.

Description

I-Activity Monitor Java archive (JAR) file.

Description

I-Management Console Java archive (JAR) file.
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UMConsole\lib\ueccommon.jar Common routines shared between I-Management Console and I-Administrator.

System Files

The following files will be installed only if they are newer than the existing file.

File Description
System32\msiexec.exe Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer for more
information).
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Workload Automation 5 for SOA for Windows

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for SOA for Windows - Overview

Workload Automation 5 for SOA for Windows

The following information is provided for the installation of Workload Automation 5 for SOA for Windows:
® Workload Automation 5 for SOA for Windows - Package
® Workload Automation 5 for SOA for Windows - Installation Requirements
® Workload Automation 5 for SOA for Windows - Pre-Installation - Upgrade Backups
® Workload Automation 5 for SOA for Windows - Installation Procedures
® Workload Automation 5 for SOA for Windows - Configuring and Starting UAC Server
® Workload Automation 5 for SOA for Windows - 64-Bit Windows Editions

® Workload Automation 5 for SOA for Windows - File Inventory Lists

(For licensing information, see Windows Installation - Licensing.)
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Workload Automation 5 for SOA for Windows - Package

Components
The Workload Automation 5 for SOA 5.1.0 for Windows package includes the following components:

® Workload Automation 5 for SOA
® Universal Application Container Server
® Universal Application Container
® Universal Application Interface

Component Compatibility

The following table identifies the compatibility of Workload Automation 5 for SOA for Windows 5.1.0 with previous component / product versions.
Component Compatibility
Workload Automation 5 for SOA 5.1.0 Universal Command Manager 4.3.0, 4.2.0, 4.1.0, and 3.2.0.

The component references pertain to all supported platforms for that version.

249 |/ wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Workload Automation 5 for SOA for Windows - Installation Requirements

System Requirements

® One of the supported Windows operating systems. Currently, the following Windows operating systems are supported for Workload
Automation 5 for SOA for Windows:

Windows Server 2003 SP1 and higher

Windows XP SP3

Windows Vista

Windows Server 2008

Windows 7

Windows Server 2008 R2

Windows Server 2012

® Administrator access.

® Possible reboot. A reboot is required if the Windows Installer service is not installed, a version of the Windows Installer prior to
3.1.4000.1283 is installed, or required files are in use at the time of the installation.

* TCP/IP.

® About 110 megabytes of disk space.

® Workload Automation 5.1.0.0 or later (32-bit packages only).

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.
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Workload Automation 5 for SOA for Windows - Pre-Installation - Upgrade Backups

Workload Automation 5 for SOA for Windows — Pre-Installation / Upgrade Backups

Before upgrading to the latest release of Workload Automation 5 for SOA, we recommend stopping any active Universal Application Container
(UAC) Server instances (via the Universal Control utility or by stopping the local Universal Broker). If the UAC Server is active during the upgrade,
the Windows Installer will require a reboot of the system. Also, stopping the UAC Server before backing up the files listed below will ensure the
latest copies of each are captured.

The installation process overwrites the current files, effectively removing your modifications. Backing up these files will optimize the time it takes
you to get up and running after installing or upgrading.

The following table identifies the files — and their locations — that should be backed up or copied before you install a new release or upgrade a
current release.

File Location
UAC.xml File YALLUSERSPROFI LE% Appl i cati on Dat a\ Uni ver sal \ uac
Log4jConfiguration.xml File Program Fi | es\ Uni ver sal \ uac (UAC)

Program Fi | es\ Uni ver sal \ uai (UAI)

JMS Provider Client Jar Files Program Fi | es\ Uni ver sal \ uac\ cont ai ner\ webapps\ axi s2 \WEB-INF\ | i b
r. Note
The names of the jar files differ depending on which JMS Provider you are
using.
JMS Provider Client Properties Files Program Fi | es\ Uni ver sal \ uai \ xni
1. Note

These are suggested locations; you can place these files anywhere on the files
system. If you have located these files under the uai directory, you should
back them up.

Payload Files Normally, payload files should be located on the host system where Universal Command
Manager is installed.

If you have chosen to store them elsewhere, the suggested location is:
Program Fi | es\ Uni ver sal \ uai \ xm
1. Note

You can place these files anywhere on the files system. If you have located
these files under the uai directory, you should back them up.
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Workload Automation 5 for SOA for Windows - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for SOA for Windows - Installation Procedures Overview

Workload Automation 5 for SOA for Windows - Installation Procedures

The following procedures are provided for the installation and modification of Workload Automation 5 for SOA for Windows:
® |Installing SOA for Windows via the Graphical Interface
® Modifying a SOA for Windows Installation via the Graphical Interface
® |nstalling SOA for Windows via the Command Line Interface

* Modifying a SOA for Windows Installation via the Command Line Interface
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Installing SOA for Windows via the Graphical Interface

Installing Workload Automation 5 for SOA via the Windows Installer Graphical Interface

To install Workload Automation 5 for SOA for Windows using the Windows Installer graphical interface, perform the following steps:

Step 1 Download the Workload Automation 5 for SOA for Windows product distribution file, sh-soa-5.1.0.<level>-windows-i386.exe, to your
work station.
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Step 2 Execute the distribution file to extract the files.

255 /

1 Note
If you already have extracted the files from the distribution file, but cancelled the installation process in order to
install Windows Installer separately (see Windows Installer), you can simply double-click the extracted Workload
Automation 5 for SOA installation file, UPforSOA.msi, to begin the installation.

ﬂ Installing Over a Remote Desktop Session
Starting with Windows Server 2003, Remote Desktop provides distinct session environments for each logged-in
user. This means the file extraction location may rely on an environment setting that is not available after the
Remote Desktop session ends.

For example, the distribution file's default extraction location is based on the TEMP environment variable. The
location referenced by this variable can change between Remote Desktop sessions, and any files extracted there
may not be accessible after the session is closed.

To ensure that extracted files and other required resources are accessible after the initial install, extract the files to a
well-known location that is not likely to change between Remote Desktop sessions.

(Refer to the Microsoft documentation on the Remote Desktop feature for additional information.)

The installation automatically begins after the file extraction completes.

It first will verify that your machine meets the minimum system requirements (see Installation Requirements). If the requirements are
met, a Welcome dialog displays.

i Stonebranch ‘Workload Automation for S0A - InstallShield Wizard |

ST NebrancH universal

COMMAND | EVENT MOMNITOR

Welcome to the InstallShield Wizard for
Stonebranch Workload Automation for SOA

The InstalShieldiR) Wizard will install Stonebranch Warkload
Automation For S08 on your computer, To continue, click Mext,

It is strongly recammended that you exit all Windows proagrams
before continuing with this installakion,

Click. Cancel o stop the installation and then close ary
programs wou have running,  Click Mext to conkinue with the
installation,

= Bach I Mexk = I Zance|
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Step 3 Click the Next button. A list of Workload Automation 5 for SOA components included in the installation package then displays. It is
from this list that you can select which components to install.

ii# Stonebranch Workload Automation for SDA - InstallShield Wizard |

Custom Setup

sST(  NnebrancH

Select the program Features yvou want installed,

Click on an icon in the lisk below to change how a Feature is installed.

5 EEaburE Ve scrphian

Inskalls \Warkload Aukamation Far
SO

Workload Automation For SOA
= ~ | Universal Applicakion Conkainer Setve
= = | Universal Application Conkainer
= ~ | Universal Application Interface

This feature requires 71ME on
vour hard drive, It has 3 of 3
subfeatures selecked, The
subfeatures require 32ME on

4 I | _pl wour hard drive,
Install bo:
Zi\Program Files\Urniversal) Change. .. |
InstallEhield

Help Space < Back. I Mexk = I Zance| |

For a new installation, a drive icon displays next to each item in the list, indicating that the component will be installed.

For an upgrade installation, the drive icon next to each item indicates that the component is either:

® New to the installation and will be installed.
® Currently installed and will be upgraded.

@ A Stonebranch Tip

If the installation detects an existing Workload Automation 5 for SOA installation, currently installed components may
be upgraded.

(Currently, there is no way to specify that the state of a currently installed component remain unchanged.)

If a component is selected for installation, and the version of the installed component is below the version of the
component being installed, the installed component will be replaced by the component being installed.

Step 4 The previous figure shows that all Workload Automation 5 for SOA components will be installed in their respective directories under
the C:\Program Files\Universal directory.

1. If you want to select a different location, click the Change... button.

2. If you want to check the amount of disk space required for the installation, and the amount of available disk space on the
selected directory, click the Space button.
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Step 5 After verifying the install location, click the Next> button to continue the installation process. Follow the directions to complete the
installation.

When the installation completes successfully, the Installation Complete dialog displays.

il_‘,!‘l Stonebranch Workload Automation for S0A - InstallSkeld ‘Wizard

sT( O NebrancH universal

COMMAND | EVENT MOMNITOR

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Stonebranch
Workload Automation For S04, Click Finish to exit the wizard,

The Universal Application Container (UAC) server requires walid
license inFarmation ko execute, License information is entered
wia the Universal Configuration Manager, which you may skark
by selecting the option below,

Yo may alsa skark kthe UAC Server companent by selecking the
opkion belaw,

I start the Universal Configuration Manager

r Skart the UAC Server (WARNING: This will reskart the
Universal Broker service)

= Back I Finish I zance]

Step 6 If the Universal Application Container (UAC) Server was installed, the following options display on this dialog:

® Start the Universal Configuration Manager
® Start the UAC Server

License information must be entered into the Universal Application Container Server's configuration before the server will run.
Select both of these options to enter the license information and then start the UAC server.

Step 7 Click the Finish button to exit the Windows installation.
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Modifying a SOA for Windows Installation via the Graphical Interface

® Modifying a Workload Automation 5 for SOA Installation via the Windows Installer Graphical Interface
® Repairing a Corrupted Workload Automation 5 for SOA Installation
® Removing a Workload Automation 5 for SOA Installation

¢ Un-Installed Files

Modifying a Workload Automation 5 for SOA Installation via the Windows Installer Graphical Interface

This section describes how to modify a Workload Automation 5 for SOA installation via the Windows Installer graphical interface.
After installing the Workload Automation 5 for SOA, run the installation programs as needed to modify the installation by:

® Repairing a Corrupted Workload Automation 5 for SOA Installation.
® Removing a Workload Automation 5 Installation.

1. Note
Although Windows Installer provides a Modify selection for Workload Automation 5 for SOA, it cannot be modified; that is,
individual components cannot be added or removed.

Repairing a Corrupted Workload Automation 5 for SOA Installation

The installation program has the ability to recover accidentally deleted application files, configuration and component definition files, or registry
entries required by Workload Automation 5 for SOA. This repair feature will re-install the missing items, making a complete re-install unnecessary.

During a repair, any options stored in configuration and component definition files are preserved. If a configuration or component definition file
was deleted, the installation will create a new file with default values.

To repair an installation, perform the following steps:

Step 1 On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

& Add or Remove Programs _ O] x|

Currently inztalled programs: [T Show updates Sort by IName j

O soundhex Size  201MB —

ﬁ%’ Steelray Project Viewer 3.1.3.0 Size  7I.01ME
Stonebranch “Workload Automation Cize  ER.OOME

&8 Stonebranch Workload Automation for SDA

ik infarrnation,

Change or Re

E Sun ODF Plugin far Microzoft Office 1.2 Size  B3.91ME

B TH3270 Plus Size  222MB

s TortoizeCW'S 1.8.18 Size 9 44mB
[Iniversal Enterprise Contraller Size  2294MB —
Iniverzal Enterprize Controller Chent Applications Cize 192ME
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Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.

e,

3! control Panel\Programs and Features

Fle Sdit vView Tooe Hep

Tasks
Wiew nstaled updates

Gt new programa orlne at
wirdows Marketplzoz

W Turn windowe featres on or off

(51 } ﬁ = Condrol Panel = Programs and Features

_0]=
T 33 |‘_c:!':' E
Uninstall or change a program
Ta uniretall & program, celect it from the let and then ddk Unnetal”, "Change”, or "Repar”
Organize = 1= Views - C@"
Mame = |-I Pubizher |v| Ineatal.. |v| Sie |-|
i Apolication verifier (u54) Microsoft Corparation Bf17,/2010 G0.2MB
[*" attansic L1 Gigabét Ethemet Driver 10302008
[ Dehugging Tooks for Windows (x86) Microsaft Corporation 5fM1,/2009 16,0 MB
ﬁlﬂh‘l Tivoil Storage Manager Client 16 20872010 171MB
£ 1255 Runtime Swironment 5.0 Updste 14 Sun Mirosysters, [nc. 1f5/2010 195 MB
| JawedTM) 6 Updabe: 165 {64-hit) Sun Mirosysters, [nc 114202003 a0.EMB
Microsoft .NET Framewnrk 3.5 551 Mcroenft Corparation 3112008 3zamB
U5 Microsoft Office Project Server 2007 Mcrosoft Corporation Sf2/200% 15,1 MB
|5 Microsoft SCL Server 2005 Microsoft Corparation 522000 70,5 MB
|5 Micrasoft SCL Server Mative Cisnt Micragaft Corporation 522008 5.75MEB
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554KB
& Mezila Frefox (3.5.2) fezila 07 2005 25.3MB
topenlﬂlr\l 21 reT 1117008 2 BIMB
__| OpsWisz (remove only) 104252011 13.0MB
% stansbranch workload Automaton {x64) stonshrand, Inc 1172011 FLEMB
i Ston=hrand Workload Butomation for 508 Stan=brand-, Inc. 11/9/2011 14MB
. Universal Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
< Universsl Enterprise Comtroller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
{B\’m 7.1 {zelf-nstaling) Fi22002 24.5MB

Step 2 From the list of installed programs, select Workload Automation 5 for SOA.

Step 3  Click the Change button to start the installation program.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click "Repair".
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

ii? Stonebranch Workload Automation for SOA - InstallShield Wizard

Program Maintenance

Madify, repair, or remave the proagrar,

IrsballEthield!

Step 5 Select Repair and click the Next> button to display the Ready to Repair dialog.

Step 6 Follow the instructions in successive dialogs to complete the repair.

Removing a Workload Automation 5 for SOA Installation

To uninstall a Workload Automation 5 for SOA installation, perform the following steps:

Step 1
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On the Windows Control Panel, select Add or Remove Programs. The Add or Remove Programs dialog displays.

& Add or Remove Programs _ O] x|

Currently installed programs: [T Show updates Sart by IName j

O Soundhax Size  201MB —

ﬁ_,'-?—,! Steelray Project Viewer 3.1.3.0 Size  7I.01ME
Stonebranch Workload Autamation Size  ER.00ME

&H; Stonebranch Workload Automation for SDA 105.00ME

Click_here far support infarmatior,

ﬁ Sun ODF Plugin far Microzoft Office 1.2 Size  BI91ME

B TN3270 Plus Size  222MB

s TortoizeCW'S 1.8.18 Size 9 44kB
Idniverzal Enterprize Controller Siee  2294MB —
Iniverzal Enterprize Controller Chent Applications Size 392ME

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
The Programs and Features dialog replaces the Add or Remove Programs dialog.

261 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

ﬁ!'l Control Panel\Programs and Faaturas

Fie Edit view Toos Help

Tasks
Wiew nstaled undates

Get new programs onine at
WWindowe Markztplace

i_ii Turn Windows features on or off

(_jr:_) E » Correl Panel = Programs and Features

_Oo]=
2 @ Ibc:r:' _B
Uninstall or change a program
Ta uniretzll & program, celectit from the let end then didk Unngtal”, "Change™, or Repar”
Organize » 1= Viens v .ﬁ‘.
Name = | =] Publiher |+ st |+ sie |+
12" Apolication Veerifier (54} Miresaft Corparation 817,200 50,2 MB
[ Attansic LL Gigabit Ethemiat Driver 10/30f2008
"7 Dehugging Tooks for Windows (x86) Microsoft Corporafion 5/11/2009 16,0 MB
FHIEM Tivoi Storage Manager Client =] 2f4/2010 LA1ME
ép]!f Runtime Swironment 5.0 Update 14 Sun Miooeysters, [nc 152010 145 ME
|5 JawadTH) 6 Update 15 [64-bit) Sun Mirosystems, [nc. 11/20f2009 90,2 MB
Microsoft MET Framework 3.5 51 Microsoft Corparation 3112008 32.4MB
1% Microsoft Office Project Server 2007 Microsoft Corporation Sf2znnn 18,1 MR
|5 Microsoft SCL Server 2005 Microsoft Corparation 5202000 TLEMB
|5 Microsoft SCL Server Mative disnt Microsoft Corparation 5f2/z00% 5.75ME
|2 Micresoft SCL Server Setup Support Fies (English)  Microsoft Corparation 522000 18,2 MB
|5 Micosoft SCL Server VSE Wintsr Mcrosoft Corparation 522008 LO2ME
[ Microsoft Visual C++ 2005 Redstributebl= Microsoft Corporation 10/10f2011 554 KB
wr\‘bzila Frefox {3.5.2) fezila 07 2005 25.3MB
'openwru 21 reT 1117008 2 BIMB
__| OpsWisz (remove only) 102542011 13.0MB
% stansbranch workload Automaton {x64) stonshrand, Inc 1172011 FLEMB
i Ston=hrand Workload Butomation for 508 Stonsbrand, Inc. 11/9/2011 14MB
. Universal Enterprise Controller Stonchrand, Inc 11/8/3011 1B, 4 ME
- Universsl Enterprise Cortraller Client Applications Stonshrandy, Inc. 11/8,/2011 3.92 MB
[ vim 7.1 teelfnstaling) F/3/2008 245MB

Step 2 From the list of installed programs, select Workload Automation 5 for SOA.

Step 3 Click the Change button to start the installation program.

Windows Vista, Windows 7, Windows Server 2008 / 2008 R2
To skip the remaining steps, click "Uninstall”.
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Step 4 On the Welcome dialog, click the Next> button. The Program Maintenance dialog displays.

fi? Stonebranch Workload Automation for SDA - InstallShield Wizard

Program Maintenance =T I_IbI_EII-I:H

Modify, repair, or remove the program,

' Modify

Change which program Features are installed. This option displays the
@ Cuskom Selection dialog in which wou can change the way features are

installed.
(9 Repair

Repair inskallation errars in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

* Remove

; Remove Stonebranch Workload Automation For S0 From your
[ ”'HI Computer,

IrstallEhield

< Back I Mext = I Cancel

Step 5 Select Remove and click the Next> button.

Step 6 On the subsequent dialog, click the Remove button to remove the Workload Automation 5 for SOA installation.

Un-Installed Files

The uninstall process will remove only those files created during the installation. Some files stored under the .\Universal install directory by
Workload Automation 5 for SOA, such as trace files, may be left behind after the uninstall. In this situation, simply delete the uninstalled files

and/or directories.

Before deleting the entire .\Universal directory, make sure it does not contain application files for any other installed Stonebranch, Inc. product.
(See Workload Automation 5 for SOA for Windows - File Inventory Lists for a list of files and directories installed with Workload Automation 5 for

SOA.)
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Installing SOA for Windows via the Command Line Interface

Installing Workload Automation 5 for SOA via the Windows Installer Command Line Interface
Windows Installer Command Line Syntax

Windows Installer Command Line Parameters

Windows Installer Installation Commands

Detecting the Completion of a Silent Install

Using the Distribution File for a Silent Install

Installing Workload Automation 5 for SOA via the Windows Installer Command Line Interface

This page describes how to install Workload Automation 5 for SOA using the Windows Installer command line interface.
The command line interface is useful in situations where:

® Several Workload Automation 5 for SOA installations must be deployed across many different systems.
® Itis not practical or convenient to perform a graphical interface installation.

To use the Windows Installer command line interface, the Workload Automation 5 for SOA installation files first must be extracted from the

product distribution file. Since there is no command line option available to unpack the distribution file, this must be done via the graphical user
interface:

Step 1 Download the Workload Automation 5 for SOA for Windows product distribution file, sh- soa- 5. 1. 0. <l evel >-w ndows-i 386. exe
, to your work station.

Step 2 Execute the distribution file to extract the installation files.

Step 3 On the Location to Save Files dialog, select a location in which to store the installation files and click the Next> button to extract the
files.

0. Stonebranch Solutions For S0A - InstallS hield Wizard |

Location to Save Files
Where would vou like to save yvour files?

Please enter the Folder where you want these files saved, IF the folder does nok
exist, it will be created For wou,  To continue, click Mext,

Save files in Folder:
) Stonebranch Solukions for S04

Change... |

InstallEhield

= Bach I Mexk = I Zancel
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Step 4 On the Welcome dialog, click the Cancel button.

H!‘l Stonebranch Solutions for S0A - InstallShield Wizard

sT O NebrancH universal

COMMAND | EVENT MOMNTOS

Welcome to the InstallShield Wizard for
Stonebranch Solutions for SOA

The InstallShield{R) Wizard will install Stonebranch Solutions For
S04 on wour compuber, To conkinue, click Mext,

It is strongly recommended that wou exit all Windows programs
before conkinuing with this installakion,

Click. Cancel ko skop the installation and then close any
programs vou have running. Click Mext bo continue with the
installation.

= Back I Mext = I Cancel

At this point, all the installation files have been extracted into the location specified, but nothing has been installed. You may now
complete the install from the command line, with no additional graphical interaction required.

Typically, to install an application that uses Windows Installer, a program such as setup.exe is executed. This program usually checks to make
sure that a supported version of Windows Installer is installed. If one is not, the program will install it before proceeding. In fact, this is exactly
what happens when Workload Automation 5 for SOA for Windows is installed from the product distribution file.

There is a command line interface available for setup.exe, but running it is not really ideal for unattended installations. If Windows Installer is
installed or upgraded on the target system, a reboot may be required before the installation of Workload Automation 5 for SOA can continue (see
Determining if Windows Installer will be Installed or Upgraded).

A better way to install Workload Automation 5 for SOA from the command line is to execute Windows Installer, msiexec.exe (see Windows

Installer Installation Commands).

' Note
A silent install also can be performed from the Workload Automation 5 for SOA for Windows distribution file (see Using the
Distribution File for a Silent Install).

Windows Installer Command Line Syntax

The following figure illustrates the command line syntax when using Windows Installer to install Workload Automation 5 for SOA from the
command line.

nmei exec.exe [/i]|/fom /x] SetupPath\ UPfor SOA. nsi
[ I NSTALLDI R=i nstal | dir]
[/q] [/L*v logfilepath]

The order in which the parameters are specified is significant.
The /i, /f, or /Ix command line switches must be first, followed by the name of the installation file, UPforSOA.msi.

The /q and /L switches can be specified in any order, but, when used, must come after all other parameters.
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Windows Installer Command Line Parameters

The following table describes the optional parameters that are available when using Windows Installer to install Workload Automation 5 for SOA
from the command line.

Parameter Description Default

Installs Workload Automation 5 for SOA for Windows. n/a

a /i cannot be used with either the /fom (repair) or /x (remove) parameter.

Repairs a Workload Automation 5 for SOA for Windows installation. n/a

/fom

om (after the /f) are options used by the repair. There are other options available, but for behavior
that matches the repair done from the graphical install, the om options must be used.

/fom cannot be used with either the /i (install) or /x (remove) parameter.

Removes a Workload Automation 5 for SOA for Windows installation. n/a

43 Ix cannot be used with either the /i (install) or /fom (repair) parameter.

Specifies the path to the UPforSOA.msi file. SetupPath is the directory in which files extracted from = (none)

Set upPat h the downloaded distribution package reside.

\ UPf or SQA. nsi

Sets the root installation directory to <installdir>. All components are installed in this directory. (none)

I NSTALLDI R

INSTALLDIR is required only if you want to install Workload Automation 5 for SOA for Windows
under a directory different from the one specified by the PROGRAMFILES environment variable
(typically C: \ Progr am Fi | es\ Uni versal ).

INSTALLDIR is valid only when the /i switch is used. Otherwise, it is ignored. If the directory
contains spaces, you must use double (") quotation marks around the path name.

Instructs Windows Installer to run without a graphical interface (silent install). n/a

la If /q is omitted from the command line, the Workload Automation 5 for SOA installation is started
from the command line, but run with a graphical interface. This is useful when an installation log file
is desired.

See Windows Installer Command Line Syntax, Windows Installer Installation Commands, and
Detecting the Completion of a Silent Install for additional information regarding silent installs.

Instructs Windows Installer to create an installation log file named <logfilepath> (full path name). If ' n/a
<logfilepath> contains spaces, you must enclose it with double (") quotation marks.

/L*v

*v are flags used to specify the level of detail (verbose) contained in the log file. To reduce the
amount of output generated, *v can be omitted. However, using these options is good practice; they
can assist Stonebranch Customer Support with problem determination should any errors occur
during installation.

Windows Installer Installation Commands

The following commands allow installation of Workload Automation 5 for SOA from the command line using Windows Installer (msiexec.exe).

To execute an interactive Workload Automation 5 for SOA installation, issue the following command:

nsi exec. exe /i SetupPat h\ UPf or SOA. nsi

To generate a log file named C:\Temp\install.log while executing an interactive Workload Automation 5 for SOA installation, issue the following
command:
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nmei exec. exe /i SetupPath\UPforSOA. nmsi /L C\Tenp\install.log

To install Workload Automation 5 for SOA silently to a non-default location, issue the following command:

nsi exec. exe /i SetupPat h\ UPf or SOA. msi | NSTALLDI R=D: \ Uni versal /q

To install Workload Automation 5 for SOA silently, accepting all defaults, issue the following command:

nmei exec. exe /i SetupPat h\ UPf or SCA. nsi /q

Detecting the Completion of a Silent Install

When the /q switch is used to perform a silent install, no graphical interface or user interaction is required. One drawback to this is that no
feedback is provided indicating when the Windows Installer process (install, uninstall, or repair) finishes.

One method that can be used to detect when the Windows Installer process ends is to execute it using the system's start command. Using
available command line switches, start can initiate the Windows Installer process and then wait for it to finish. When start returns control to its
calling process (for example, the command prompt), the process will have ended.

For example, from the command prompt, issue the following command to start the Workload Automation 5 for SOA installation and wait for it to
finish:

start /b /wait nsiexec.exe /i SetupPath\ UPforSQOA nsi /q

® The /b switch prevents the start command from opening a new window.
® The /wait parameter causes the start command to start Windows Installer (msiexec.exe) and then wait for it to finish.

You also can use the syntax above to execute the start command from within a script, such as a .bat file.
For more information on the start command, open a Windows command prompt and enter: start /?.
Using the Distribution File for a Silent Install

To perform a silent install using the Workload Automation 5 for SOA for Windows distribution file, issue the following command:

sb-soa-5. 1. 0. -wi ndows-i 386.exe /s /fa /s /w/v" /gn"

The switches (from left to right) are as follows:

® /s
"Package for the Web" switch for silent install.
® /a
"Package for the Web" switch to "add" commands (that is, send the next commands to setup.exe).
® /s
setup.exe switch for silent install.
* /w
Wait switch, for a Basic MSI project, forces setup.exe to wait until the installation is complete before exiting.
LAY
setup.exe switch to pass arguments or options to the MSI package. Quotes must be in place if a space-separated command is passed to
the MSI.
® /gn
msiexec.exe switch for quiet install with no graphic display of progress.
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Modifying a SOA for Windows Installation via the Command Line Interface

® Modifying a Workload Automation 5 for SOA Installation via the Windows Installer Command Line Interface
® Repairing a Corrupted Workload Automation 5 for SOA Installation
® Removing a Workload Automation 5 for SOA Installation

Modifying a Workload Automation 5 for SOA Installation via the Windows Installer Command Line Interface
This page describes how to modify a Workload Automation 5 for SOA installation via the Windows Installer command line interface.
After installing Workload Automation 5 for SOA, you may rerun the installation program as needed in order to:

® Repair a Corrupted Workload Automation 5 for SOA Installation.
® Remove a Workload Automation 5 for SOA Installation.

(For a description of the parameters used in these procedures, see Windows Installer.)

Repairing a Corrupted Workload Automation 5 for SOA Installation

To recover accidentally deleted application files, configuration and component definition files, or registry entries required by Workload Automation
5 for SOA using the Windows Installer command line interface, use the /f switch together with the om parameters.

These are the same repair options set internally by the graphical interface installation. They cause the installation program to reinstall files that are
missing or are older than the version contained in the Workload Automation 5 for SOA distribution file.

To repair a Workload Automation 5 for SOA installation from the command line, issue the following command:

nmei exec. exe /fom Set upPat h\ UPf or SCA. nsi / q

To repair a Workload Automation 5 for SOA installation interactively while writing a log file to C:\Temp\repair.log, issue the following command:

nsi exec. exe /fom SetupPat h\ UPf or SOA. nsi /| C:\Tenp\repair.|og

Removing a Workload Automation 5 for SOA Installation

To uninstall a Workload Automation 5 for SOA installation using the Windows Installer command line interface, use the /x switch. Issue the
following command:

nmei exec. exe /x SetupPat h\ UPf or SCA. nsi /q
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Workload Automation 5 for SOA for Windows - Configuring and Starting UAC Server

Workload Automation 5 for SOA for Windows — Configuring and Starting the UAC Server
After installing Workload Automation 5 for SOA for Windows, perform the following steps before attempting to configure and start the Universal
Application Container Server.

(For more information, see the UAC Server section in the Universal Command Agent for SOA 5.1.0 Reference Guide.)

Step 1 Refresh the local Universal Broker's cached configuration.

Starting with version 3.2.0.0, Universal Broker caches configuration and component definition information for all Workload Automation
5 applications. Before UAC Server will run, its configuration and component definition information must reside in the local Broker's

cache.

To refresh the local Broker's cache without stopping and restarting the Broker, issue a REFRESH command via Universal Control (For
more information, see the Indesca 5.1.0 User Guide.)
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Step 2 Add Universal Application Container (UAC) Server license information to the UAC Server configuration file.

Stonebranch, Inc. provides UAC Server license information in a formatted text file. This file contains the required license parameter
keywords and values. You can simply append this license information to the UAC Server configuration file, uacs.conf, or import it
using the Universal Configuration Manager.

To import license information using the Universal Configuration Manager.
1. Open the Windows Control Panel to start the Universal Configuration Manager.
2. In the Installed Components tree, click on the + symbol next to Universal Application Container Server to display its property

pages.
3. Select License Information to display the License Information property page.

Univerzal Configuration Manager 7| =] |

Inztalled Components: License Information

=- Ll_niversal Application Container £«

Meszsage Ophions Product Marme: I
i Metwork, Options

: Customer Marme:

Event Subsystemn Options I Clear all |
B L : | nformation

- Universal Autamation Center Age Operating System; Licenze Type: Import... |

- Universal Broker I I

- Univerzal Command banager

-Univerzal Command Server

E =piration D ate:

- Univerzal Contral M anager I 7426/201 LI

- Univerzal Control Server End Point Counts:

- Univerzal D ata Mover Manager Protocal | End Paints | -

- Univerzal Data Mover Server e 0

- Univerzal Enterprize Contraller SAP i ]

- Univerzal Event Log Dump HTTF 1] -

- Univerzal Event Monitor Manage__ =D S04P 1] j Edi.. |

- Univerzal Event Monitor Server

) - Licensze Kew:
- Univerzal Querny | _I—I I
3

ak I Cancel |

4. If you want to enter the license information manually on this page, make sure that you enter the information exactly as it
appears in the license information file.
® All information is case\-sensitive.
® You must enter all punctuation and spacing as provided in the file.
Instead of entering the information manually, you can import the license file by clicking the Import button, and then opening
the file from the Select License File dialog.
5. After entering or importing the license information, click the OK button to save the information in the UAC Server configuration
file.

Step 3 Recycle the local Universal Broker to start the UAC Server.

By default, the UAC Server is set to start automatically whenever its local Universal Broker starts. Stopping and restarting the Universal Broker
will cause UAC Server to start.
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Workload Automation 5 for SOA for Windows - 64-Bit Windows Editions

Workload Automation 5 for SOA for Windows — Installing on 64-bit Windows Editions
All Workload Automation 5 for SOA components have been tested and verified on the 64-bit editions of the following Windows systems:

Windows XP

Windows Server 2003
Windows Vista

Windows Server 2008
Windows 7

Windows Server 2008 R2

The installation defaults for Workload Automation 5 for SOA should not require any modification when installing on 64-bit Windows editions.
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Workload Automation 5 for SOA for Windows - File Inventory Lists

Universal Application Container
Universal Application Interface

System Files

Sun Java Runtime Environment,1.5.0_14

Workload Automation 5 for SOA for Windows - File Inventory Lists
Universal Application Container Server

Workload Automation 5 for SOA for Windows — File Inventory Lists

The Workload Automation 5 for SOA 5.1.0 for Windows package includes the files required for the following components / utilities:

Universal Application Container Server
Universal Application Container
Universal Application Interface

°
L]
°
® Sun Java Runtime Environment, 1.5.0_14

This page lists the files installed with each Workload Automation 5 for SOA component. The file paths specified are relative to the root installation
directory (for example, C:\Program Files\Universal) that was specified during the installation.

Universal Application Container Server

File

UAC\startUAC.bat

UAC\shutdownUAC.bat

UAC\UAC.xsd

UAC\derby.log

%ALLUSERSPROFILE%\Application
Data\Universal\confluac_log4jConfiguration.xml

UAC\INTEventLogAppender.dll

UAC\acValidatelnbound.bat

UAC\bin\uacsrv.exe

UAC\bin\uacscfg.dll

UAC\bin\uacscfg.hlp
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Description

Starts the Universal Application Container.

Stops the Universal Application Container.

File used by Universal Application Container to validate content of the UAC.xml
inbound configuration file. It requires no user interaction.

Universal Application Container database log file.

Universal Application Container logging configuration file that you may need to
modify if you want to change the logging level of the UAC component.

Universal Application Container Windows logging DLL.

Script that validates the contents of the UAC.xml file using the schema definition
contained in UAC.xsd.

Universal Application Container Server program file.

Used by Universal Configuration Manager to manage Universal Application
Container Server configuration options.

Universal Application Container Server configuration help file.
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UAC\ib\uacsrv.jar

UBroker\tmpl\uaccfg

UBroker\tmpl\uaccmp

nis\uacmceng.umc

%ALLUSERSPROFILE%\Application
Data\Universal\conf\UAC.xml

%ALLUSERSPROFILE%\Application
Data\Universal\confluacs.conf

%ALLUSERSPROFILE%\Application
Data\Universal\comp\uac

Universal Application Container Server class file.

Universal Application Container Server configuration template file.

Universal Application Container Server component definition template file.

Universal Application Container Server message catalog.

Inbound operation configuration file that you may need to modify to support your
inbound workload operations.

Universal Application Container Server configuration file.

Universal Application Container Server component definition file.

%ALLUSERSPROFILE%\ Application Data, by default, resolves to:

® C\Docunents and Settings\All Users\Ap

plication Data onWindows 2003 and XP.

® C:\ ProgranDat a on Windows Vista / Windows 2008 Server and later.

Universal Application Container

File

UAC\container

Universal Application Interface

File

UANlib

UAI\.keystore

%ALLUSERSPROFILE%\Application
Data\Universal\confluai_log4jConfiguration.xml

UANuai.bat

Sun Java Runtime Environment,1.5.0 14
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Description

Subdirectory containing the libraries and other deployable objects needed for UAC
operation.

Description

Subdirectory containing the uacsrv.jar file needed for communication between the
uacsrv and uac components. It requires no user interaction.

File that contains the certificates for secure communication between UAC and
UAI.

Universal Application Interface logging configuration file.

Universal Application Interface start-up script.
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File Description

jre\x* Files required for redistribution of the 1.5.0_14 JRE.

System Files

The following files will be installed only if they are newer than the existing file.

The directories shown in this table are relative to the %SYSTEMROOT% directory, where %SYSTEMROOT% is an environment variable that
resolves to C:\Windows on all Windows platforms.

File Description

System32\asycfilt.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\comcat.dll Version 4.71.1460.1 of the Microsoft Component Category Manager library.

Microsoft C-Runtime v8.0.50727.762 1 Version 8.0.50727.762 of the Microsoft C runtime side-by-side assembly.

Microsoft Foundation Classes v8.0.50727.762 2 Version 8.0.50727.762 of the Microsoft Foundation Class (MFC) side-by-side
assembly.

System32\msiexec.exe Version 3.1.4000.1823 of the Microsoft Windows Installer (see Windows Installer

for more information).

System32\oleaut32.dll Version 2.40.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\olepro32.dll Version 5.0.4275.1. This DLL is one of the components of the Microsoft OLE
library.

System32\psapi.dll Version 4.0.1371.1 of the Microsoft process status library

System32\stdole2.tlb Version 2.40.4275.1. This file is one of the components of the Microsoft OLE
library.

1 The Microsoft C-Runtime distribution consists of several files, which are subject to change. Refer to Microsoft documentation for a complete
list of files delivered with the specified runtime version.

2 The Microsoft Foundation Classes (MFC) distribution consists of several files, which are subject to change. Refer to Microsoft documentation
for a complete list of files delivered with the specified MFC version.
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UNIX Installation

Error formatting macro: redirect: java.lang.NullPointerException
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UNIX Installation - Overview

® Workload Automation 5 for UNIX Installation
® UNIX Packages

® |nstallation Methods

® |nstallation Summary

Workload Automation 5 for UNIX Installation

These pages provide information on the installation of Stonebranch, Inc.’s Workload Automation 5 on UNIX operating systems. Unless otherwise
specified, all references to Workload Automation 5 for UNIX refer to version 5.1.0.

1. Note

This information does not include installation on z/OS UNIX System Services (USS). See zOS USS Installation for z/OS USS
installation instructions.

UNIX Packages

Workload Automation 5.1.0 for UNIX is provided in two separate easily installed, one-time installation packages:

® Workload Automation 5 for UNIX
® Workload Automation 5 for SOA for UNIX

. Note
Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Workload

Automation 5 component is running, including manager components. The Broker maintains product configuration data for all
components that have a configuration file.

Installation Methods

The installation method depends on which type of UNIX operating system the package is being installed.

Vendor-recommended packaging of the vendor’s own recommended installation methods is used for the following supported UNIX operating
systems:

AIX 5.3 and above
HP-UX 11.11 and above
Solaris 8 and above
Linux
® 2.4 kernel for x86-based systems

® 2.6 kernel for x86_64-based, zSeries 64-bit (S/390), and Itanium (ia64) systems
® Redhat Package Manager (RPM)

Workload Automation 5 for UNIX for all other types of UNIX operating systems are installed with the generic Workload Automation 5 for UNIX
installation script.

Installation Summary

Step 1 Download the distribution file from the Stonebranch Customer Portal.

Step 2 Copy the distribution file to the UNIX system.

Step 3 Logon to the UNIX system as root or execute su (substitute user) command to root.

Step 4 Uncompress the distribution file.
Step 5 Extract the files from the uncompressed tar file.

Step 6 Run the Stonebranch, Inc.-supplied script.
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UNIX Installation - Licensing

Licensing Workload Automation 5 for UNIX Components

After Workload Automation 5 for UNIX has been installed, you must configure the following components with product licenses before they can be

used:

® Licensing Workload Automation 5 for UNIX Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Universal Command Manager
Universal Data Mover Manager
Universal Connector

Universal Event Monitor Server
Universal Application Container Server

Note

Universal Application Container Server (as a component of Universal Command Agent for SOA 5.1.0 for UNIX) is packaged,

and licensed, separately.

Product License File

For each

component, product license information (license parameter keywords and their values) is contained in a separate text file provided by

your Stonebranch, Inc. account representative.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example:

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name and as the name of the product in
the product license file itself; for Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name and

Indesca_Stonebranch_UNIX_A1.txt.

as the name of the product in the product license file itself - see below.)

Sample

The following is a sample Universal Command Manager for UNIX product license file:

Li
Li
Li
Li
Li
Li
Li
Li
Li
Li
Li
Li

cense_Product "I NDESCA"

cense_Cust omrer " STONEBRANCH'

cense_OS Type "UN X"

cense_Type "PERPETUAL"

cense_Expiration_Date 2029.12. 31 YYYY. MM DD
cense_NT_Servers 100

cense_UNI X_Servers 100

cense_0S400_Servers 10000
cense_0S390_Servers 10000

cense_Tandem Servers 10000

cense_0S390_Uni x_Servers 10000

cense_Key ABCD- 1234- EFGH 5678- 1 JKL- MNOP- 9999

Entering License Information

Enter each component's product license file information into its configuration file:

® Universal Command Manager: ucmd.conf
® Universal Data Mover Manager: udm.conf

277 | wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

® Universal Connector: usap.conf
® Universal Event Monitor Server: uems.conf
® Universal Application Container Server: uacs.conf

It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration
options.)

Restart Universal Broker

For Universal Broker to read the license information, you must stop and restart it:

Stop Universal Broker

ubr okerd stop

Start Universal Broker

ubrokerd start
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Workload Automation 5 for UNIX

Error formatting macro: redirect: java.lang.NullPointerException

279 |/ wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Workload Automation 5 for UNIX - Installation Package

® Components
® Component Compatibility
® Licensing

Components

The Workload Automation 5.1.0 for UNIX package includes the following product components:

Universal Broker 5.1.0

Universal Automation Center Agent 5.1.0 (for AIX, HP-UX, Solaris, and Linux)
Universal Certificate 5.1.0

Universal Command Manager and Server 5.1.0

Universal Connector 5.1.0 (for AlX, HP-UX, Solaris, and UNIX)
Universal Control Manager and Server 5.1.0

Universal Data Mover Manager and Server 5.1.0

Universal Encrypt 5.1.0

Universal Event Monitor Manager and Server 5.1.0

Universal Message to Exit Code Translator 5.1.0

Universal Query 5.1.0

Component Compatibility

The following table identifies the compatibility of Workload Automation 5.1.0 for UNIX components with previous component / product versions.

Component Compatibility

Universal Broker 5.1.0 Workload Automation 5 / Universal Products releases 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
2.2.0,and 2.1.0.

Universal Automation Center Agent 5.1.0 Universal Automation Center Agent is compatible with Automation Center 5.1.0 and above.

Universal Command 5.1.0 Universal Command 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Control 5.1.0 Universal Control 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Data Mover 5.1.0 Universal Data Mover 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1 and 3.1.0.

Universal Encrypt 5.1.0 Universal Encrypt 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Query 5.1.0 Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, 2.2.0, and 2.1.0.

Universal Event Monitor 5.1.0 Universal Event Monitor 4.3.0, 4.2.0, 4.1.0, 3.2.0, and 3.1.0.

The component references pertain to all supported UNIX platforms for that version.

Licensing

For licensing information, see UNIX Installation - Licensing.
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Workload Automation 5 for UNIX - Installation Requirements

® System Requirements
® Platform Requirements
® Directories and Files
® Command Reference Directory
® |og Directory
® Trace Directory
® Spool Directory
® UAG Cache
® UAG Crossgrade

System Requirements
Workload Automation 5 for UNIX system requirements are:

1. One of the supported UNIX operating systems. Currently, the following UNIX operating systems are supported by Workload Automation:
® AIX5.3TL9 and above.
HP-UX 11.11 with Minimum GOLDQPK11i_B.11.11.0612.459 Update and above.
HP-UX 11.23 and above (HP-UX IA64 package)
Solaris 8 and above (SPARC-based).
Solaris 10 and above (Intel-based).
Linux Environments with the following qualifications:
® 2.4 kernel: x86-based systems.
® 2.6 kernel: x86_64-based, zSeries 64-bit (S/390), and Itanium (ia64) systems.
® RedHat Package Manager (RPM).

1 Note
Workload Automation's native 64-bit package for x86_x64-based systems requires glibc 2.5-42 or
later.

* MP-RAS.
® Tru64 version 5.1 and above.
The list of supported systems grows rapidly. Contact Stonebranch, Inc. for a current list of supported UNIX operating systems if you
require support for a system that is not listed.
. Superuser (root) access.
. TCP/IP Socket implementation.
. Approximately 60 megabytes of disk space for the installation. More disk space is required for variable files, such as log files, spool files,
and trace files.
5. Bourne shell or compatible.

AwWN

1 Note
In order to install Workload Automation 5 components, you must be able to write to the directory from which the installation is
launched.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Directories and Files

All product files that are written to during product execution are stored in the /var/opt/universal directory by default. This section documents the
estimated amount of space required on the file system for all directories (and their sub-directories), required security access, and mount
requirements.

Command Reference Directory

Universal Command Server can execute commands of type cmdref. A command reference is a predefined command or script to which the
Universal Command Manager refers by its file name.
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The command reference directory is /var/opt/universal/cmdref.

Space

The amount of space required is solely dependent on the number of command reference files you define. No command reference files are
included in the installation.

Security

Universal Command Server requires read access to the cmdref directory. The product administrator requires read/write access in order to
maintain the command reference files. No general user access is required.

Log Directory

Universal Broker can be configured to write its messages to a log file.

The current log file and previous log file generations are stored in the /var/opt/universal/log directory.

Space

A log file size grows to about 150,000 bytes and is then rolled over to a generation file. Five generations of log files are saved. The oldest
generation log file is deleted. The amount of space required for the five generations and the current log file is about 900,000 bytes.

Security

Universal Broker requires read/write access to the log directory and read/write access to all files in the log directory. No other Workload
Automation 5 components use the log directory at this time. No general user access is required.

Trace Directory

Universal Broker and its server components (for example, Universal Command Server) create product trace files when configured to do so. A
trace file is used by Stonebranch, Inc. Customer Support to resolve product problems.

Space

Trace files can grow to significant size depending on how long the trace is active and how much work the program is doing during the tracing
period. A trace file size of about 10MB is not unusual.

Trace file sizes can be limited by setting the maximum number of lines to write to a file with the MAX_TRACE_LINES configuration option. Once
the maximum is reached, the trace file will wrap to the beginning.

Under normal operation, no space is required for trace files. Trace files are requested by Stonebranch, Inc. Customer Support only for problem
resolution. When trace files are required, at least 20MB of disk space should be available.

Security

Universal Broker and the Broker components (Universal Command Server and Universal Control Server) require read/write access to the trace
directory. No other Workload Automation 5 components access the trace directory. No general user access is required.

Spool Directory

The spool directory is used to store the following types of information:

Execution information for Workload Automation 5 components started by Universal Broker.

Event definitions and event handlers managed by Universal Broker and used by Universal Event Monitor.

Results of events tracked by Universal Event Monitor.

Redirected standard 1/O files (stdin, stdout, and stderr) captured by Universal Command when run with Manager Fault Tolerance
enabled.

The default location for the spooled standard 1/O files and other database files is the /var/opt/universal/spool directory.
Universal Command Server

Space

Spool files are located, by default, in directory /var/opt/universal/spool. The location of various product files can be can be configured via the
product configuration files.
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The amount of disk space required for the spool directory depends on:
1. Number of spooling user processes that will be executing simultaneously. A user process is created for each command requested by a
Universal Command Manager. The default maximum number is 50.

When a user process ends and a Manager has received all the spool files, the spool files themselves are deleted.
2. Average size of the user processes standard input, output, and error files.

i) A Stonebranch Tip
Keep in mind that spooling is not a feature for file transfer purposes.

File transfer-related processes should execute without spooling enabled.

When these numbers have been determined, the average amount of disk space is calculated with the following formula:
MAX- PROCESSES x AVERAGE- STDI O SI ZE x 2 = required di sk space.
For example:

If the maximum number of simultaneous user processes is estimated at 20 and the average size of processes standard /O files is 100,000 bytes,
the average amount of required disk space is 4MB (20 x 100000 x 2).

The Universal Command Server is configured with spooling disabled to prevent unintentional disk utilization. The feature must be turned on
through the ALLOW_SPOOLING configuration settings.

For more information on the Manager Fault Tolerant feature and the spooling of redirected standard I/O files, see the Indesca 5.1.0 User Guide
and Infitran 5.1.0 User Guide.

Security

Universal Broker, Universal Command Server and Universal Event Monitor require read/write access to the spool directory. No other Workload
Automation 5 components access the spool directory. No general user access is required.

Mount

The spool directory must be mounted on a local device. It cannot be mounted on a network device, such as an NFS or SAMBA mount.

UAG Cache

UAG cache is used by Universal Automation Center Agent (UAG) for storing standard I/O files.
Space
Cache files are located, by default, in directory / var / opt / uni ver sal / uag/ cache.
Cache files are created for each job that is run by the Automation Center agent. They remain in the cache until they are purged by an automated
purge process scheduled nightly by the Automation Center Core process. You can configure the number of days that files remain in the cache
using the user interface module Automation Center Administration->Properties->Agent Cache Retention Period In Days (for more information, see
Opswise Properties).
The amount of disk space required for the cache directory depends on:
1. Number of jobs you estimate will run during the cache retention period you specified.
2. These files remain until they are purged by the automated cache purge process scheduled by the Automation Center Core daily at
midnight.
3. Average size of the user processes standard output and error files.
When these numbers have been determined, the average amount of disk space is calculated with the following formula:
(RETENTI ON PERI OD x MAX-JOBS) x (AVERAGE- STDOUT- SI ZE + AVERAGE- STDERR- Sl ZE) = required di sk space.

For example:

If the files are purged every 7 days, and you run 1200 jobs on that agent server daily, and the average size of the STDOUT + STDERR files is
3,000 bytes, the average amount of required disk space is 25MB (7 x 1,200 x 3000).

The Universal Automation Center Agent Server automatically redirects the standard output and standard error files to the cache directory with no
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required user input.
Security

Universal Automation Center Agent require read/write access to the UAG cache directory. No other Workload Automation 5 components access
the cache directory. No general user access is required.

UAG Crossgrade

The Universal Automation Center Agent (UAG) provided by the Workload Automation 5 for UNIX installation replaces all previous versions (1.7
and earlier) of the Opswise Automation Center Agent.

If you are upgrading from OpsWise 1.7 and earlier to OpsWise 5.1, you must perform a UAG crossgrade (see Migrating an Opswise Agent to
UAG for Workload Automation 5 for UNIX).
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Workload Automation 5 for UNIX - Installation Upgrades

® Workload Automation for UNIX - Installation Upgrades
® Universal Command 2.2.0
® |[nstallation Method
® Product Directories
® Configuration Files
® All Workload Automation 5 Releases
® Platform Requirements

Workload Automation for UNIX — Installation Upgrades
This page describes changes in the product installation that have occurred with new versions of the product.
If a particular version is absent from the list, either:

® No change occurred.
® Version is no longer supported.

Universal Command 2.2.0

Installation Method
Starting with Universal Command 2.2.0, the generic Workload Automation 5 for UNIX installation script is no longer used for AlX, HP-UX, Solaris,

and Linux installs. The native operating system vendor-recommended packaging methods are used on these operating systems. All other UNIX
operating systems continue to use the generic installation script.

Product Directories

All Workload Automation 5 now use the Filesystem Hierarchy Standard (FHS) 2.2 for product directory names and locations. This conforms to
most vendor directory implementations. Consequently, the installation directory is / opt / uni ver sal , the variable files directory is

/var/ opt/ uni ver sal , and the configuration files directory is / et ¢/ uni ver sal .

Executable files from versions prior to Universal Command 2.2.0 (ucmd, uctl, uquery, umet, uencrypt) require manual removal from their

default installation directory, / usr/ | ocal / bi n. Previous releases of Universal Command copied executable programs to the / usr /| ocal / bi n
directory by default.

Configuration Files

The installation methods obtain the location where the configuration files for each of the Workload Automation 5 are stored. Configuration files will
be moved from their current location to the / et c/ uni ver sal directory.

All Workload Automation 5 Releases

All configuration files (for example, ucmd.conf and ubroker.conf) are updated and not replaced. Local modifications to the configuration files are
preserved.

1. Note
With the generic Workload Automation 5 for UNIX installation script, the previous installed directories (default or user-specified)
are not removed by the installation of Universal Products 3.1.0 or above.

With the AIX, HP-UX, Solaris, and Linux installs, the previous installation directories are removed when the native installer has detected that
additional directories or files have not been added to the original installation directories. If they have been modified, the directories will remain;
they can be reviewed and removed when desired by your Administrator.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before upgrading.
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Workload Automation 5 for UNIX - Distribution File

® UNIX Distribution File
® Obtaining the Distribution File
® Distribution File Format

UNIX Distribution File

Stonebranch, Inc. provides different Workload Automation for UNIX packages for different types of UNIX operating systems.

Obtaining the Distribution File

To obtain the Workload Automation for UNIX package for your type of UNIX operating system, you must download the corresponding product
distribution file from the Stonebranch Customer Portal.

', Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

After a distribution file has been downloaded, the installation files contained in that file must be extracted before the product can be installed (see
Workload Automation 5 for UNIX - Installation Procedures).

Distribution File Format

The name of each Workload Automation for UNIX distribution file has the following format:

sb- Ver si on. Rel ease. Modi fication Level . Mai ntenance Level -operating systemversion(.rel ease)(-platforn).tar.Zz
For example: sb-5. 1. 0. 0-1i nux-2. 6-ia64.tar.Z

In this format:

Version is the current version of Workload Automation 5.

Release is the current release of Workload Automation 5.

Modification Level is the current Workload Automation 5 feature set.

Maintenance Level is the Workload Automation 5 build level.

operating system is the name of the operating system (for example, AIX or Linux).

version(.release) is the supported version and, optionally, the release of the operating system.

platform is the targeted hardware platform (for example, RS6000 or i386). It is included in the file name only if there is more than one
platform available for the specified operating system.
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Workload Automation 5 for UNIX - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for UNIX - Installation Procedures Overview

Workload Automation 5 for UNIX Installation Procedures

The following procedures are provided for the installation and modification of Workload Automation 5 for UNIX:

Workload Automation 5 for AIX Installation

Workload Automation 5 for HP-UX Installation

Workload Automation 5 for Solaris Installation

Workload Automation 5 for Linux Installation

Workload Automation 5 for UNIX Installation (Generic)

Migrating an Opswise Agent to UAG for Workload Automation 5 for UNIX
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Workload Automation 5 for AlX Installation

® |Installation Process
® Extracting the Workload Automation 5 for AIX Installation Files
® Distribution File
® AIX Packages
® |nstalling Workload Automation 5 for AIX
® Starting the Installation Script
® AIX Installation Script Parameters
® |nstallation Script Example
® AIX PAM Customization
® Listing Workload Automation 5 for AIX Information
® Removing Workload Automation 5 for AlX

Installation Process
Installation of Workload Automation for AlX is a three-step process:
Step 1 Download the product distribution file.

Step 2 Extract the installation files from the distribution file.

Step 3 Install the extracted files.

Extracting the Workload Automation 5 for AIX Installation Files

The Workload Automation for AlX product distribution file is in a compressed tar format.

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat sb-5.1.0.0-aix-5.3.tar.Z | tar xvf -

This command assumes the following:

® Name of the distribution file is sb- 5. 1. 0. 0- ai x-5. 3. tar. Z.
® File is located in the current working directory.

Distribution File

The distribution file contains multiple files, including packages in the AIX backup file format, using extension .bff. The actual base name of the .bff
file depends on the AIX version for which the distribution file is intended. (See Distribution File Format for distribution file naming conventions.)

The following table identifies the files contained in the distribution file.

File Description

Readme.unv Summary of the installation procedure.

uag-5.1.0.0-aix-5.3.bff AlIX backup file format package for the base UAG product.
ubr-5.1.0.0-aix-5.3.bff AlIX backup file format package for the base UBROKER product.
ucmd-5.1.0.0-aix-5.3.bff  AIX backup file format package for the base UCMD product.
ucom-5.1.0.0-aix-5.3.bff =~ AlIX backup file format package for the base COMMON package.
ucr-5.1.0.0-aix-5.3.bff AIX backup file format package for the base UCERT package.
udm-5.1.0.0-aix-5.3.bff = AIX backup file format package for the base UDM product.
uem-5.1.0.0-aix-5.3.bff = AIX backup file format package for the base UEM product.
unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.

289 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

usap-5.1.0.0-aix-5.3.bff = AIX backup file format package for the base USAP product.

utl-5.1.0.0-aix-5.3.bff AIX backup file format package for the base UTILITIES package.

' Note
If your Workload Automation 5 for AIX distribution file does not contain all of these files, contact Stonebranch, Inc. Customer
Support to obtain a correct distribution file.
AlIX Packages
The following table identifies the filesets contained in the AIX packages.

Package Fileset Name Description

UNVcom = UNVcom.UNVcom.msg.en_US Workload Automation 5 common files, such as message catalogs and translation tables.

UNVuag = UNVuag.UNVuag.rte Universal Automation Center Agent

UNVubr = UNVubr.UNVctl.rte Universal Control Manager
UNVubr.UNVcts.rte Universal Control Server
UNVubr.UNVqry.rte Universal Query Manager
UNVubr.UNVspl.rte Universal Spool Maintenance Utilities
UNVubr.UNVubr.rte Universal Broker

UNVucm = UNVucm.UNVucm.rte Universal Command Manager
UNVucm.UNVucs.rte Universal Command Server

UNVucr = UNVucr.UNVucr.rte Universal Certificate

UNVudm = UNVudm.UNVdmgr.rte Universal Data Mover Manager
UNVudm.UNVdsrv.rte Universal Data Mover Server

UNVuem = UNVuem.UNVuem.rte Universal Event Monitor Manager
UNVuem.UNVues.rte Universal Event Monitor Server

UNVusp = UNVusp.UNVusp.rte Universal Connector

UNVutl UNVutl.UNVutil.rte Universal Utilities

Installing Workload Automation 5 for AIX

Workload Automation 5 for AlX is installed with the unvinst script, which executes the installp command. The command to start the script must
be executed with the superuser ID.

. Note
Stonebranch, Inc. strongly recommends the use of the unvinst script for the AIX installation above any other method.
Starting the Installation Script
To start the installation script, unvinst, and install all of the AlX packages, issue the following command:
sh ./unvinst [{--user usernane [--userdir dir]}] [--group groupnane] [{--convert_opsagent option

[--opsdir dir]}] [--ac_transports |ist]
[--ac_core core] [--info]

See AlX Installation Script Parameters and Installation Script Example, below, for a description of the optional parameters that you can issue with
unvinst and an example of unvinst with these parameters.

This is a silent install. The output from unvinst is written to file install.log in the current directory.

An entry is added to the system initialization table, /etc/inittab, to start the ubrokerd daemon when the system boots to runlevel 2. The inittab
entry is similar to the following:
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ubr oker: 2: once: /opt/universal /ubroker-5. 1. 0/ ubrokerd start

The Universal Broker daemon will be installed and run as the username and groupname specified with the installation script parameters, below.

1. Note
With the Solaris, HP, and AIX installs, the previous installation directories are removed when the native installer has detected
that additional directories or files have not been added to the original installation directories. If they have been modified, the
directories will remain and can be reviewed and removed, as desired, by your Administrator.

AlX Installation Script Parameters

The following table describes the optional parameters that are available in the installation script, unvinst, when installing Workload Automation 5.

Parameter Description Default

291 /

Normal UNIX username that is used to execute the Universal Broker daemon. ubroker
The install grants this user account ownership of all installed files, with the

exception of the Workload Automation server components (for example:

ucmsrv, udmsrv, and uemsrv) which, due to security requirements, are owned

by root and will have their "set user ID on execution" bit set.

-user
--user

If the user account that you want to use already exists, specify that user
account.

If this user account does not exist, the install creates it. If --user is omitted from
unvi nst , the default user account (ubroker) is used.

If you want to change the user account for an installed Workload Automation 5
for AIX system, you must perform a re-installation and use this parameter to
change the user account.

Home directory for the created user account specified by - - user . / hone/ <user name>

-userdir

e nEer el If this directory does not exist, it is created when the specified user is created. If

--userdir is omitted from unvi nst , the default is used.

Normal UNIX groupname; the Universal Broker daemon will run as this ubroker
g specified group. All installed files will be assigned to this group.
- group

-“group If the group that you want to use already exists, specify that group.

If this group does not exist, the install creates it. If --group is omitted from
unvi nst, the default group (ubroker) is used.

Specification (yes or no) that causes unvi nst to execute opsmer ge. sh, yes

—c which resides in / opt / uni ver sal / uagsr v/ bi n.

-convert ) .
--convert_opsagent opsmer ge. sh performs the following tasks:

1. Searches for an existing Opswise Agent install (1.5 or later) and
converts configuration options stored in the agent . pr ops file to
corresponding options in uags. conf .

2. Searches for an active Opswise Agent daemon process and attempts
to stop it.

3. Assigns the ID used by the Opswise Agent to UAG, by moving the
gnane file from the Opswise install directory to the
[ var/ opt/universal / uag/ var directory.

Identifies the primary install directory for the Opswise Agent when / hone/ opswi se
—convert_opsagent is specified.

-opsdir

--opsdir If --opsdir is omitted from unvi nst , the default is used.
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Specifies a value, in the format 4803@27.0.0.1
_t port @ paddr [, port2@ paddr 2, ..., port n@ paddr n], for the port and
-transports network address of the Opswise Automation Center Transporter(s) used for
—-ac_transports network communication. The install uses this value to set the UAG
- AUTOMATION_CENTER_TRANSPORTS configuration option. The value

specified in --ac_transports will override any currently configured options,
including those imported from agent . pr ops when --convert_opsagent is set
to yes.

If --ac_transports is omitted from unvi nst , and no other value specifies the
port and network address of the Transporter(s), the default is used.

Specifies a value for the queue name of the Opswise Automation Center HUBO1
Message Hub. The install uses this value to set the UAG

o AUTOMATION_CENTER_CORE configuration option. The value specified in

-core - . ) ) - h
e GERE --ac_core will override any currently configured options, including those
- imported from agent . pr ops when --convert_opsagent is set to yes.
If --ac_core is omitted from unvi nst, and no other value specifies the queue
name of the Opswise Automation Center Message Hub, the default is used.
Displays command line help. n/a
=P
-h
-hel p
--info

Installation Script Example

The following example illustrates Workload Automation 5 for AlX installed with the installation script, unvinst, and optional parameters.

sh ./unvinst --user userl --userdir /honedir/user --group usergroup --convert_opsagent no --opsdir
/ honedir/ops --ac_transports 4803@27.0.0.1
--ac_core HUBO1

AIX PAM Customization

When security is set to use PAM, the pam.conf file under /etc must be adjusted.

Below is the minimum required PAM service definition to make Workload Automation 5 function:
ucmd = auth required | /usr/lib/security/pam_aix
ucmd = account | required | /ust/lib/security/pam_aix

Listing Workload Automation 5 for AIX Information

On AlX, information on an installed product is listed with the Islpp command. The command must be executed with the superuser ID.

Issue the following command to list information for Workload Automation 5 for AIX:

I'sl pp -La ' UNV*'

Removing Workload Automation 5 for AIX

Step 1 Stop the ubrokerd daemon.
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Step 2 Using the superuser ID, remove all filesets of Workload Automation 5 for AIX by issuing the following command:

installp -u UNVusp UNVuag UNVucr UNvVut| UNVuem UNVudm UNVucm UNVubr UNVcom

All entries in the / et ¢/ i ni t t ab file that reference ubr oker are removed.

Step 3 Delete the Agent user account (ubr oker ) and its home directory:

userdel -r ubroker

Step 4 Delete the Agent group (ubr oker ):

groupdel ubroker
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Workload Automation 5 for HP-UX Installation

® |Installation Process
® Extracting Workload Automation for HP-UX Installation Files
® PA-RISC Systems
® |A64 Systems
® HP-UX Package
® Pre-Requisite to Installing Workload Automation 5 for HP-UX (PA-RISC Systems)
® |nstalling Workload Automation 5 for HP-UX
® Starting the Installation Script
® HP-UX Install Script Parameters
® |nstallation Script Example
® Listing Workload Automation 5 for HP-UX Information
® Removing Workload Automation 5 for HP-UX

Installation Process
Installation of Workload Automation for HP-UX is a three-step process:
Step 1 Download product distribution file (see Workload Automation 5 for UNIX - Distribution File).

Step 2 Extract the installation files from the distribution file.

Step 3 Install the extracted files.

Extracting Workload Automation for HP-UX Installation Files

Stonebranch, Inc. provides separate product distribution files for the following HP-UX system:

® PA-RISC Systems
®* |A64 Systems

Workload Automation for HP-UX product distribution files are in a compressed tar format.

PA-RISC Systems

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat sb-5.1.0.0-hpux-11.11-hppa.tar.Z | tar xvf -

This command assumes the following:

* Name of the distribution file is sb- 5. 1. 0. 0- hpux- 11. 11- hppa. tar. Z.
® File is located in the current working directory.

Distribution File

The distribution file contains multiple files, including a package in the HP-UX file format (extension .depot). The actual base name of the .depot
file depends on the HP-UX version for which the distribution file is intended. (See Distribution File Format for distribution file naming conventions.)

The following table identifies the files contained in the distribution file.

File Description

Readme.unv Summary of the installation procedure.
unv-5.1.0.0-hpux-11.11-hppa.depot HP-UX .depot file-format package.
unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.

If your Workload Automation 5 for HP-UX distribution file does not contain these files, contact Stonebranch, Inc. Customer Support to obtain a

correct distribution file.
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IA64 Systems

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat sb-5.1.0.0-hpux-11.23-ia64.tar.Z | tar xvf -

This command assumes the following:

® Name of the distribution file is sb- 5. 1. 0. 0- hpux- 11. 23-i a64. tar. Z.
® File is located in the current working directory.

Distribution File

The distribution file contains multiple files, including a package in the HP-UX file format (extension .depot). The actual base name of the .depot
file depends on the HP-UX version for which the distribution file is intended. (See Distribution File Format for distribution file naming conventions.)

The following table identifies the files contained in the distribution file.

File Description
Readme.unv Summary of the installation procedure.
unv-5.1.0.0-hpux-11.23-ia64.depot = HP-UX .depot file-format package.
unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.

1. Note
If your Workload Automation 5 for HP-UX distribution file does not contain all of these files, contact Stonebranch, Inc. Customer
Support to obtain a correct distribution file.

HP-UX Package

The Workload Automation 5 for HP-UX is packaged as a depot file (extension .depot). The Workload Automation 5 depot contains product UCM.

The following table identifies the sub-products contained in the HP-UX package.

Subproduct Name Description

UNV.UNVcom Workload Automation 5 common files, such as message catalogs and translation tables.

UNV.UNVctl Universal Control Manager

UNV.UNVcts Universal Control Server

UNV.UNVqry Universal Query

UNV.UNVspl Universal Spool

UNV.UNVuag Universal Automation Center Agent

UNV.UNVubr Universal Broker

UNV.UNVucm Universal Command Manager

UNV.UNVucr Universal Certificate

UNV.UNVucs Universal Command Server

UNV.UNVudm Universal Data Mover Manager

UNV.UNVuds Universal Data Mover Server

UNV.UNVuem Universal Event Monitor Manager
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UNV.UNVues Universal Event Monitor Server
UNV.UNVusp Universal Connector
UNV.UNVutl Universal Utilities

Pre-Requisite to Installing Workload Automation 5 for HP-UX (PA-RISC Systems)

In order to install and run Workload Automation 5 for HP-UX (PA-RISC Systems), you first must install the following patches (these versions or
newer):

® GOLDQ@PK11li _B.11.11.0612. 459, which contains these two patch sets:
® GOLDAPPS11i B. 11.11.0612. 459
® GOLDBASELli B. 11.11.0612. 459

Installing Workload Automation 5 for HP-UX

Workload Automation 5 for HP-UX is installed with the unvinst script, which executes the swinstall command. The command to start the script
must be executed with the superuser ID.

' Note
Stonebranch, Inc. strongly recommends the use of the unvinst script for the HP-UX installation above any other method.

Starting the Installation Script

To start the installation script, unvinst, and install all of the HP-UX packages, issue the following command:

sh ./unvinst [{--user usernane [--userdir dir]}] [--group groupnane] [{--convert_opsagent option
[--opsdir dir]}] [--ac_transports |ist]
[--ac_core core] [--info]

See HP-UX Install Script Parameters and Installation Script Example, below, for a description of the optional parameters that you can issue with
unvinst and an example of unvinst with these parameters.
This is a silent install. The output from unvinst is written to file install.log in the current directory.

System initialization files /sbin/init.d/ubrokerd and /sbhin/rc3.d/S850ubrokerd are created to start the ubrokerd daemon when the system boots
to runlevel 3.

The Universal Broker daemon will be installed and run as the username and groupname specified with the installation script parameters, below.

1. Note
With the Solaris, HP-UX, and AlX installs, the previous installation directories are removed when the native installer has
detected that additional directories or files have not been added to the original installation directories. If they have been
modified, the directories will remain and can be reviewed and removed, as desired, by your Administrator.

HP-UX Install Script Parameters

The following table describes the optional parameters that are available in the installation script, unvinst, when installing Workload Automation 5.

Parameter Description Default

296 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

297 |/

-user
--user

-userdir
--userdir

-9
- group
--group

-c
- convert
--convert _opsagent

-opsdir
--opsdir

-t
-transports
--ac_transports

-r
-core
--ac_core
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Normal UNIX username that is used to execute the Universal Broker daemon.
The install grants this user account ownership of all installed files, with the
exception of the Workload Automation server components (for example:
ucmsrv, udmsrv, and uemsrv) which, due to security requirements, are owned
by root and will have their "set user ID on execution" bit set.

If the user account that you want to use already exists, specify that user
account.

If this user account does not exist, the install creates it. If --user is omitted from
unvi nst, the default user account (ubroker) is used.

If you want to change the user account for an installed Workload Automation 5
for HP-UX system, you must perform a re-installation and use this parameter to
change the user account.

Home directory for the created user account specified by - - user .

If this directory does not exist, it is created when the specified user is created. If
--userdir is omitted from unvi nst , the default is used.

Normal UNIX groupname; the Universal Broker daemon will run as this
specified group. All installed files will be assigned to this group.

If the group that you want to use already exists, specify that group.

If this group does not exist, the install creates it. If --group is omitted from
unvi nst , the default group (ubroker) is used.

Specification (yes or no) that causes unvi nst to execute opsner ge. sh,
which resides in / opt / uni ver sal / uagsr v/ bi n.

opsner ge. sh performs the following tasks:

1. Searches for an existing Opswise Agent install (1.5 or later) and
converts configuration options stored in the agent . pr ops file to
corresponding options in uags. conf .

2. Searches for an active Opswise Agent daemon process and attempts
to stop it.

3. Assigns the ID used by the Opswise Agent to UAG, by moving the
gnane file from the Opswise install directory to the
[ var/ opt/universal / uag/ var directory.

Identifies the primary install directory for the Opswise Agent when
—convert_opsagent is specified.

If --opsdir is omitted from unvi nst , the default is used.

Specifies a value, in the format

port @ paddr [, port2@ paddr 2, ..., portn@ paddr n], for the port and
network address of the Opswise Automation Center Transporter(s) used for
network communication. The install uses this value to set the UAG
AUTOMATION_CENTER_TRANSPORTS configuration option. The value
specified in --ac_transports will override any currently configured options,
including those imported from agent . pr ops when --convert_opsagent is set
to yes.

If --ac_transports is omitted from unvi nst, and no other value specifies the
port and network address of the Transporter(s), the default is used.

Specifies a value for the queue name of the Opswise Automation Center
Message Hub. The install uses this value to set the UAG
AUTOMATION_CENTER_CORE configuration option. The value specified in
--ac_core will override any currently configured options, including those
imported from agent . pr ops when --convert_opsagent is set to yes.

If --ac_core is omitted from unvi nst, and no other value specifies the queue
name of the Opswise Automation Center Message Hub, the default is used.

ubroker

/ hone/ <user nane>

ubroker

yes

/ horre/ opswi se

4803@27.0.0.1

HUBO1
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Displays command line help. n/a

-2
-h

-hel p
--info

Installation Script Example

The following example illustrates Workload Automation 5 for HP_UX installed with the installation script, unvinst, and optional parameters.

sh ./unvinst --user userl --userdir /honedir/user --group usergroup --convert_opsagent no --opsdir
/ honedi r/ ops
--ac_transports 4803@27.0.0.1 --ac_core HUBO1

Listing Workload Automation 5 for HP-UX Information

On HP-UX, information on an installed product and sub-products is listed with the swlist command. The command must be executed with the
superuser ID.

To list information for Workload Automation 5 for HP-UX, issue the following command:

swist -1 subproduct UNV

Removing Workload Automation 5 for HP-UX

Step 1 Stop the ubrokerd daemon.

Step 2 Using the superuser ID, remove all Workload Automation 5 for HP-UX sub-products by issuing the following command:

swrenove UNV

System initialization files / sbi n/ i ni t. d/ ubrokerd} and {{/sbin/rc3. d/ S850ubr okerd are removed.

Step 3 Delete the Agent user account (ubr oker ) and its home directory:

userdel -r ubroker

Step 4 Delete the Agent group (ubr oker):

groupdel ubroker
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Workload Automation 5 for Solaris Installation

® |Installation Process
® Extracting the Workload Automation for Solaris Installation Files
® Intel-Based Systems
® SPARC-Based Systems
® Solaris Package
® |nstalling Workload Automation 5 for Solaris
® Starting the Installation Script
® Solaris Installation Script Parameters
® |nstallation Script Example
® Listing Workload Automation 5 for Solaris Information
® Removing Workload Automation 5 for Solaris

Installation Process
Installation of Workload Automation for Solaris is a three-step process:
Step 1 Download product distribution file (see Workload Automation 5 for UNIX - Distribution File).

Step 2 Extract the installation files from the distribution file.

Step 3 Install the extracted files.

Extracting the Workload Automation for Solaris Installation Files

Stonebranch, Inc. provides a separate product distribution file for the following Solaris systems:

® |ntel-based systems
® SPARC-based systems

Workload Automation for Solaris product distribution files are in a compressed tar format.

Intel-Based Systems

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat sb-5.1.0.0-solaris-10-x64.tar.Z | tar xvf -

This command assumes that:

® Name of the distribution file is sb- 5. 1. 0. 0- sol ari s- 10- x64. tar. Z.
® File is located in the current working directory.

Distribution File
The following table identifies the files contained in the distribution file.
File Description

Readme.unv Summary of the installation procedure.

unv-5.1.0.0-solaris-10-x64.pkg = Solaris Intel-based file format package.

unvinst Installation script.
upimerge.sh Script that uses the Universal Installation Merge (UIM) module.
*,  Note

If your Workload Automation 5 for Solaris (Intel-based systems) distribution file does not contain all of these files, contact

Stonebranch, Inc. Customer Support to obtain a correct distribution file.
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SPARC-Based Systems

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat sb-5.1.0.0-solaris-8-sparc.tar.Z | tar xvf -

This command assumes that:

® Name of the distribution file is sb- 5. 1. 0. 0- sol ari s-8-sparc.tar. Z.
® File is located in the current working directory.

The actual base name of the .pkg file depends on the Solaris version for which the distribution file is intended. (See Distribution File Format for
distribution file naming conventions.)

Distribution File

The following table identifies the files contained in the distribution file.
File Description
Readme.unv Summary of the installation procedure.
unv-5.1.0.0-solaris-8-sparc.pkg = Solaris SPARC-based file format package.

unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.

*,  Note
If your Workload Automation 5 for Solaris (SPARC-based systems) distribution file does not contain these files, contact
Stonebranch, Inc. Customer Support to obtain a correct distribution file.

Solaris Package

Workload Automation 5 for Solaris is packaged as a set of Solaris packages (extension .pkg).

The following table identifies the Workload Automation 5 for Solaris package names.

Package Name Description

UNVcom Workload Automation 5 common files, such as, message catalogs and translation tables.
UNVctl Universal Control Manager
UNVcts Universal Control Server

UNVQary Universal Query

UNVspl Universal Spool

UNVuag Universal Automation Center Agent
UNVubr Universal Broker

UNVucm Universal Command Manager
UNVucr Universal Certificate

UNVucs Universal Command Server
UNVudm Universal Data Mover Manager
UNVuds Universal Data Mover Server
UNVuem Universal Event Monitor Manager
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UNVues Universal Event Monitor Server
UNVusp * Universal Connector
UNVutl Universal Utilities

1. Note*

UNVusp is not provided with the Workload Automation 5 for Solaris Intel-based file format package.

Installing Workload Automation 5 for Solaris

Workload Automation 5 for Solaris is installed with the unvinst script, which executes the pkgadd command. The command to start the script
must be executed with the superuser ID.

1. Note
Stonebranch, Inc. strongly recommends the use of the unvinst script for the Solaris installation above any other method.
Starting the Installation Script
To start the installation script, unvinst, and install all of the Solaris packages, issue the following command:
sh ./unvinst [{--user usernane [--userdir dir]}] [--group groupnane] [{--convert_opsagent option

[--opsdir dir]}] [--ac_transports list]
[--ac_core core] [--info]

See Solaris Installation Script Parameters and Installation Script Example, below, for a description of the optional parameters that you can issue
with unvinst and an example of unvinst with these parameters.

This is a silent install. The output from unvinst is written to file install.log in the current directory.

System initialization files /etc/init.d/ubrokerd and /etc/rc3.d/S85ubrokerd are created to start the ubrokerd daemon when the system boots to
runlevel 3.

The Universal Broker daemon will be installed and run as the username and groupname specified with the installation script parameters, below.

. Note
With the Solaris, HP, and AlX installs, the previous installation directories are removed when the native installer has detected
that additional directories or files have not been added to the original installation directories. If they have been modified, the
directories will remain and can be reviewed and removed, as desired, by your Administrator.

Solaris Installation Script Parameters

The following table describes the optional parameters that are available in the installation script, unvinst, when installing Workload Automation 5.

Parameter Description Default
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-user
--user

-userdir
--userdir

-9
- group
--group

-c
-convert
--convert_opsagent

-opsdir
--opsdir

-t
-transports
--ac_transports
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Normal UNIX username that is used to execute the Universal Broker
daemon. The install grants this user account ownership of all installed
files, with the exception of the Workload Automation server
components (for example: ucmsrv, udmsrv, and uemsrv) which, due
to security requirements, are owned by root and will have their "set
user ID on execution" bit set.

If the user account that you want to use already exists, specify that
user account.

If this user account does not exist, the install creates it. If --user is
omitted from unvi nst , the default user account (ubroker) is used.

If you want to change the user account for an installed Workload
Automation 5 for Solaris system, you must perform a re-installation
and use this parameter to change the user account.

Home directory for the created user account specified by - - user .

If this directory does not exist, it is created when the specified user is
created. If --userdir is omitted from unvi nst , the default is used.

Normal UNIX groupname; the Universal Broker daemon will run as
this specified group. All installed files will be assigned to this group.

If the group that you want to use already exists, specify that group.

If this group does not exist, the install creates it. If --group is omitted
from unvi nst, the default group (ubroker) is used.

Specification (yes or no) that causes unvi nst to execute
opsner ge. sh, which resides in / opt / uni ver sal / uagsr v/ bi n.

opsner ge. sh performs the following tasks:

1. Searches for an existing Opswise Agent install (1.5 or later)
and converts configuration options stored in the
agent . pr ops file to corresponding options in uags. conf .

2. Searches for an active Opswise Agent daemon process and
attempts to stop it.

3. Assigns the ID used by the Opswise Agent to UAG, by
moving the gnane file from the Opswise install directory to
the / var/ opt/ uni ver sal / uag/ var directory.

Identifies the primary install directory for the Opswise Agent when
—convert_opsagent is specified.

If --opsdir is omitted from unvi nst , the default is used.

Specifies a value, in the format

port @ paddr [, port2@ paddr 2, ..., portn@ paddr n], for the
port and network address of the Opswise Automation Center
Transporter(s) used for network communication. The install uses this
value to set the UAG AUTOMATION_CENTER_TRANSPORTS
configuration option. The value specified in --ac_transports will
override any currently configured options, including those imported
from agent . pr ops when --convert_opsagent is set to yes.

If --ac_transports is omitted from unvi nst, and no other value
specifies the port and network address of the Transporter(s), the
default is used.

ubroker

/ export/ home/ <user name>

ubroker

yes

/ export/ home/ opswi se

4803@27.0.0.1
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Specifies a value for the queue name of the Opswise Automation HUBO1
Center Message Hub. The install uses this value to set the UAG
) rcor A AUTOMATION_CENTER_CORE configuration option. The value
ol GEIE specified in --ac_core will override any currently configured options,
- including those imported from agent . pr ops when
--convert_opsagent is set to yes.
If --ac_core is omitted from unvi nst, and no other value specifies
the queue name of the Opswise Automation Center Message Hub, the
default is used.
Displays command line help. n/a
-2
-h
-hel p
--info

Installation Script Example

The following example illustrates Workload Automation 5 for Solaris installed with the installation script, unvinst, and optional parameters.

sh ./unvinst --user userl --userdir /honedir/user --group usergroup --convert_opsagent no --opsdir
/ honedi r/ ops
--ac_transports 4803@L27.0.0.1 --ac_core HUBO1l

Listing Workload Automation 5 for Solaris Information

Information on an installed packages is listed with the pkginfo command. The command must be executed with the superuser ID.

To list information for Workload Automation 5 for Solaris, issue the following command:

pkgi nfo UNVucr UNVusp UNVut | UNVues UNVuem UNVuds UNVudm UNVucs UNVucm UNVgry UNvetl UNvets UNVuag
UNVubr UNVspl UNVcom

., Note
UNVusp is not provided with the Workload Automation 5 for Solaris Intel-based file format package.

Removing Workload Automation 5 for Solaris

Step 1 Stop the ubrokerd daemon.

Step 2 Using the superuser ID, remove all Workload Automation 5 for Solaris packages by issuing the following command:

pkgrm UNVucr UNVusp UNVut| UNVues UNVuem UNVuds UNVudm UNVucs UNVucm UNVgry UNvVet| UNvets
UNVuag UNVubr UNVspl UNVcom

System initialization files / et ¢/ i ni t. d/ ubr okerd and / et ¢/ r c3. d/ S85ubr oker d are removed.

r.  Note
UNVusp is not provided with the Workload Automation 5 for Solaris Intel-based file format package.
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Step 3 Delete the Agent user account (ubr oker ) and its home directory:

userdel -r ubroker

Step 4 Delete the Agent group (ubr oker):

groupdel ubroker
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Workload Automation 5 for Linux Installation

® |Installation Process
® Extracting the Workload Automation for Linux Installation Files
® x86-Based Systems
® x86_64-Based Systems
® |BM S/390 and zSeries Systems
® [tanium Systems
® |nstalling Workload Automation 5 for Linux
® Starting the Installation Script
® Linux Installation Script Parameters
® |nstallation Script Example
® Listing Workload Automation 5 for Linux Information
® Removing Workload Automation 5 for Linux
® Linux PAM Customization
® PAM Configuration File
® Examples of Customized PAM Configuration Files
® Configuring the Agent to Run a Task without a Password

Installation Process

Installation of Workload Automation for Linux is a three-step process:

Step 1 Download product distribution file (see Workload Automation 5 for UNIX - Distribution File).
Step 2 Extract the installation files from the distribution file.

Step 3 Install the extracted files.

Extracting the Workload Automation for Linux Installation Files

Stonebranch, Inc. provides separate product distribution files for the following Linux systems:

x86-Based Systems
x86_64-Based Systems

IBM S/390 and zSeries Systems
Itanium Systems

Workload Automation for Linux product distribution files are in a compressed tar format.

x86-Based Systems

(The RPM package for x86-based systems contains the i386 qualifier.)

To uncompress and extract the installation files from the product distribution file, issue the following command:

zcat sb-5.1.0.0-1inux-2.4-i386.tar.Z | tar xvf -

This command assumes that the name of the distribution file is sb-5. 1. 0. 0-1i nux-2. 4-i 386. tar. Z.

Distribution File

The following table identifies the files contained in the distribution file.

File Description

Readme.unv Summary of the installation procedure.
unv-5.1.0.0-linux-2.4-i386.rpm = Linux RPM file format package.
unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.
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. Note
If your Workload Automation 5 for Linux (x86-based systems) distribution file does not contain all of these files, contact
Stonebranch, Inc. Customer Support to obtain a correct distribution file.

x86_64-Based Systems

(The RPM package for x86_64-based systems contains the x86_64 qualifier.)

To uncompress and extract the installation files from the product distribution file, issue the following command:

zcat sb-5.1.0.0-1inux-2.6-x86_64.tar.Z | tar xvf -

This command assumes that the name of the distribution file is sb- 5. 1. 0. 0-1 i nux- 2. 6-x86_64.tar. Z.
Distribution File

The following table identifies the files contained in the distribution file.

File Description*
Readme.unv Summary of the installation procedure.

unv-5.1.0.0-linux-2.6-x86_64.rpm ' Linux RPM file format package.

unvinst Installation script.
upimerge.sh Script that uses the Universal Installation Merge (UIM) module.
., Note

If your Workload Automation 5 for Linux (x86_64-based systems) distribution file does not contain these files, contact
Stonebranch, Inc. Customer Support to obtain a correct distribution file.
IBM S/390 and zSeries Systems

(The RPM package for IBM S/390 and zArchitecture systems contains the s390x qualifier.)

To uncompress and extract the installation files from the product distribution file, issue the following command:

zcat sb-5.1.0.1-1inux-2.6-s390x.tar.Z | tar xvf -

This command assumes that the name of the distribution file is sb- 5. 1. 0. 1- | i nux- 2. 6-s390x. tar. Z.

Distribution File

The following table identifies the files contained in the distribution file.

File Description

Readme.unv Summary the installation procedure.
unv-5.1.0.1-linux-2.6-s390x.rpm = Linux RPM file format package.
unvinst Installation script.

upimerge.sh Script that uses the Universal Installation Merge (UIM) module.
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. Note
If your Workload Automation 5 for Linux (IBM S/390 and zSeries systems) distribution file does not contain these files, contact
Stonebranch, Inc. Customer Support to obtain a correct distribution file.

Itanium Systems

(The RPM package for Itanium systems contains the ia64 qualifier.)

To uncompress and extract the installation files from the product distribution file, issue the following command:

zcat sb-5.1.0.0-linux-2.6-ia64.tar.Z | tar xvf -

This command assumes that the name of the distribution file is sb- 5. 1. 0. 0- i nux- 2. 6-i a64. tar. Z.
Distribution File
The following table identifies the files contained in the distribution file.

File Description

Readme.unv Summary of the installation procedure.

unv-5.1.0.0-linux-2.6-ia64.rpm = Linux RPM file format package.

unvinst Installation script.
upimerge.sh Script that uses the Universal Installation Merge (UIM) module.
., Note

If your Workload Automation 5 for Linux (Itanium systems) distribution file does not contain the these files, contact Stonebranch,
Inc. Customer Support to obtain a correct distribution file.

Installing Workload Automation 5 for Linux

Workload Automation 5 for Linux is installed with the unvinst script, which executes the rpm command. The command to start the script must be
executed with the superuser ID.

', Note
Stonebranch, Inc. strongly recommends the use of the unvinst script for the Linux installation above any other method.

Starting the Installation Script

To start the installation script, unvinst, issue the following command:

sh ./unvinst [{--user usernane [--userdir dir]}] [--group groupnane] [{--convert_opsagent option
[--opsdir dir]}] [--ac_transports list]
[--ac_core core] [--info]

See Linux Install Script Parameters and Installation Script Example, below, for a description of the optional parameters that you can issue with
unvinst and an example of unvinst with these parameters.

This is a silent install. The output from unvinst is written to file install.log in the current directory. The products are installed into directory /opt.

The Universal Broker daemon will be installed and run as the username and groupname specified with the installation script parameters, below.
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1 Note

For this release of Linux RPM, the previous non-RPM version will not be uninstalled. The Administrator can remove the
remaining files/directories as needed.

Linux Installation Script Parameters

The following table describes the optional parameters that are available in the UNIX install script (unvi nst ) when installing Workload Automation

5.

Parameter

308 /

-u
-user
--user

-userdir
--userdir

-9
- group
--group

-c
-convert
--convert_opsagent

-opsdir
--opsdir

wab10-install&admin

Description Default

Normal UNIX username that is used to execute the Universal Broker daemon.  ubroker
The install grants this user account ownership of all installed files, with the

exception of the Workload Automation server components (for example:

ucmsrv, udmsrv, and uemsrv) which, due to security requirements, are owned

by root and will have their "set user ID on execution" bit set.

If the user account that you want to use already exists, specify that user
account.

If this user account does not exist, the install creates it. If --user is omitted from
unvi nst , the default user account (ubroker) is used.

If you want to change the user account for an installed Workload Automation 5
for Linux system, you must perform a re-installation and use this parameter to
change the user account.

Home directory for the created user account specified by - - user . / home/ <user nane>

If this directory does not exist, it is created when the specified user is created. If
--userdir is omitted from unvi nst , the default is used.

Normal UNIX groupname; the Universal Broker daemon will run as this ubroker
specified group. All installed files will be assigned to this group.

If the group that you want to use already exists, specify that group.

If this group does not exist, the install creates it. If --group is omitted from
unvi nst , the default group (ubroker) is used.

Specification (yes or no) that causes unvi nst to execute opsner ge. sh, yes
which resides in / opt / uni ver sal / uagsr v/ bi n.

opsner ge. sh performs the following tasks:

1. Searches for an existing Opswise Agent install (1.5 or later) and
converts configuration options stored in the agent . pr ops file to
corresponding options in uags. conf .

2. Searches for an active Opswise Agent daemon process and attempts
to stop it.

3. Assigns the ID used by the Opswise Agent to UAG, by moving the
gnane file from the Opswise install directory to the
/var/ opt/universal / uag/ var directory.

Identifies the primary install directory for the Opswise Agent when / horre/ opswi se
—convert_opsagent is specified.

If --opsdir is omitted from unvi nst , the default is used.



Workload Automation 5.1.0 Installation and Administration Guide

Specifies a value, in the format 4803@27.0.0.1
_t port @ paddr [, port2@ paddr 2, ..., port n@ paddr n], for the port and
-transports network address of the Opswise Automation Center Transporter(s) used for
—-ac_transports network communication. The install uses this value to set the UAG
- AUTOMATION_CENTER_TRANSPORTS configuration option. The value

specified in --ac_transports will override any currently configured options,
including those imported from agent . pr ops when --convert_opsagent is set
to yes.

If --ac_transports is omitted from unvi nst , and no other value specifies the
port and network address of the Transporter(s), the default is used.

Specifies a value for the queue name of the Opswise Automation Center HUBO1
Message Hub. The install uses this value to set the UAG
) rcor A AUTOMATION_CENTER_CORE configuration option. The value specified in
e GERE --ac_core will override any currently configured options, including those
- imported from agent . pr ops when --convert_opsagent is set to yes.
If --ac_core is omitted from unvi nst, and no other value specifies the queue
name of the Opswise Automation Center Message Hub, the default is used.
Displays command line help. n/a
-2
-h
-hel p
--info

Installation Script Example

The following example illustrates Workload Automation 5 for Linux installed with the installation script, unvinst, and optional parameters.

sh ./unvinst --user userl --userdir /honedir/user --group usergroup --convert_opsagent no --opsdir
/ honedi r/ ops
--ac_transports 4803@27.0.0.1 --ac_core HUBO1l

Listing Workload Automation 5 for Linux Information

Information on installed packages is listed with the rpm command. The command must be executed with the superuser ID.

To list information for the Workload Automation 5 for Linux, issue the following command:

rpm-qgi unv

Removing Workload Automation 5 for Linux

Step 1 Stop the ubrokerd daemon.

Step 2 Using the superuser ID, remove all Workload Automation 5 for Linux packages by issuing the following command:

rpm-e unv

Step 3 Delete the Agent user account (ubr oker ) and its home directory:

userdel -r ubroker
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Step 4 Delete the Agent group (ubr oker):

groupdel ubroker

Linux PAM Customization

Linux installations utilize Pluggable Authentication Modules (PAM) for user authentication. Many of the Workload Automation 5 servers, such as
Universal Command (UCMD), Universal Data Mover (UDM), and Universal Control (UCTL), must authenticate user accounts and passwords.
Proper PAM configuration is essential for product operation.

There are many organizations and companies that package and distribute the Linux operating system. Most have consistent PAM
implementations, but there are exceptions.

All supported Linux installations — except for SUSE 9 and below — require the sample PAM configuration file delivered with Workload Automation 5
to be copied to directory /etc/pam.d:

cp /opt/universal/ucmdsrv/sanp/ ucnd. pam / et ¢/ pam d/ ucnd

PAM Configuration File
All Workload Automation 5 components utilize the same PAM configuration file.
32-Bit Linux Systems

For 32-bit Linux systems (X_86-Based systems), its contents are:

auth required | /lib/security/pam_pwdb.so shadow nullok
auth required | /lib/security/pam_nologin.so

account ' required  /lib/security/pam_pwdb.so
64-Bit Linux Systems
For 64-bit Linux systems (x86_64-Based systems; Itanium systems; S/390 and z/Series systems) its contents are:

auth required | /lib64/security/pam_pwdb.so shadow nullok
auth required | /lib64/security/pam_nologin.so

account ' required  /lib64/security/pam_pwdb.so

Your Administrator must modify this sample PAM file to meet your local configuration.

Examples of Customized PAM Configuration Files

Workload Automation 5 for Redhat systems 5.0 and greater

auth include | system-auth
auth required | pam_nologin.so

account ' include @ system-auth

Workload Automation 5 for SUSE-based systems 10.0 and greater

auth required | pam_unix2.so nullok

auth required = pam_nologin.so
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account include ' common-account

Alternative Workload Automation 5 for SUSE 10.1

auth required = pam_unix2.so nullok

auth required = pam_nologin.so

account include ' common-account

Configuring the Agent to Run a Task without a Password

Prior to release 5.1, Opswise Automation Center used the ops_suexec.nopass file, which listed all trusted users.
In release 5.1, this file no longer is used. To apply your desired security configuration, access the UAG SECURITY configuration option in the
uags. conf configuration file:

® |f you do not want security, set the value to none.

® |f you want security, set the value to pam and update the following files:
® Check the /etc/pam.d/ucmd configuration file to ensure that it contains the minimum PAM security settings (see Examples of

Customized PAM Configuration Files, above).
® Add the following to /etc/universal/uacl.conf for each user: uag_work_request [username],allow,noauth

Also, verify that the user has a /home directory defined.
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Workload Automation 5 for UNIX Installation (Generic)

® Workload Automation for UNIX Installation (Generic)
® Installation Process
® Extracting the Workload Automation for UNIX Installation Files
* MP-RAS
® Trub4
® Distribution File
® |nstalling Workload Automation 5 for UNIX
® Starting the Installation Script
® UNIX (Generic) Installation Script Parameters
® |nstallation Script Example
® |Installation Environment Variables
® Removing Workload Automation 5 for UNIX

Workload Automation for UNIX Installation (Generic)

Installation of Workload Automation for UNIX on operating systems other than AIX, HP-UX, Solaris, and Linux are performed with the generic
Workload Automation for UNIX installation script. Currently, Workload Automation for UNIX installs on two such operating systems:

* MP-RAS
®* Tru64

Installation Process
Installation of these Workload Automation for UNIX is a three-step process:
Step 1 Download product distribution file (see Workload Automation 5 for UNIX - Distribution File).

Step 2 Extract the installation files from the distribution file.

Step 3 Install the extracted files.

Extracting the Workload Automation for UNIX Installation Files

The Workload Automation for UNIX product distribution file is in a compressed tar format. It must be uncompressed and extracted in the user's
home directory. The products are installed in directory /opt.

To uncompress and extract the installation files from the distribution file, issue the following command:

MP-RAS

zcat sb-5.1.0.0-npras-3.02-i386.tar.Z | tar xvf -

(This command assumes that the name of the distribution file is sb- 5. 1. 0. 0- npras- 3. 02-i 386.tar. Z.)

Tru64d

zcat sb-5.1.0.0-tru64-5.1-alpha.tar.Z | tar xvf -

(This command assumes that the name of the distribution file is sb- 5. 1. 0. 0- t ru64- 5. 1- al pha.tar. Z.)

Distribution File

The following table identifies the files contained in each of these distribution files.

File Description
Readme.unv = Summary of the installation procedure.

sh.tar tar file format package.
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unvinst Installation script.

upimerge.sh = Script that uses the Universal Installation Merge (UIM) module.

', Note
If your Workload Automation 5 for UNIX distribution file does not contain all of these files, contact Stonebranch, Inc. Customer
Support to obtain a correct distribution file.

Installing Workload Automation 5 for UNIX

Workload Automation 5 for UNIX (generic) is installed with the installation script, unvinst. The command to start the script must be executed with
the superuser ID.

., Note
Stonebranch, Inc. strongly recommends the use of the unvinst script for this UNIX installation above any other method.

Starting the Installation Script

To start the installation script, unvinst, issue the following command:

sh ./unvinst [{--user username [--userdir dir]}] [--group groupnane]

See UNIX (Generic) Installation Script Parameters and Installation Script Example, below, for a description of the optional parameters that you
can issue with unvinst and an example of unvinst with these parameters.

When you issue the command, an installation log file is written to . / i nst al | . | og. The Universal Broker daemon will be installed and run as the
username and groupname specified with the installation script parameters, below.

', Note
With installation of Workload Automation 5 for UNIX using the generic installation script, the previous installation directories —
default or user-specified — are not removed.

UNIX (Generic) Installation Script Parameters

The following table describes the optional parameters that are available in the UNIX installation script, unvinst, when installing Workload
Automation 5.

Parameter Description Default
Normal UNIX username that is used to execute the Universal Broker daemon. The install ubroker
u grants this user account ownership of all installed files, with the exception of the Workload
L UEGT Automation server components (for example: ucmsrv, udmsrv, and uemsrv) which, due to
__user security requirements, are owned by root and will have their "set user ID on execution" bit
set.
If the user account that you want to use already exists, specify that user account.
If this user account does not exist, the install creates it. If --user is omitted from unvi nst ,
the default user account (ubroker) is used.
If you want to change the user account for an installed Workload Automation 5 for UNIX
(Generic) system, you must perform a re-installation and use this parameter to change the
user account.
Home directory for the created user account specified by - - user. / hone/ <user nane>
-userdir - L - . o
- usarall o If this directory does not exist, it is created when the specified user is created. If --userdir is
omitted from unvi nst, the default is used.
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-9
- group
--group

-?
-h
-hel p
--info

Normal UNIX groupname; the Universal Broker daemon will run as this specified group. All = ubroker
installed files will be assigned to this group.

If the group that you want to use already exists, specify that group.

If this group does not exist, the install creates it. If --group is omitted from unvi nst, the
default group (ubroker) is used.

Displays command line help. n/a

Installation Script Example

The following example illustrates Workload Automation 5 for UNIX (generic) installed with the installation script, unvinst, and optional parameters.

sh ./unv

inst --user userl --userdir /honedir/user --group usergroup

Installation Environment Variables

Environment variables can be defined to set default values for certain installation options.

The following table identifies the environment variables used and their install-script defaults.

Variable Name Default Value Notes

UNV_INSTLOG Jinstall.log Installation log file.

UNV_CFGDIR letc/universal Default configuration directory.

UNV_START_DAEMON Y Default response to start the Universal Broker daemon or not.
UNV_USRBIN /opt/universal/bin = Default directory in which symbolic links are created to user programs.

Removing Workload Automation 5 for UNIX

Step 1 Stop the ubrokerd daemon.

Step 2 Remove Workload Automation 5 for UNIX (generic) by deleting the relevant directories:

® /opt/universal
® /var/opt/universal
® /etc/universal

Step 3 Delete the Agent user account (ubr oker ) and its home directory:

userdel

-r ubroker

Step 4 Delete the Agent group (ubr oker):

gr oupdel

ubr oker
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Migrating an Opswise Agent to UAG for Workload Automation 5 for UNIX

® Overview
® UAG Crossgrade Script
® Crossgrade Script Actions
® Crossgrade Script Command Options

Overview

The Universal Automation Center Agent (UAG) provided by the Workload Automation 5 installation replaces all previous versions (1.7 and earlier)
of the Opswise Automation Center Agent.

When instructed to do so, the Workload Automation 5 installation will convert an Opswise Agent’s existing settings to the UAG configuration file (
uags.conf). The install also can disable the existing Opswise Agent in favor of the UAG server.

This migration commonly is referred to throughout this page as a UAG crossgrade, or simply, crossgrade.

*,  Note
The installation procedures for each version of UNIX may contain information pertinent to this upgrade (see Workload
Automation 5 for UNIX - Installation Procedures Overview).

UAG Crossgrade Script
The UAG crossgrade is performed by a script named opsner ge. sh, which is installed to / opt / uni ver sal / uagsr v/ bi n.

The command line syntax for executing a UAG crossgrade using the unvinst script is:

sh ./unvinst --convert_opsagent=val ue [--opsdir=opsagentdir]

The opsmer ge. sh script is executed from unvi nst only when the - - convert _opsagent value is yes. Optionally, - - opsdi r can be specified
to set the install location of the Opswise agent. - - opsdi r is ignored if - - convert _opsagent is not specified.

For example:

sh ./unvinst --convert_opsagent =yes [--opsdir=opsagentdir]

Crossgrade Script Actions

The script performs the following actions:

® Verifies the user running the script is root

® Stops an active Opswise Automation Center agent daemon (it will not remove it from / et c/ i ni t . d or platform-specific equivalent; this
must be done after the Workload Automation install).
If the agent cannot be stopped gracefully, the script will wait for 60 secs and then issue a SIGKILL.

® Copies an existing . / cache/ gnamne (pre-1.6) or . / var / gnane (1.6 and later) file from the Opswise agent install directory to
/var/ opt/ universal / uag/ var . The target directory is created if it does not already exist.

® Renames the old Opswise agent gnane file to gnane. yymudd- hhnrm

® Checks the existing . / et c/ agent . pr ops file for the properties listed below. Each property is mapped to the uags. conf name listed
beside it.

agent.props Property Name uags.conf Configuration Keyword

config.loglvl loglvl

config.txtdebug txtdebug

config.clusters agent_clusters
network.core automation_center_core
network.name netname
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network.transports automation_center_transports

The script can handle any combination of whitespace in agent.props before/after property names and before/after values. If the value itself
contains a space, it is enclosed in quotes inside the UAG configuration file.

The opsmer ge. sh script maps the last uncommented instance of an agent property to its corresponding UAG configuration keyword and writes
the converted property to a file named uags. conf . yymmdd- hhnmm This file becomes input to the Universal Products Install Merge utility (
upimerge), which eventually combines the contents of the converted file with the installed UAG configuration file,

/ et c/ uni versal / uags. conf.

If the opsner ge. sh script fails, it will NOT stop the install, though it may set the unvinst return code.
Crossgrade Script Command Options

The opsner ge. sh script accepts the following command line options:

Parameter Description Default

opsdir UAG install directory. / hone/ opswi se

(/ expor t/ honme/ opswi se on Solaris

systems.)
arcdir Location of the uags. conf . yynmdd- hhmmfile, used as input to the UPIMERGE | / et ¢/ uni versal /. archi ve
utility.
gnamedir Location where the gnane file that UAG will use is stored. /var/ opt/ universal / uag/ var
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Workload Automation 5 for UNIX - Customization

® Overview
® Universal Broker Customization

® Universal Broker Configuration

® Universal Broker System Initialization
® Universal Automation Center Agent Customization

® Universal Automation Center Agent Configuration
® Universal Command Manager Customization

® Universal Command Manager Configuration
® Universal Command Server Customization

® Universal Command Server Configuration
® Universal Connector Customization

® Universal Connector Configuration

® Universal Connector SAP RFC Configuration
® Universal Control Manager Customization

® Universal Control Manager Configuration
® Universal Control Server Customization

® Universal Control Server Configuration
® Universal Data Mover Manager Customization

® Universal Data Mover Manager Configuration
® Universal Data Mover Server Customization

® Universal Data Mover Server Configuration
® Universal Event Monitor Manager Customization

® Universal Event Monitor Manager Configuration
® Universal Event Monitor Server Customization

® Universal Event Monitor Server Configuration
® Universal Query Customization

® Universal Query Configuration

Overview

This page provides the following information for the customization of Workload Automation components:

® Configuration
® System initialization (Universal Broker)

(For information on applying product licenses to installed Workload Automation 5 for UNIX components, see UNIX Installation - Licensing.)
Universal Broker Customization

Universal Broker Configuration

Configuration options for Universal Broker are stored in configuration file, ubroker.conf, in directory /etc/universal by default.

See the Universal Broker 5.1.0 Reference Guide for details on configuring Universal Broker.

Universal Broker System Initialization

A Broker daemon start-up script is provided in file / opt / uni ver sal / ubr oker / ubr oker d. A single command line argument — either start,
stop, status, or restart — instructs the script on the action to take.

See the Universal Broker 5.1.0 Reference Guide for details on the Broker daemon script.
To start the Broker daemon automatically each time that the system is started, add this script to the system initialization process. This is
performed by the AlX, HP-UX, Solaris, and Linux (Red Hat- and SUSE-style systems) installation process, but not the generic UNIX installation
script.
Unless the Broker daemon is started by the system initialization process, it will inherit the environment of the user that starts it. In some cases,
there may be environmental variables that should not be inherited. For those variables, the start-up script
[ opt/ uni versal / ubr oker-5. 1. 0/ ubr oker d can be modified to unset the undesired environmental variables.
The format of the unset is as follows:

® unset Variablel

® unset MAIL
® unset Variable2
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This above modifications would cause Variablel, MAIL, and Variable2 to become UNSET within the environment of the Broker Daemon.
Universal Automation Center Agent Customization

Universal Automation Center Agent Configuration

Configuration options for Universal Automation Center Agent (UAG) are stored in configuration file, uags.conf, in directory / et ¢/ uni ver sal by
default. See the Universal Automation Center Agent 5.1.0 Reference Guide for details on configuring UAG.

UAG runs as a component managed by Universal Broker. UAG provides a component definition file, uag, that Universal Broker uses to start it
and establish its runtime environment. uag is located in directory / et ¢/ uni ver sal / conp by default.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

UAG uses the Universal Access Control List (UACL) configuration file as a level of product security. How UAG utilizes the UACL file is described
in the Indesca 5.1.0 User Guide.

Universal Command Manager Customization

Universal Command Manager Configuration

Configuration options for Universal Command Manager are stored in configuration file, ucmd.conf, in directory / et ¢/ uni ver sal by default.
See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Manager.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Command Server Customization

Universal Command Server Configuration

Configuration options for Universal Command Server are stored in configuration file, ucmds.conf, in directory / et ¢/ uni ver sal by default.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Server.

Universal Command Server runs as a component managed by Universal Broker. Universal Command Server provides a component definition file,
ucmd, that Universal Broker uses to start the Server and establish its runtime environment. ucmd is located in directory

/ et c/ uni versal / conp by default.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Command Server uses the Universal Access Control List (UACL) configuration file as a level of product security. How Universal
Command Server utilizes the UACL file is described in the Indesca 5.1.0 User Guide.

Universal Connector Customization

Universal Connector Configuration
Configuration options for Universal Connector are stored in configuration file usap.conf, in directory / et ¢/ uni ver sal , by default.
See the Universal Connector 5.1.0 Reference Guide for details on configuring Universal Connector.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Connector SAP RFC Configuration

Universal Connector utilizes SAP's RFC interface. The RFC interface uses configuration file saprfc.ini to store information required for connecting
to SAP systems. The saprfc.ini file is an SAP resource that can be shared by multiple external tools using the SAP RFC interface. The saprfc.ini
file groups connection information into destinations. Each destination contains the connection information required to establish a connection to a
particular SAP system.

The connections defined in the saprfc.ini file must be configured to meet your local SAP environment. A sample saprfc.ini file is installed with

Universal Connector to directory / opt / uni ver sal / usap/ sanp. The file is provided by SAP and contains complete documentation on its
configuration.
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In order for Universal Connector to find the configured saprfc.ini file, it must be placed in the Universal Connector executable directory, or
environment variable RFC_INI must be set to its full path name.

Universal Control Manager Customization

Universal Control Manager Configuration
Configuration options for Universal Control Manager are stored in configuration file, uctl.conf, in directory /etc/universal by default.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Manager.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Control Server Customization

Universal Control Server Configuration

Configuration options for Universal Control Server are stored in configuration file, uctls.conf, in directory / et ¢/ uni ver sal by default.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Server.

Universal Control Server runs as a component managed by Universal Broker. Universal Control Server provides a component definition file, uctl,
that Universal Broker uses to start the Server and establish its runtime environment. uctl is located in directory /etc/universal/comp by default

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Control Server uses the Universal Access Control List (UACL) configuration file as a level of product security. How Universal Control
Server utilizes the UACL file is described in the Indesca 5.1.0 User Guide.

Universal Data Mover Manager Customization

Universal Data Mover Manager Configuration
Configuration options for UDM Manager are stored in configuration file, udm.conf, in directory / et ¢/ uni ver sal by default.
See the Universal Data Mover 5.1.0 Reference Guide for details on configuring UDM Manager.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Data Mover Server Customization

Universal Data Mover Server Configuration
Configuration options for UDM Server are stored in configuration file, udms.conf, in directory / et ¢/ uni ver sal by default.
See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Command Server.

UDM Server runs as a component managed by Universal Broker. UDM Server provides a component definition file, udm, that Universal Broker
uses to start the Server and establish its runtime environment. udm is located in directory / et ¢/ uni ver sal / conp by default

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

UDM Server uses the Universal Access Control List (UACL) configuration file as a level of product security. How Universal Data Mover Server
utilizes the UACL file is described in the Infitran 5.1.0 User Guide.

Universal Event Monitor Manager Customization

Universal Event Monitor Manager Configuration

Configuration options for UEM Manager are stored in configuration file uem.conf, in directory / et ¢/ uni ver sal by default.

See the Universal Event Monitor 5.1.0 Reference Guide for details on configuring UEM Manager.

319 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/UTIL510
https://www.stonebranch.com/confluence/display/UTIL510
https://www.stonebranch.com/confluence/display/IND510/Indesca+5.1.0+User+Guide
https://www.stonebranch.com/confluence/display/UDM510
https://www.stonebranch.com/confluence/display/UDM510
https://www.stonebranch.com/confluence/display/INF510/Infitran+5.1.0+User+Guide
https://www.stonebranch.com/confluence/display/UEM510

Workload Automation 5.1.0 Installation and Administration Guide

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n. This directory must be
added to the PATH environment variable for intended users of the executable files.

Universal Event Monitor Server Customization

Universal Event Monitor Server Configuration
Configuration options for UEM Server are stored in configuration file, uems.conf, in directory / et c/ uni ver sal by default.

See the Universal Event Monitor 5.1.0 Reference Guide for details on configuring UEM Server.

UEM Server runs as a component managed by Universal Broker. UEM Server provides two component definition files, located in the default
directory / et ¢/ uni ver sal / conp, that Universal Broker uses to start the Server and establish its runtime environment:

® uems is used to start an event-driven UEM Server.
® uemd is used to start a demand-driven UEM Server.

The product executable files intended for command line use are located in the default directory / opt / uni ver sal / bi n:

® uem
®* uemload

This directory must be added to the PATH environment variable for intended users of the executable files.

UEM Server uses the Universal Access Control List (UACL) configuration file as a level of product security. How Universal Event Monitor Server
utilizes the UACL file is described in the Indesca 5.1.0 User Guide.

Universal Query Customization

Universal Query Configuration
Configuration options for Universal Query are stored in configuration file, uquery.conf, in directory / et ¢/ uni ver sal by default.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Query.

The product executable files intended for command line use are located in the default directory /opt/universal/bin. This directory must be added
to the PATH environment variable for intended users of the executable files.
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Workload Automation 5 for UNIX - File Inventory Lists

Workload Automation 5 for UNIX - File Inventory Lists
Universal Automation Center Agent
Universal Broker

Universal Command Manager
Universal Command Server
Universal Connector

Universal Control Manager
Universal Control Server

Universal Data Mover Manager
Universal Data Mover Server
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Certificate

Universal Query

Universal Spool Utilities

Workload Automation 5 for UNIX — File Inventory Lists

The Workload Automation installation for UNIX includes the files required for:

Universal Automation Center Agent
Universal Broker

Universal Command Manager and Server
Universal Connector

Universal Control Manager and Server
Universal Data Mover Manager and Server
Universal Event Monitor Manager and Server
Universal Certificate

Universal Query

Universal Spool Utilities

This page identifies the files installed with each of these Workload Automation components / utilities.

The file paths listed presume that the installation directory (/opt) and the variable file directory (/var/opt) are the defaults. These directories can

be changed on most UNIX installations.

Universal Automation Center Agent

File Description

lopt/universal/uagsrv/bin/uagsrv UAG component program.

Jopt/universal/uagsrv/samp UAG sample directory.

Jopt/universal/nls Code page files used for text translation between different operating systems

and product message catalogs.

/etc/universal/uags.conf UAG configuration file.
letc/universal/comp/uag UAG component definition file.
Ivar/opt/universal/trace UAG trace file directory.
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Jopt/universal/ubroker/tmpl/uagcfg

lopt/universal/ubroker/tmpl/uagcmp

Universal Broker

File

/opt/universal/ubroker/ubrinst.src

lopt/universal/ubroker/ubrokerd

Jopt/universal/ubroker/bin/ubroker

lopt/universal/ubroker/bin/ubrokerd

letc/universal/comp

/opt/universal/ubroker/samp

/opt/universal/ubroker/tmpl

/opt/universal/nls

Ivar/opt/universal/log

Ivar/opt/universal/trace

Ivar/opt/universal/spool

/etc/universal/uacl.conf

letc/universal/ubroker.conf

Universal Command Manager

File

/opt/universal/ucmdmgr/ucmcinst.src
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Template file for the UAG configuration.

Template file for the UAG component definition.

Description

Broker installation source file (included in Generic UNIX packaging only).

Broker daemon start script.

Console broker program.

Daemon broker program.

Component definition directory.

Broker sample directory.

XML template files used by I-Management Console for remotely configuring
Workload Automation 5

Code page files used for text translation between different operating systems
and product message catalogs.

Broker message log directory.

Broker trace file directory.

Broker component database files.

Universal Access Control List configuration file.

Broker configuration file.

Description

Manager installation source file (included in Generic UNIX packaging only).
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lopt/universal/lucmdmgr/bin/ucmd Universal Command Manager program.
/opt/universal/ucmdmgr/bin/uencrypt Universal Encrypt program file.

/opt/universal/lucmdmgr/samp Manager sample file directory.

Jopt/universal/bin/ucmd Symbolic link to the Manager program.

/opt/universal/bin/uencrypt Symbolic link to the Universal Encrypt program.

/opt/universal/nls Code page files used for text translation between different operating systems

and product message catalogs.

/etc/universal/ucmd.conf Manager configuration file.

Universal Command Server

File Description

/opt/universal/ucmdsrv/ucmsinst.src Server installation source file (included in Generic UNIX packaging only).
/opt/universal/ucmdsrv/bin/ucmsrv Server component program.

Jopt/universal/ucmdsrv/bin/ucopy Utility used for binary file copies. Similar to the UNIX cat command.
lopt/universal/ucmdsrv/bin/fumet Universal Message Translator program.

Jopt/universal/ucmdsrv/samp Server sample directory.

/etc/universal/comp Universal Command Server component definition file.
Jopt/universal/bin/ucopy Symbolic link to the Universal Copy program.

/opt/universal/bin/umet Symbolic link to the Universal Message Translator program.
Jopt/universal/nls Code page files used for text translation between different operating systems

and product message catalogs.

Ivarlopt/universal/trace Server trace file directory.
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Ivar/opt/universal/spool

letc/universal/lucmds.conf

Universal Connector

File

lopt/universal/usap/usapinst.src

lopt/universal/usap/bin/usap

/opt/universal/usap/samp

/opt/universal/nls

/etc/universal/usap.conf

Universal Control Manager

File

/opt/universal/uctimgr/uctcinst.src

lopt/universal/uctimgr/bin/uctl

lopt/universal/uctimgr/samp

Jopt/universal/bin/uctl

/opt/universal/nls

/etc/universal/uctl.conf

Universal Control Server

File

/opt/universal/uctlsrv/uctsinst.src
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Server component database files and spool file directory.

Server configuration file.

Description

Server installation source file (include in Generic UNIX packaging only).

USAP program

Server sample file directory.

Code page files used for text translation between different operating systems
and product message catalogs.

Server configuration file.

Description

Manager installation source file (include in Generic UNIX packaging only).

Manager program.

Manager sample file directory.

Symbolic link to the Manager program.

Code page files used for text translation between different operating systems
and product message catalogs.

Manager configuration file.

Description

Server installation source file (include in Generic UNIX packaging only).
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Jopt/universal/uctlsrv/bin/uctsrv

lopt/universal/uctlsrv/samp

letc/universal/comp

/opt/universal/nls

Ivar/opt/universal/trace

letc/universall/uctls.conf

Universal Data Mover Manager

File

Jopt/universal/ludmmgr/udmminst.src

lopt/universal/udmmg/bin/udm

lopt/universal/ludmmgr/samp

/opt/universal/binfudm

lopt/universal/nls

letc/universal/udm.conf

Universal Data Mover Server

File

Jopt/universal/udmsrv/udmsinst.src

lopt/universal/udmsrv/bin/udmsrv

/opt/universal/udmsrv/samp

/opt/universal/nls
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Server component program.

Server sample file directory.

Universal Control Server component definition file.

Code page files used for text translation between different operating systems
and product message catalogs.

Server trace file directory.

Server configuration file.

Description

Manager installation source file (included in Generic UNIX packaging only).

Manager program.

Manager sample file directory.

Symbolic link to the Manager program.

Code page files used for text translation between different operating systems
and product message catalogs.

Manager configuration file.

Description

Server installation source file (include in Generic UNIX packaging only).

Server program.

Server sample file directory.

Code page files used for text translation between different operating systems
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letc/universal/udms.conf

/etc/universal/comp

Universal Event Monitor Manager

File

/opt/universal/uemmgr/uemminst.src

lopt/universal/uemmgr/bin/uem

/opt/universal/uemmgr/samp

/opt/universal/bin/fuem

/opt/universal/nls

/etc/universal/uem.conf

Universal Event Monitor Server

File

Jopt/universal/uemsrv/uemsinst.src

/opt/universal/uemsrv/bin/uemsrv

Jopt/universal/uemsrv/bin/uemload

/opt/universal/luemsrv/samp

/opt/universal/bin/uemload

Jopt/universal/nls

/etc/universal/luems.conf
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and product message catalogs.

Server configuration file.

Universal Data Mover Server component definition file.

Description

Manager installation source file (included in Generic UNIX packaging only).

Manager program.

Manager sample file directory.

Symbolic link to the Manager program.

Code page files used for text translation between different operating systems
and product message catalogs.

Manager configuration file.

Description

Server installation source file (included in Generic UNIX packaging only).

Server program.

UEM database load utility.

Server sample file directory.

Symbolic link to the UEM database load utility.

Code page files used for text translation between different operating systems
and product message catalogs.

Server configuration file.
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letc/universal/comp/uems Event-driven Universal Event Monitor Server component definition file.

/etc/universal/comp/uemd Demand-driven Universal Event Monitor Server component definition file.

Universal Certificate

File Description

/opt/universal/ucert/bin/ucert UCERT program

Universal Query

File Description

lopt/universal/uquery/ugryinst.src Query installation source file (included in Generic UNIX packaging only).
/opt/universal/uquery/bin/uquery Universal Query program.

/opt/universal/uguery/samp Query sample file directory.

Jopt/universal/bin/uquery Symbolic link to the Query program.

lopt/universal/nls Code page files used for text translation between different operating systems

and product message catalogs.

/etc/universal/uquery.conf Query configuration file.

Universal Spool Utilities

File Description

/opt/universal/uspool/bin/uslist Used to list the contents of Universal Spool files.
/opt/universal/uspool/bin/usirm Used to remove records from Universal Spool files.
/opt/universal/uspool/bin/udb_archive Miscellaneous spool file utilities. Should be used only for debugging

purposes, and only at the request of Stonebranch, Inc. Customer Support.
/opt/universal/uspool/bin/udb_checkpoint

/opt/universal/uspool/bin/udb_deadlock
/opt/universal/uspool/bin/udb_dump

lopt/universal/uspool/bin/udb_load
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lopt/universal/uspool/bin/udb_printlog
lopt/universal/uspool/bin/udb_recover
Jopt/universal/uspool/bin/udb_stat
/opt/universal/uspool/bin/udb_upgrade

Jopt/universal/uspool/bin/udb_verify
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Workload Automation 5 for SOA for UNIX

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for SOA for UNIX - Installation Overview

® |nstallation Package
® Package Components
® Component Compatibility
® System Requirements
® UNIX Versions
® Platform Requirements
® Licensing

Installation Package

Package Components

The Workload Automation 5 for SOA 5.1.0 for UNIX package includes the following product components:

® Universal Application Container Server
® Universal Application Container
® Universal Application Interface

Component Compatibility

The following table identifies the compatibility of Workload Automation 5 for SOA for UNIX 5.1.0 with previous component / product versions.

Component Compatibility

Workload Automation 5 for SOA 5.1.0 Universal Command Manager 4.3.0, 4.2.0, 4.1.0, and 3.2.0.

The component references pertain to all supported platforms for that version.
System Requirements

UNIX Versions

To install Workload Automation 5 for SOA for UNIX, you must have one of the following versions of UNIX:

® Supported UNIX operating system:
® AIX 5.3 TL9 and above.
® Linux 2.4 kernel and greater:
®* RedHat Package Manager (RPM).
* Intel (x86) Compatible Systems.
512MB RAM minimum, 1 GB or more preferred.
150 MB free disk space.
TCP/IP socket implementation.
Superuser (root) access.
Bourne shell or compatible.
Workload Automation 5.1.0.0 or later (32-bit packages only).

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Licensing

Workload Automation 5 for SOA allows operation by connector and endpoint count, based on the license information it receives from the UAC
Server component (see UNIX Installation - Licensing for details).

For licensing information, see UNIX Installation - Licensing.
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Workload Automation 5 for SOA for UNIX - Deployment Options

® Deployment Options
® Single-Server Deployment (SSD)

® SSD Deployment Flow of Events
® Distributed Server Deployment (DSD)

® DSD Deployment Flow of Events

Deployment Options
Deployment of Workload Automation 5 for SOA has been designed to be flexible in order to fit the needs of your Enterprise IT.
There are two main deployment options:

1. Single-Server Deployment (SSD)
2. Distributed Server Deployment (DSD)

SSD is the default deployment.

Single-Server Deployment (SSD)

Single-Server Deployment (SSD) is where all components, with the exception of the Workload Automation 5 managers, are deployed to the same
physical server. This includes Workload Automation 5 for SOA, Universal Broker and associated components, and your target workload(s).

The following figure illustrates the Single Server Deployment (SSD).
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SSD Deployment Flow of Events

The following list identifies the flow of events that occur with SSD deployment:

1. The calling application invokes the Universal Command (UCMD) Manager to execute a remote workload. For this example the remote
workload, or target workload, is an internet or message based workload.

1 Note
Although this figure implies the use of a Java-based workload, you can execute any remote workload, regardless of
what language the workload is implemented in, as long as it has an interface that supports HTTP, SOAP, or JMS.

2. The request is forwarded to the Universal Broker specified in the invocation of the Universal Command Manager, which then spawns the
UCMD Server and passes the workload execution request to Workload Automation 5 for SOA.

3. Workload Automation 5 for SOA will execute the workload deployed on the same physical server and return any messages or data back
to the Universal Command Manager.

Distributed Server Deployment (DSD)

Distributed Server Deployment (DSD) is where:

® Universal Broker and Workload Automation 5 for SOA are located together on one physical server.
® Target workload is located on a different physical server.

. Note
The target workload location is user-defined. The SERVICE_URL option specifies how Workload Automation 5 for SOA knows

where to look for the target workload.

The following figure illustrates the Distributed Server Deployment (DSD).
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DSD Deployment Flow of Events

The flow is nearly the same as with the Single Server Deployment except that the location of the target workload is not localhost.
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Workload Automation 5 for SOA for UNIX - Pre-Installation-Upgrade Backups

Workload Automation 5 for SOA for UNIX — Pre-Installation / Upgrade Backups

The installation process overwrites the current files *, effectively removing your modifications. Backing up these files will optimize the time it takes
you to get up and running after installing or upgrading.

The following list identifies the files — and their locations — that should be backed up or copied before you install a new release or upgrade a
current release.

File Location
UAC.xml File / et c/ uni ver sal

Log4jConfiguration.xml File * / et c/ universal (UAC)

/ et c/ uni versal (UAI)

1. Note
The installation process does not overwrite Log4jConfiguration.xml files.

JMS Provider Client Jar Files / opt/ uni ver sal / uac/ cont ai ner/ webapps/ axi s2/ VEB- I NF/ | i b

1. Note
The names of the jar files differ depending on which JMS Provider you are

using.

JMS Provider Client Properties Files / opt/ uni versal / uai / xm

1. Note
These are suggested locations; you can place these files anywhere on the files
system. If you have located these files under the uai directory, you should

back them up.

Payload Files Normally, payload files should be located on the host system where Universal Command
Manager is installed.

If you have chosen to store them elsewhere, the suggested location is:

/ opt/ uni versal /uai / xm

1. Note
You can place these files anywhere on the files system. If you have located
these files under the uai directory, you should back them up.
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Workload Automation 5 for SOA for UNIX - Distribution File

® UNIX Distribution File
® Obtaining the Distribution File
® Distribution File Format

UNIX Distribution File

Stonebranch, Inc. provides different Workload Automation for SOA for UNIX packages for different types of UNIX operating systems.

Obtaining the Distribution File

To obtain the Workload Automation for SOA for UNIX package for your type of UNIX operating system, you must download the corresponding
product distribution file from the Stonebranch Customer Portal.

', Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

After a distribution file has been downloaded, the installation files contained in that file must be extracted before the product can be installed (see
Workload Automation 5 for UNIX - Installation Procedures).

Distribution File Format
The name of each Workload Automation for SOA for UNIX distribution file has the following format:

sb- soa- Ver si on. Rel ease. Mbdi fi cati on Level . Mai nt enance Level - operating
systemversion(.release)(-platform.tar.Z

For example: sb-soa-5. 1. 0. 0-1inux-2.4-i386.tar.Z
In this format:

Version is the current version of Workload Automation 5 for SOA.

Release is the current release of Workload Automation 5 for SOA.

Modification Level is the current Workload Automation 5 for SOA feature set.

Maintenance Level is the Workload Automation 5 for SOA build level.

operating system is the name of the operating system (for example, AIX or Linux).

version(.release) is the supported version and, optionally, the release of the operating system.

platform is the targeted hardware platform (for example, i386). It is included in the file name only if there is more than one platform
available for the specified operating system.
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Workload Automation 5 for SOA for UNIX - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 for SOA for UNIX - Installation Procedures Overview

Workload Automation 5 for SOA for UNIX Installation Procedures
The following procedures are provided for the installation and modification of Workload Automation 5 for SOA for UNIX:

® Workload Automation 5 for SOA for AIX Installation
® Workload Automation 5 for SOA for Linux Installation

Installation Process

Installation is a straightforward process using the platform-specific package. The installed environment is self-contained and follows current
Workload Automation 5 installation standards.

Installation Prerequisite

Before installing Workload Automation 5 for SOA 5.1.0, you must install Universal Products 3.2.0 or later.
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Workload Automation 5 for SOA for AIX Installation

Product Distribution File

Unpacking and Installation Procedures

Removing Workload Automation 5 for SOA for AIX

Listing Workload Automation 5 for SOA for AIX Information

Product Distribution File

The Workload Automation 5 for SOA for AIX product distribution file is in a compressed tar format.
The name of the Workload Automation 5 for SOA for AIX distribution file has the following format:

sb-soa-5.1.0.0-aix-5.3.tar.Z
Unpacking and Installation Procedures
To unpack and install Workload Automation 5 for SOA, perform the following steps:

Step 1 Create a directory (or select an existing directory) in which to save the package file.

Step 2 Save the package file into that directory.

Step 3 Uncompress and extract the installation files in the current working directory. The command to extract the files is:

zcat sb-soa-5.1.0.0-aix-5.3.tar.Z | tar xvf -

If your operating system does not support the zcat command, use the following command:

gunzi p sh-soa-5.1.0.0-aix-5.3.tar.Z

The output of the gunzip command provides the following tar file:
tar —xvf sb-soa-5.1.0.0-aix-5.3.tar

Step 4 After the extraction is complete, run the installation script, upsinst, which executes the installp command:

. [ upsi nst

An installation log is written to file install.log in the current directory. upsinst automatically restarts the Universal Broker daemon,
ubrokerd, at the end of the install.

Step 5 From the license file that was sent to you by Stonebranch, Inc., add the license information to the following file:
/ et ¢/ uni ver sal / uacs. conf
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Step 6 Recycle ubroker using the following commands (cd to /opt/universal/ubroker)

First:

./ ubrokerd stop

Then:

./ ubrokerd start

Step 7 Use the uquery command (cd to / opt / uni ver sal / bi n) to validate that the Universal Application Container Server component of
Universal Command Agent for SOA 5.1.0 is running:

uquery —i | ocal host (or the name of your server)

The output for Universal Application Container Server should have the following format:

Component ID..............: 1360109684

Conponent Nane............: uac (Server)

Conponent Description.....: Universal Application Container Server
Conponent Version.........: 5.1.0 Level 0 Release Build 101
Conponent Type............: uac

Component Process ID......: 23331000

Conponent Start Tine......: 18:14:42

Conponent Start Date...... . 02/05/13

Conponent Conmand ID......: uac

Conponent State...........: REQ STERED

Conponent MR UID.........:

Conponent MGR Work ID.....:

Conponent MGR Host Nane. . .:

Conponent M3R | P Address. . :
Component MGR Port........:

Conponent Conm State......: ESTABLI SHED
Conponent Conm State Tine.: 18:14:44
Conponent Conm State Date.: 02/05/13
Conponent MER Restartable.: NO
Conponent Conmment.........:

Removing Workload Automation 5 for SOA for AIX

., Note
Before removing Workload Automation 5 for SOA for AlX, stop the ubrokerd daemon. Also, it is strongly recommended that you
back up existing data before removing Workload Automation 5 for SOA for AlX.

Workload Automation 5 for SOA for AlX is removed with the installp command. The command must be executed with the superuser ID.

To remove AlX, issue the following command:

installp -u UPSuac

All entries in the /etc/inittab file that reference ubroker are removed.

Listing Workload Automation 5 for SOA for AIX Information

On AlX, information on an installed product is listed with the Islpp command. The command must be executed with the superuser ID.

Issue the following command to list information for Workload Automation 5 for SOA for AlX:
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Islpp -La ' UPS*'
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Workload Automation 5 for SOA for Linux Installation

® Product Distribution File

® Unpacking and Installation Procedures

® Removing Workload Automation 5 for SOA for Linux

® Listing Workload Automation 5 for SOA for Linux Information

Product Distribution File
Workload Automation 5 for SOA 5.1.0 is packaged as an RPM file (extension .rpm). It is installed using the Linux rpm command.
The name of the Workload Automation 5 for SOA for Linux distribution file has the following format:

sb-soa-5.1.0.0-1inux-2.4-i386.tar.Z
Unpacking and Installation Procedures
To unpack and install Workload Automation 5 for SOA, perform the following steps:

Step 1 Create a directory (or select an existing directory) in which to save the package file.

Step 2 Save the package file into that directory.

Step 3 Uncompress and extract the installation files in the current working directory. The command to extract the files is:

zcat sb-soa-5.1.0.0-1inux-2.4-i386.tar.Z | tar xvf -

If your operating system does not support the zcat command, use the following command:
gunzi p sb-soa-5.1.0.0-1inux-2.4-i386.tar.Z

The output of the gunzip command provides the following tar file:
tar —xvf sb-soa-5.1.0.0-1inux-2.4-i386.tar

Step 4 After the extraction is complete, run the installation script, ups*inst*, which executes the rpm command:

.l upsi nst

An installation log is written to file install.log in the current directory. upsinst automatically restarts the Universal Broker daemon,
ubrokerd, at the end of the install.

Step 5 From the license file that was sent to you by Stonebranch, Inc., add the license information to the / et ¢/ uni ver sal / uacs. conf file.
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Step 6 Recycle ubroker using the following commands (cd to / opt / uni ver sal / ubr oker):

First:

./ ubrokerd stop

Then:

./ ubrokerd start

Step 7 Use the uquery command (cd to / opt / uni ver sal / bi n) to validate that the Universal Application Container Server component of
Universal Command Agent for SOA 5.1.0 is running:

uquery —i | ocal host (or the name of your server)

The output for Universal Application Container Server should have the following format:

Conponent ID..............: 1360109684

Conponent Nane............: uac (Server)

Conponent Description.....: Universal Application Container Server
Conponent Version.........: 5.1.0 Level 0 Release Build 101
Conmponent Type............: uac

Component Process ID......: 23331000

Conponent Start Tine......: 18:14:42

Conponent Start Date......: 02/05/13

Conponent Conmand ID......: uac

Component State...........: REG STERED

Conponent MR UID.........:

Conponent MR Work ID.....:

Component MGR Host Nane. . .:

Conponent M3R | P Address. . :
Conponent MER Port........:

Component Comm State......: ESTABLI SHED
Conponent Conm State Tine.: 18:14:44
Conponent Conm State Date.: 02/05/13
Conponent MGR Restartable.: NO
Conponent Conmment.........:

Removing Workload Automation 5 for SOA for Linux

*,  Note
Before removing Workload Automation 5 for SOA for Linux, stop the ubrokerd daemon. Also, it is strongly recommended that
you back up existing data before removing Workload Automation 5 for SOA for Linux.

Workload Automation 5 for SOA for Linux is removed with the rpm command. The command must be executed with the superuser ID.

To remove all packages, issue the following command:

rpm-e ups

Listing Workload Automation 5 for SOA for Linux Information

Information on installed packages is listed with the rpm command. The command must be executed with the superuser ID.

To list information for the Workload Automation 5 for SOA for Linux, issue the following command:
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rpm-qgi ups
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Workload Automation 5 SOA for UNIX Installation - File Inventory Lists

® Workload Automation 5 for SOA for UNIX - File Inventory Lists
® Parent Directories
® Product Directories and Files

® /opt/universal Parent Directory

® /var/opt/universal Parent Directory

® /etc/universal Parent Directory

Workload Automation 5 for SOA for UNIX — File Inventory Lists

This page identifies the Workload Automation 5 for SOA file system hierarchy and its contents.

The parent directories under which Workload Automation 5 for SOA operates are based on the existing Workload Automation 5 deployment.
There should be no product components in these directories, just the product directories.

The product directories contain the product components either directly or in sub directories and are divided into two categories: runtime and
logging.

® Runtime directories are for runtime operation of the product; they are not written to.
® Logging directories are where database components, audit and logging files reside, all components that are written to.

Parent Directories

For UNIX, the parent directories are:

® /opt/universal
® /var/opt/universal

The following sections identify the directories and files located under each of these parent directories.
Product Directories and Files

/opt/universal Parent Directory

The following table identifies the Workload Automation 5 for SOA for UNIX product directories and files located under the /opt/universal parent

directory.
Directory / File Description
uac Directory containing artifacts for the UAC component.
It includes the following sub-directories and files.
bin Subdirectory containing the uacsrv executable. It requires no user interaction.
lib Subdirectory containing the uacsrv.jar file needed for communication between the uacsrv and
uac components. It requires no user interaction.
container Subdirectory containing the libraries and other deployable objects needed for UAC operation.
The only reason to explore this directory is if you are running the JMS Connector and need to
deploy your JMS provider client jar files.
shutdownUAC.sh Shutdown script for UAC. You usually will not need to use this script, as it is the responsibility of

Universal Broker to shut down UAC.
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startUAC.sh

uacValidatelnbound.sh

UAC.xsd

uai

lib

UAl.sh

jre

nls/uacmceng.umc

Readme.ups

ubroker/tmpl/uaccfg

ubroker/tmpl/uaccmp

Ivar/opt/universal Parent Directory

Startup script for UAC. You usually will not need to use this script, as it is the responsibility of
Universal Broker to start UAC.

Script that validates the contents of the UAC.xml file using the schema definition contained in
UAC.xsd.

File used by UAC to validate content of the UAC.xml inbound configuration file. It requires no
user interaction.

Directory containing the artifacts for the UAI component.

It includes the following sub-directories and files.

Subdirectory containing the libraries needed for UAI operation. It usually requires no user
interaction.

Shell script used to invoke the UAI component. It usually requires no user interaction.

Directory containing the Java Runtime Environment for the UAC, UAI, and UAC Server
components. It usually requires no user interaction.

Universal Application Container Server English message catalog.

Workload Automation 5 for SOA for UNIX installation README file.

Universal Application Container Server configuration template file.

Universal Application Container Server component definition template file.

The following table identifies the Workload Automation 5 for SOA for UNIX product directories and files located under the /var/opt/universal

parent directory.

Directory / File

log/uac

temp

work
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Description

Directory containing logging and work artifacts for the UAC component.

It includes the following sub-directories and files.

Subdirectory used by UAC for temporary file persistence. It requires no user interaction.

Subdirectory used by the web services framework for temporary operations. It requires no user

interaction.
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catalina.out

container.log

derby.log

uac.log

log/uai

uac_db

letc/universal Parent Directory

Container engine log file.

Web services framework log file.

Database log file.

UAC log file.

Directory containing the logging and work artifacts for the UAI component. It is empty by default.
If trace or info is enabled, the output would be written to this directory.

Directory containing the database components, log, property, and lock files. It requires no user
interaction.

The following table identifies the Workload Automation 5 for SOA for UNIX product directories and files located under the /etc/universal parent
directory.

Directory / File

uac_log4jConfiguration.xml

uai_log4jConfiguration.xml

uacs.conf

UAC.xml

comp/uac
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Description

Logger configuration file that you may need to modify if you want to change the logging level of
the UAC component.

Logger configuration file that you may need to modify if you want to change the logging level of
the UAI component.

Universal Application Container Server configuration file.

Inbound operation configuration file that you may need to modify to support your inbound
workload operations.

Universal Application Container Server component definition file.
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IBM i Installation

Error formatting macro: redirect: java.lang.NullPointerException
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IBM i Installation - Overview

® |IBM i Installation
® |nstallation Summary
® Naming Conventions

IBM i Installation

These pages provide information on the installation of Stonebranch Inc’s Workload Automation 5 on the IBM i operating system. Unless otherwise
specified, all references to Workload Automation for IBM i in these pages refer to version 5.1.0.

All Workload Automation for IBM i are provided in an easily installed, one-time installation package.

Note
Starting with the 3.2.0 release of Universal Products, a Universal Broker must run on all systems on which a Workload

Automation component is running, including manager components. The local Broker maintains product configuration data for all
components that have a configuration file.

Installation Summary

@

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Warning
This installation procedure is intended only for default installations into simple environments. Installing into high availability
environments may require a customized installation. For customized installation, parallel installation or multiple system roll out

see the Installation Guide for IBM i.

Download the distribution file from the Stonebranch Customer Portal to a computer running a supported version of Windows or UNIX.

Extract the Licensed Program Save File from the distribution file.

If transferring the installation file to the native, QSYS file system, create a save file, UNV510, on the target IBM | system in library
QGPL. This step is not necessary if transferring the file to the IFS.

FTP the Licensed Program Save File to either the save file created in step 1 or to /QSYS.LIB/QGPL.LIB/JUNV510.SAVF.

Execute the command RSTLICPGM LICPGM(0UNV510) DEV(*SAVF) SAVF(QGPL/UNV510) to install Workload Automation to the
default libraries.

Verify the correctness of the install by executing the following command: CHKPRDOPT OUNV510.

Optionally, rename the UNVUBR510 subsystem to UBROKER for consistent operation across future installations.

Naming Conventions

In Workload Automation 5 for IBM i, some library names and object names include a vrm (version, release, and modification) suffix, 510. This
vrm suffix will change, as appropriate, for subsequent releases.

Additionally, some library names can be changed. These pages use the default names for these libraries:

UNVPRDS510 (product library)
UNVTMP510 (temporary library)
UNVSPL510 (spool file library)
UNVCMDREF (command reference library)

You can change the UNVPRD510, UNVTMP510, and UNVSPL510 library names at installation time.

You can change UNVCMDREF only via the Universal Command Server configuration file.
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IBM i Installation - Installation Package

Package Components

The Workload Automation for IBM i package includes the following Workload Automation components:

Universal Broker 5.1.0

Universal Command (Manager and Server) 5.1.0
Universal Control (Manager and Server) 5.1.0
Universal Copy 5.1.0

Universal Data Mover (Manager and Server) 5.1.0
Universal Display Log File for AS/400 log files 5.1.0
Universal Encrypt 5.1.0

Universal Message Translator 5.1.0

Universal Query 5.1.0

Universal Submit Job with z/OS WTO support 5.1.0

Workload Automation for IBM i is packaged with product identifier OUNV510. The product can be managed using the IBM i commands for working
with licensed programs (such as RSTLICPGM, SAVLICPGM, and DLTLICPGM).

1. Note
For the 5.1.0 release, Universal Command and Universal Encrypt are packaged as one IBM i licensed program.

Component Compatibility

The following table identifies the compatibility of Workload Automation for IBM i with previous component / product versions.

Component Compatibility

Universal Broker 5.1.0 ftgr:llebranch Solutions / Universal Products 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and

Universal Command 5.1.0 Universal Command 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Control 5.1.0 Universal Control 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Copy 5.1.0 Universal Copy 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Data Mover 5.1.0 Universal Data Mover 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Display Log File for IBM i log files 5.1.0 Universal Display Log File for 0S/400 log files 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,
and 1.2.1.

Universal Encrypt 5.1.0 Universal Encrypt 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Message Translator 5.1.0 Universal Message Translator 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.

Universal Query 5.1.0 Universal Broker 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0, and 1.2.1.
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Universal Submit Job with z/OS WTO support 5.1.0 Universal Submit Job with z/OS WTO support 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, 3.1.0,

and 1.2.1.

The component references pertain to all support platforms for that version.
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IBM i Installation - Installation Requirements

® System Requirements
® Platform Requirements
® Libraries and Logs
® Universal Broker Job Log
® Command Reference Library
® Trace File Location Library
® Spool Library

System Requirements

The requirements for installation of Workload Automation for IBM i are:

IBM i V5R4MO or above.

TCP/IP.

User profile with *ALLOBJ, *SPLCTL, *JOBCTL, and *SECADM authorities.

About 360 megabytes of disk space.

Network-attached workstation.

PTF SI127629 installed on V5R4 systems.

For additional information, see the documentation for APAR SE28859 and PTF SI27629 at both:
® https://www-912.ibm.com/n_dir/nas4apar.nsf/aaf5d88focc2ee10862571020058635c/a2b5a3b3ac874a9d862572d8003c7457?0p:
® https://lwww&#45;912.ibm.com/a&#95;dir/as4ptf.nsf/c2fd98f5d2ecch83862574ce00520341/7529dd654f63941b862572eb005810¢

The Workload Automation installation process creates a product user profile, UNVUBRS510, that is given *ALLOBJ special authority.
UNVUBR510, with *ALLOBJ special authority, is required to successfully complete the installation.

! Note

Some organizations and companies require the removal of *ALLOBJ authority from non-administrative user profiles. Workload
Automation may be configured to run without *ALLOBJ authority; however, to do so requires additional administrative
overhead. The steps required to remove product *ALLOBJ authority are described in the Indesca 5.1.0 User Guide and Infitran
5.1.0 User Guide.

The *BASE option contains the complete installation. This includes all of the components and utilities listed above.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

Libraries and Logs

Under the IBM i native file system, Workload Automation write to product files residing in various libraries and write information to job logs.
This section specifies the following information for various libraries and logs:

® Estimated amount of space required
® Required security access
® Location of the production files

Universal Broker Job Log
Under IBM i, Universal Broker writes its messages to the UBROKER job log.

Space

Job log file growth is dependent on use of the Workload Automation Servers. The disposition and size of the job log depends on the job definition
as well as system variables QJOBMSGQMX (maximum job log size) and QJOBMSGQFL (action when job log is full).

Security

Since Universal Broker uses a normal job log, no special security is required.
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Command Reference Library

Universal Command Server can execute commands of type cmdref. A command reference is a predefined command or script to which the
Universal Command Manager refers by its file name.

The default command reference library name is UNVCMDREF. For security reasons, the name of this library can be changed only via the
Universal Command Server configuration, located in the UNVCONTF file and UCMDS member. The configuration file entry has precedence over

the default value. If the name is changed to something other than the default or configured value, Universal Command Manager will no longer be
able to read the command reference files; it will generate appropriate error messages if an attempt is made to do so.

Space

The amount of space is dependent solely on the number of command reference files defined.

Security

Universal Command Server requires read access to the UNVCMDREEF library files. Administrator accounts require appropriate access in order to
maintain the command reference files. No general user access is required.

Trace File Location Library

Universal Broker and its server components (for example, Universal Command Server) create product trace files when configured to do so. A
trace file is used by Stonebranch, Inc. Customer Support to resolve product problems.

On IBM i, Workload Automation trace files normally are written to *CURLIB (current library). Under Universal Broker and the associated servers,
the current library is the temporary library designated at installation time (UNVTMP510).

Otherwise, current library is the default current library of the user.

Space

Trace files can grow to significant size, depending on how long the trace is active and how much work the program is doing during the tracing
period. Due to the information associated with IBM i pointers and fact that physical database files are fixed record lengths, trace files quickly can
grow very large on a system with high Universal Broker and server activity.

If the trace file size is increased beyond 500,000 records, the maximum file size must be changed or the associated job will hang. The hang
results from a system generated inquiry message, which is issued when the maximum file size is exceeded. By default, trace files wrap before
reaching the maximum file size, thus avoiding the system inquiry message.

The MAX_TRACE_LINES configuration option sets the number of records at which the trace file wrapping occurs. When the maximum size is
reached, the trace file will wrap to the beginning.

No space is required under normal operation for trace files. Trace files are requested by Stonebranch, Inc. Customer Support only for problem
resolution. When trace files are required, at least 40MB of disk space should be available.

Security

The UNVUBRS510 user profile requires at least *CHANGE authority to the UNVTMP510 library to create and use the Universal Broker and server
trace files. No general user access is required.

Spool Library

The spool library is used to store the following types of information:
® Execution information for Workload Automation components started by Universal Broker, UBR_CMP_DB.
® Universal Command Server status, SRV_CMP_DB.
® Redirected standard 1/O files (stdin, stdout, and stderr) captured by Universal Command when run with manager fault tolerance enabled.

Spool files are stored in the UNVSPL510 library.

Space
The spool files are located in the UNVSPL510 library. The amount of disk space required for the spool directory depends on these factors:
1. Number of spooling user processes that will be executing simultaneously.
A user process is created for each command requested by a Universal Command Manager. The default maximum number is 50. Once a

user process ends and a Manager has received all the spool files, the spool files themselves are deleted.
2. Average number of records of the user processes for standard input, output, and error files.
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Each record is 32764 bytes in length. Keep in mind that spooling is not intended as a feature for file transfer purposes. File transfer
related processes should execute without spooling enabled.

Once these numbers are determined, the average amount of disk space is calculated with the following formula:
MAX- PROCESSES x AVERAGE NUMBER- OF- RECORDS x 32764 = required di sk space.

As an example, if the maximum number simultaneous user processes is estimated at 20 and the average number of records in files is 1,000
bytes, the average amount of required disk space is 655MB (20 x 1000 x 32764).

The Universal Command Server is configured with spooling disabled to prevent unintentional disk utilization. The feature must be turned on
through the ALLOW_SPOOLING configuration settings.

Further details on the Manager Fault Tolerant feature and the spooling of redirected standard 1/O files can be found in the Indesca 5.1.0 User
Guide.

Security

The UNVUBRS510 user profile requires at least *CHANGE authority to the UNVSPL510 library to create and use the spool files. No general user
access is required.

No other Workload Automation components access the spool library.
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IBM i Installation - Distribution File

® |BM i Distribution File
® Obtaining the Distribution File
® Distribution File Format

® Full Release

® Maintenance Release
® Distribution File Contents

® Full Release

® Maintenance Release

IBM i Distribution File

The Workload Automation for IBM i product distribution file contains all of the files required for the installation of the Workload Automation for IBM
i package.

Obtaining the Distribution File

To obtain the Workload Automation for IBM i package, you must download the corresponding product distribution file from the Stonebranch
Customer Portal.

1. Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

Distribution File Format

The format of the Workload Automation for IBM i distribution file name is different for a full release than it is for a maintenance release.

Full Release

For a full release installation, the product distribution file name has the following format:

sb- Ver si on. Rel ease. Modi fication Level.Mintenance Level -operating systemversion.rel ease.tar.Z
For example: sb-5. 1. 0. 0- as400-5. 4. tar. Z

In this format:

Ver si on is the current version of Workload Automation.

Rel ease is the current release of Workload Automation.

Modi fi cati on Level is the current Workload Automation feature set.

Mai nt enance Level is the Workload Automation build level.

oper ati ng syst emis the name of the operating system.

ver si on. r el ease is the minimum supported version and release of the operating system.

Maintenance Release

For a maintenance release installation, the product distribution file name has a modified format:

® -ptfsisincluded after the oper ati ng syst emname.
® version.rel ease is not included after the oper at i ng syst emname.

For example: sb-5. 1. 0. 1- as400-ptfs.tar. Z

(See Transferring for a Maintenance Release for information about PTFs in maintenance release distribution.)

Distribution File Contents

The distribution file contains the installation files required for the installation of Workload Automation for IBM i.

The Workload Automation Licensed Program for IBM i is distributed as an IBM i Save File.
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Depending on whether the installation is for a full release or a maintenance release of Workload Automation for IBM i, the distribution file contains
different installation files.

Full Release

The following table lists the installation files included in the distribution file for a full release of Workload Automation for IBM i.

File Name Description

UNV510.SAVF Workload Automation Licensed Program
Save File.

README.TXT Summary of the installation procedure.

Maintenance Release

The following table lists the installation files included in the distribution file for a maintenance release of Workload Automation for IBM i.

File Name Description

CUMUNV510 Workload Automation Cumulative PTF Save
File.

README.TXT Summary of the installation procedure.
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IBM i Installation - Transferring to IBM i

® Workload Automation for IBM i - Transferring Workload Automation to IBM i
® Transferring for a Full Release
® Transferring for a Maintenance Release

Workload Automation for IBM i — Transferring Workload Automation to IBM i

In order to install Workload Automation for IBM i, you must first transfer the Workload Automation Licensed Program for IBM i to the IBM i
operating system.

The transfer is comprised of three procedures:
1. Download the product distribution file from the Stonebranch Customer Portal (see IBM i Installation - Distribution File) to Windows, UNIX,
or IBM i shell with tar and zcat utilities.
2. Extract all files from the distribution file.
3. Transfer the IBM i Save File (the Workload Automation Licensed Program) to a library on an iSeries.
This page provides separate transferring procedures for:
® Transferring for a Full Release

® Transferring for a Maintenance Release

Transferring for a Full Release

To transfer a full release package to IBM i — whether for a new installation of a full release or an upgrade installation to a new release — perform
the following steps:

Step 1 Download the distribution file to a computer running a supported version of Windows or UNIX.
Step 2 Extract the installation files from the distribution file:

® To extract the installation files on UNIX, QShell, or PASE shell, run:

zcat *.Z | tar xvf -

r.  Note
The space and the - character after xvf must be included.

® To extract the installation files on Windows, use a utility capable of extracting files from a .Z file.
The files will be extracted to the specified location.

Step 3 Create a save file on the target IBM i system in library QGPL.
On the IBM i command line, execute the following command:

CRTSAVF FI LE( QGPL/ UNV510)
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Step 4 If needed, FTP the SAVF file extracted in Step 2 to the save file created in Step 3.

r.  Note
The following example assumes that the SAVF file resides in: c: \ t enp\ Wor kl oad Aut onati on for as400

ftp your_as400

Nane: your_nane

Password: your _password

ftp> cd QGPL

ftp> bin

ftp> lcd “c:\tenp\Wrkl oad Automation for as400”
ftp> put UNV510. SAVF UNV510

ftp> quit

Transferring for a Maintenance Release

To upgrade Workload Automation from a currently installed 5.1.0 release to 5.1.0 maintenance release, cumulative PTFs are used. These
cumulative PTFs are distributed as IBM i Save Files and can be downloaded from the Stonebranch Customer Portal. PTFs should be installed as

user QSECOFR or a user with equivalent authority.

To transfer a maintenance release package to IBM i, perform the following steps:

Step 1 Download the distribution file to a computer running a supported version of Windows or UNIX.
Step 2  Extract the distribution file:

® To extract the *.tar.Z file on UNIX, run:

zcat *.Z | tar xvf -

*.  Note
The space and the - character after xvf must be included.

® To extract the distribution file for Windows, use a utility capable of extracting files from a .Z file.
The files will be extracted to the specified location.

Step 3 Create a save file on the target IBM i system in library QGPL.
On the IBM i command line, execute the following command:

CRTSAVF FI LE( QGPL/ CUMUNV510)
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Step 4 FTP the .SAVF file extracted in Step 2 to the save file created in Step 3.
For example:

ftp your_as400

Name: your _nane

Password: your_password
ftp> cd QGPL

ftp> bin

ftp>lcd c:\tenp

ftp> put CUMUNV510 CUMUNV510
ftp> quit
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IBM i Installation - Installation Procedures

Error formatting macro: redirect: java.lang.NullPointerException
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IBM i Installation - Installation Procedures Overview

Installation Processes

There are six different processes for installing Workload Automation on an IBM i system:

IBM i Installation - New Installation (Default)

IBM | Installation - New Installation (Custom)

IBM | Installation - Re-Installation of Same Release

IBM | Installation - Upgrade Installation to New Release

IBM i Installation - Propagating New Release to Additional Systems
IBM i Installation - Upgrade Installation for Maintenance Release

ok whE

Your installation environment, currently installed Workload Automation (if any), and Workload Automation release to be installed determine the
process to use.

There are two additional procedures related to installation:
® |IBM i Installation - UCHGRLS (Change Release Tag) Program for changing Workload Automation for IBM i command names in the IBM i

QSYS library.
® IBMi Installation - Product Removal procedures that are required or optional, depending on the installation process.
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IBM i Installation - New Installation (Default)

New Installation (Default)
The default process for a new installation of Workload Automation for IBM i installs to the following libraries:

® Product library (UNVPRD510)

® Temporary library (UNVTMP510)

® Spool file library (UNVSPL510)

® Command reference library (UNVCMDREF)

) V5R4systems
Before installing Workload Automation for IBM i, either download and apply PTF SI27629 or verify that it is applied to the
system.

Step 1 Execute the following command to install Workload Automation to the default libraries:

RSTLI CPGM LI CPGM OUNV510) DEV(* SAVF) SAVF( QGPL/ UNV510)

Step 2 Verify that the installation was correct by executing the following command:

CHKPRDOPT OUNV510

The following message should display: No errors detected by CHKPRDOPT.
Step 3 Optionally, rename the UNVUBR510 subsystem to UBROKER for consistent operation across future installations.

Step 4 Optionally, use the UCHGRLS (Change Release Tag) Program to change the names of the Workload Automation for IBM i commands
in the IBM i QSYS library.
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IBM I Installation - New Installation (Custom)

New Installation (Custom)

The custom method for a new installation of Workload Automation for IBM i allows installation to libraries other than UNVPRD510, UNVTMP510,
and UNVSPL510, as required by your environment.

V5R4 systems
Before installing Workload Automation for IBM i, either download and apply PTF SI27629 or verify that it is applied to the
system.

Step 1 Execute the following command to install Workload Automation to user-specified libraries:

RSTLI CPGM LI CPGM OUNV510) DEV(* SAVF) SAVF( QGPL/ UNV510) LI B(prodLib tnpLib spool Lib)

1. Note
Replace prodLib with the desired product library name, tmpLib with the desired temporary library name, and
spoolLib with the desired spool library name.

Step 2 Verify that the installation was correct by executing the following command:

CHKPRDOPT OUNV510

The following message should display: No errors detected by CHKPRDOPT.
Step 3 Optionally, rename the UNVUBR510 subsystem to UBROKER for consistent operation across future installations.

Step 4 Optionally, use the UCHGRLS (Change Release Tag) Program to change the names of the Workload Automation for IBM i commands
in the IBM i QSYS library.
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IBM | Installation - Re-Installation of Same Release

Re-Installation Using Same Libraries

If you are reinstalling a Workload Automation for IBM i release (5.1.0 and later) into the same libraries, you do not have to remove the currently
installed release.

1 Note
Re-installing to the same libraries will preserve configuration and other user-modified files, as well as objects created as part of
the installation process. The re-installation process will replace programs, commands, etc.

Re-installation to the same libraries can be performed without deleting the current release.

Step 1 Back up all file objects in all of the Workload Automation libraries — product, temporary, spool, and command reference — prior to
re-installation (in case errors occur during the re-installation process).

Step 2 End the Universal Broker subsystem, UNVUBR510 (UBROKER if renamed).
Step 3 Run RSTLICPGM to install Workload Automation using the library names used during the initial 5.1.0 installation.

Step 4 = After installation is complete, check the configuration and component files to ensure that the re-installation process preserved all
changes previously made. Restore any files not correctly preserved from the backed up file objects.

Step 5 Restart UNVUBR510.

Step 6 Make sure that previous events needed by the customer are displayed via the |-Activity Monitor and that any disconnected jobs, as
well as any appropriate MFT spool files, are correctly displayed using the Universal Query. If problems exist, restore the spool library
from the backed up file objects.

Step 7 If UCHGRLS was previously run to remove 510 tags from the Workload Automation commands in QSYS, manually delete the newly
created, 510-tagged Workload Automation commands in QSYS. A list of those commands can be found in QSYS Library.

1. Note
Do not remove the UNVUBR510 user profile from QSYS.

Re-Installation Using Different Library Names

Before reinstalling a Workload Automation for IBM i release (5.1.0 and later) into different libraries, you must remove the currently installed
release.

Step 1 Save copies of all configuration files and component definition files; otherwise, the configuration and component information will be
lost.

Step 2 Remove the currently installed release (see Product Removal).

Step 3 Re-install the 5.1.0 release. See New Installation (Default) and New Installation (Custom) to determine which process is most
appropriate for your environment.

Step 4 Merge the saved configuration into the newly installed configuration files manually. Conversely, the saved configuration files can be
copied in place of the reinstalled configuration files.

Step 5 Optionally, use the UCHGRLS (Change Release Tag) Program to change the names of the Workload Automation for IBM i commands
in the IBM i QSYS library.
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IBM I Installation - Upgrade Installation to New Release

® Upgrade Procedures
® Print Files Removal
® Currently Installed Release
¢ |Install (Default or Custom)
® Post-Install Tasks
® Pre-Production Tasks
® Change Release Tags
® Change Port Address

Upgrade Procedures

To upgrade Workload Automation for IBM i from a currently installed pre-5.1.0 release (Stonebranch Solutions release 4.3.0 or earlier) to a 5.1.0
release, the following procedures are required:

1. Install (Default or Custom)

2. Post-Install Tasks
3. Pre-Production Tasks

V5R4 systems
Before installing Workload Automation for IBM i, either download and apply PTF SI27629 or verify that it is applied to the

system.

Print Files Removal

In releases 4.1.0 - 4.3.0, Job Log Copy Keep used the USBMJPRTF and UCMSVRPRTF print files.

Starting with release 5.1.0, these print files are no longer used and will be removed during the installation process. The spooled job logs will not
be lost because they are spooled to the QEZJOBLOG output queue.

To print job logs from a previous release, use the CHGSPLFA command to associate the job logs with a different printer file.

Currently Installed Release

You are not required to delete a currently installed pre-5.1.0 release (Stonebranch Solutions 4.3.0 or earlier) of Workload Automation for IBM i
before installing a 5.1.0 release. You can do so either before or after installing the 5.1.0 release (see Product Removal).

However, if you want to install a 5.1.0 release to the previously used installation libraries of a pre-5.1.0 release, you must first uninstall that
pre-5.1.0 release:

Step 1 Save configuration, component, NLS, and any other files from the product library (UNVPRD*** / UNIVERSAL) that may contain
information needed after the new installation.

Step 2 Save any files from the command reference library (UNVCMDREF) and temporary library (UNVTMP*** [ UNVTMP) that are needed,
as these libraries will be deleted by the uninstall process.

Step 3 Follow the release-appropriate uninstall process (see Product Removal) and the New Release installation procedure (see Install
(Default or Custom), below, to install the new release.

Step 4 = After the new installation is complete, merge required configuration and any other saved information as well as any needed files and/or
members from the previous release into the new release.

Install (Default or Custom)

The processes (default or custom) for the upgrade installation to a new Workload Automation release (5.1.0) are the same as the processes for a
new installation.

See New Installation (Default) and New Installation (Custom) to determine which process is most appropriate for your environment.

Post-Install Tasks

After the installation upgrade of Stonebranch Solutions 4.3.0 (or previous release) to Workload Automation, perform the following steps:
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Step 1 Copy any customized code page files from the UNVNLS file members from the previous release to the newly installed UNVNLS file.

1. Note
Do not simply copy the old UNVNLS file to replace the new UNVNLS file. The new files contain many updates.

Step 2 If needed, manually update the newly installed configuration file, UNVCONF, from the file of the previous release. The new file
contains many new configuration options. At a minimum, the Workload Automation license entries must be entered into the
configuration file members for the managers of each licensed product.

Step 3  If the original component file (UNVCOMP) was modified, update the newly installed UNVCOMP file for each of the modified members.

Step 4 If either or both of the exit programs (UCMSJOBI and UCMSJOBT) in the previous release had been customized, you likewise must
customize the newly installed exit programs. The exit programs are located in the product library, UNVPRD510.

1 Note
You cannot replace UCMSJOBI for 5.1.0 with programs of the same name from previous releases without a possible
conflict. If you must use older programs because their source is no longer available, rename them and call them
from the new exit program. See UCMSJOBI in the Universal Command 5.1.0 Reference Guide for additional

information.

Pre-Production Tasks

Change Release Tags
When you are ready to take the new release to production, you can use the UCHGRLS (Change Release Tag) program to:

® Rename the Workload Automation for IBM i commands in QSYS to the untagged command names in UNVPRD510.
® Tag the pre-5.1.0 release command names in QSYS with the version / release / modification number of that release (for example, 320).

See UCHGRLS (Change Release Tag) Program for information on using UCHGRLS.

Change Port Address

No two Workload Automation installed under the same IBM-i can have the same port number associated with the Universal Broker subsystem (
UBROKER). Change the default port address, 7887, to another port number for all but one of the UBROKER subsystems. Workload Automation
components and utilities intended to use the altered port number must specify a port number in the commands or program calls. Whether or not a
command or program call is used depends on the platform from which the request is sent.

. Note
Do not replace a configuration file with one from a different release.

365 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/UCMD510

Workload Automation 5.1.0 Installation and Administration Guide

IBM i Installation - Propagating New Release to Additional Systems

Propagating New Release to Additional Systems

You may want to install Workload Automation on a pre-production system, implement needed changes such as customizing configuration files,
and then propagate these changes to other systems.

One method to propagate the customized product is via the SAVLICPGM and RSTLICPGM commands (see SAVLICPGM and RSTLICPGM
Method, below).

gy Warning
A number of Stonebranch objects are created during the installation process. These include, but are not limited to:

Commands in QSYS

UBROKER job queue and class
Job definitions in the product library
Universal Broker Subsystem

Print files in the product library.

The default command reference library, UNVCMDREF, is created during installation unless a library of that name exists on the system. This
process only recreates the objects previously identified. It will not propagate changes made to those objects.

-ﬂ V5R4 systems
Before installing Workload Automation for IBM i, either download and apply PTF SI27629 or verify that it is applied to the
system.

SAVLICPGM and RSTLICPGM Method
The following steps are recommended:
Step 1  Install Workload Automation (see New Installation (Default) and New Installation (Custom)).
Step 2 Download the latest product maintenance from the Stonebranch Customer Portal and temporarily apply the PTFs.

Allow the system to automatically handle any permanent PTF application via the APYPTF command. See Upgrade Installation for
Maintenance Release for detailed instructions on applying a maintenance release.

Step 3 Customize the Workload Automation installation as described in Customization.
Step 4 Verify that the 5.1.0 Universal Broker Subsystem, UNVUBRS510, is not active.

Step 5 To create a save file in which to save the customized product, invoke:

CRTSAVF FlI LE( QGPL/ UNV510CUST) TEXT(' Custom zed installation file for SB Prod 5.1.0")

Step 6 Invoke:

SAVLI CPGM LI CPGM OUNV510) DEV(* SAVF) SAVF( QGPL/ UNV510CUST)
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Step 7  If needed, restart the Universal Broker Subsystem:

STRSBS UNVPRD510/ UNVUBR510

Step 8 Via what ever mechanism you prefer, move the save file to each system on which you want to restore the product.

Step 9  Invoke:

RSTLI CPGM LI CPGM OUNV510) DEV( * SAVF) SAVF( QGPL/ UNV510CUST)

. Note
Although this procedure describes use of a save file, any other available save and restore device can be used.

367 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

IBM i Installation - Upgrade Installation for Maintenance Release

Upgrade Installation for Maintenance Release

To upgrade Workload Automation for IBM i from a currently installed release to a maintenance release, perform the following steps to install the
cumulative PTFs:

Step 1 [fitis running, end the Universal Broker subsystem (UNVUBR510) on the IBM i system.
On the IBM i, enter the following command:

===> ENDSBS SBS( UNVUBR510)

Step 2 Load the PTF.
On the IBM i, enter the following command:

===> LODPTF LI CPGM OUNV510) DEV(*SAVF) SAVF(QGPL/ CUMINV510)

Step 3  Apply the PTF.
On the IBM i, enter the following command:

===> APYPTF LI CPGM O0UNV510)

This command applies all PTFs contained in the cumulative PTF file.

If you want to apply only selected PTFs, enter the following command:

===>APYPTF LI CPGM OUNV510) SELECT(ptfl ptf2 ...)

This command applies the PTF temporarily.

If you want to apply the PTFs permanently after successful testing, re-execute the command with the parameter APY(*PERM).

Step 4 Restart UNVUBR510.
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IBM i Installation - UCHGRLS (Change Release Tag) Program

® Overview
® Using UCHGRLS
® UCHGRLS Examples

Overview

All installations of Workload Automation for IBM i, except an upgrade for maintenance, place the Workload Automation for IBM i commands in the
product library (UNVPRD510) and the IBM i QSYS library.

Starting with the 3.2.0 release of Universal Products for IBM i, the command names in QSYS are tagged with the Workload Automation for IBM i
version / release / modification number.

To maintain consistency across releases, you may prefer to use untagged names in your production environment. The UCHGRLS (Change
Release Tag) program lets you change command names in the IBM i QSYS library from tagged to untagged.

Using UCHGRLS

UCHGRLS resides in UNVPRD510. It provides two parameters, SETTAGVRM and RMVTAGVRM.

® SETTAGVRM specifies the release number of the release to be tagged.
* RMVTAGVRM specifies the release number of the tag to be removed.

Removing the tags changes the command names in QSYS to the normal production command names. (See UCHGRLS Examples, below.)
For a new installation, specify the following UCHGRLS command options and their values:

® Settags (SETTAGVRM) option; value = *NEW.
® Remove tags (RMVTAGVRM) option; value = 510.

This changes the tagged command names in QSYS to the untagged command names in UNVPRD510.

For an upgrade installation (from a pre-5.1.0 release to 5.1.0), UCHGRLS tags the pre-5.1.0 release command names in QSYS with the version /
release / madification number of that release (for example, 510). See Object Inventory Lists for tagged command name details.

UCHGRLS Examples

This example runs UCHGRLS with the default values, following installation of OUNV510 with OUNV410 existing on the system.

UNVPRD510/ UCHGRLS

This example runs UCHGRLS to revert back to OUNV320 for the default names in QSYS with OUNV510 installed. (This should be done prior to
re-installing OUNV510, assuming that OUNV320 remains installed on the system.)

UNVPRD510/ UCHGRLS SETTAGVRM 510) RWTAGVRM 320)

This example runs UCHGRLS to change the OUNV510 commands in QSYS to the default names and to tag the OUCM121 and OUEN121
commands in QSYS with 121.

UNVPRD510/ UCHGRLS SETTAGVRM 121) RWTAGVRM 510)
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This example runs UCHGRLS to set the OUNV510 commands in QSYS to the default names, where OUNV510 is the first Workload Automation
installation on an IBM i system.

UNVPRD510/ UCHGRLS SETTAGVRM * NEW RMW/TAGVRM 510)
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IBM i Installation - Product Removal

Overview

Universal Encrypt 1.2.1
Universal Command 1.2.1
Universal Products 3.1.1
Universal Products 3.2.0
Universal Products 4.1.0
Stonebranch Solutions 4.2.0
Stonebranch Solutions 4.3.0
Workload Automation 5.1.0

Overview

This page provides processes for the removal of current (5.1.0) and previous (Stonebranch Solutions 4.3.0 or earlier) releases of Workload
Automation for IBM i.

If you remove the currently installed release before installing or re-installing a 5.1.0 release, the removal process deletes the default command
reference library, UNVCMDREF, in which the command reference files are located.

If you remove the currently installed release after installing or re-installing a 5.1.0 release, UNVCMDREF is not deleted.

To keep your command reference files from being deleted, rename UNVCMDREF and change the library owner. Release 5.1.0 will let you specify
this library — or any library — as your command reference library via the CMD_REFERENCE_DIRECTORY option.

Before removing a 5.1.0 release, check CMD_REFERENCE_DIRECTORY in the Universal Command server member (UCMDS) of the Workload

Automation configuration file (UNVCONF) — located in the product library (UNVPRD510); an alternate command reference library previously may
have been selected. If it has, manually clear and delete the default command reference library, UNVCMDREF, after removing the 5.1.0 release.

i) Warning
If the UCHGRLS command was used to rename the 510-tagged names to normal production names (see UCHGRLS (Change
Release Tag) Program), you must perform the following steps prior to uninstalling either 5.1.0, 4.3.0, 4.2.0, 4.1.0, 3.2.0, 3.1.1, or
1.2.1:

Step 1 Run the UCHGRLS command to temporarily rename the 5.1.0 Workload Automation commands in QSYS to the 510-tagged names
and the tagged names of the older product to the normal production names. Without this step, Workload Automation may no longer
run as expected.

Step 2 After removal of the older product is complete, use the *NEW option with the UCHGRLS command to change the 510-tagged names
back to the normal, production names.

Universal Encrypt 1.2.1

1 Note
Before performing this uninstall, read the Overview.

You must uninstall Universal Encrypt 1.2.1 before uninstalling Universal Command 1.2.1.
The user ID used for uninstalling Universal Encrypt must have authority to delete all Universal Encrypt product-related objects.

To uninstall Universal Encrypt, perform the following steps:

Step 1 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGM OUEN121)
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If the following message displays, use the DSPJOBLOG command to identify the problem:
oj ects for product OUENL21 option *ALL rel ease *ONLY not del eted."

Correct the problem and repeat Step 1.

Step 2

Universal Command 1.2.1

', Note
Before performing this uninstall, read the Overview.

Before uninstalling Universal Command 1.2.1, you must uninstall Universal Encrypt 1.2.1.

The user ID used for uninstalling Universal Command must have *ALLOBJ and *SECADM special authorities.
To uninstall Universal Command, perform the following steps:

Step 1 Ifitis active, end the Universal Broker subsystem (UBROKER).
On the IBM i command line, execute the following command:

===>ENDSBS UBROKER

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGV OUCML21)

If the following message displays, use the DSPJOBLOG command to identify the problem:
bj ects for product OUCML21 option *ALL rel ease *ONLY not del eted."
Correct the problem and repeat Step 2.

Step 3

Universal Products 3.1.1

., Note
Before performing this uninstall, read the Overview.

The user ID used for uninstalling Universal Products 3.1.1 must have *ALLOBJ and *SECADM special authorities.
To uninstall Universal Products 3.1.1, perform the following steps:

Step 1 Ifitis active, end the Universal Broker subsystem (UBROKER).
On the IBM i command line, execute the following command:

===>ENDSBS UBROKER

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGV CUNV311)

If the following message displays, use the DSPJOBLOG command to identify the problem:
Obj ects for product OUNV31l option *ALL rel ease *ONLY not del eted."

Correct the problem and repeat Step 2.

Step 3
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Universal Products 3.2.0

', Note
Before performing this uninstall, read the Overview.

The user ID used for uninstalling Universal Products 3.2.0 must have *ALLOBJ and *SECADM special authorities.
To uninstall Universal Products 3.2.0, perform the following steps:

If it is active, end the Universal Broker subsystem (UNVUBR320).

Step 1
On the IBM i command line, execute the following command:

===>ENDSBS UNVUBR320

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGV QUNV320)

Step 3  If the following message displays, use the DSPJOBLOG command to identify the problem:
bj ects for product OUNV320 option *ALL rel ease *ONLY not del eted. "

Correct the problem and repeat Step 2.
Universal Products 4.1.0

', Note
Before performing this uninstall, read the Overview.

The user ID used for uninstalling Universal Products 4.1.0 must have *ALLOBJ and *SECADM special authorities.
To uninstall Universal Products 4.1.0, perform the following steps:

If it is active, end the Universal Broker subsystem (UNVUBR410).

Step 1
On the IBM i command line, execute the following command:

===>ENDSBS UNVUBR410

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGM OUNV410)

If the following message displays, use the DSPJOBLOG command to identify the problem:
{Objects for product OUNV410 option *ALL release *ONLY not deleted."}}
Correct the problem and repeat Step 2.

Step 3

Stonebranch Solutions 4.2.0

. Note
Before performing this uninstall, read the Overview.
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The user ID used for uninstalling Stonebranch Solutions 4.2.0 must have *ALLOBJ and *SECADM special authorities.

To uninstall Stonebranch Solutions 4.2.0, perform the following steps:

Step 1 Ifitis active, end the Universal Broker subsystem (UNVUBRA420).
On the IBM i command line, execute the following command:

===>ENDSBS UNVUBR420

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGM OUNV420)

Step 3  If the following message displays, use the DSPJOBLOG command to identify the problem:
bj ects for product OUNV510 option *ALL rel ease *ONLY not del eted."
Correct the problem and repeat Step 2.

Stonebranch Solutions 4.3.0

. Note
Before performing this uninstall, read the Overview.

The user ID used for uninstalling Stonebranch Solutions 4.3.0 must have *ALLOBJ and *SECADM special authorities.

To uninstall Stonebranch Solutions 4.3.0, perform the following steps:

Step 1 Ifitis active, end the Universal Broker subsystem (UNVUBR430).
On the IBM i command line, execute the following command:

===>ENDSBS UNVUBR430

Step 2 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGM OUNV430)

Step 3  If the following message displays, use the DSPJOBLOG command to identify the problem:
oj ects for product OUNV4A30 option *ALL rel ease *ONLY not del eted. "
Correct the problem and repeat Step 2.

Workload Automation 5.1.0

. Note
Before performing this uninstall, read the Overview.

The user ID used for uninstalling Workload Automation 5.1.0 must have *ALLOBJ and *SECADM special authorities.

To uninstall Workload Automation 5.1.0, perform the following steps:
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Step 1 Ifitis active, end the Universal Broker subsystem (UNVUBR510).
On the IBM i command line, execute the following command:

===>ENDSBS UNVUBR510

Step 1 To remove the licensed program, execute the following command:

===>DLTLI CPGM LI CPGV QUNV510)

Step 1  If the following message displays, use the DSPJOBLOG command to identify the problem:
bj ects for product OUNV510 option *ALL rel ease *ONLY not del eted. ™
Correct the problem and repeat Step 2.
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IBM i Installation - Customization

® Workload Automation for IBM i - Customization
® Modify the IPL Start-up Program
® Multiple-Installation Implementation
® Universal Broker
® Active Jobs
® Universal Broker Customization
® Configuration
® System Initialization
® Universal Command Manager Customization
® Configuration
® Universal Command Server Customization
® Configuration
® Universal Control Manager Customization
® Configuration
® Universal Control Server Customization
® Configuration
® Universal Data Mover Manager Customization
® Configuration
® Universal Data Mover Server Customization
® Configuration
® Universal Query Customization
® Configuration
® National Language Customization

Workload Automation for IBM i — Customization

(For information on applying product licenses to installed Workload Automation 5 for IBM i components, see IBM i Installation - Licensing.)

Modify the IPL Start-up Program

Modify the IPL Start-up Program so that the Universal Broker subsystem (UNVUBRS510) is started at IPL time.

The subsystem start command is:

QSYS/ STRSBS UNVPRD510/ UNVUBR510

The IPL Start-up program name is displayed by:

DSPSYSVAL SYSVAL( QSTRUPPGV)

Refer to the AS/400 publication AS/400e series: Basic System Operation, Administration, and Problem Handling for complete details on modifying
the IPL Start-up program.

Multiple-Installation Implementation

Workload Automation for IBM i provides the ability to install, configure, and test a new release prior to placing it into production.

You can keep an older release available during this initial production phase in case problems occur. This allows you to manually merge
component files, configuration files, and exit programs without having to save copies of those files and programs prior to installation of the newer
release.

When initially installed, the names of the Workload Automation commands in the QSYS library are tagged with the *v*ersion / *r*elease /

*m*odification number, 510. This renaming allows currently installed pre-5.1.0 releases to remain fully functional without modifying production
code until pre-production testing is completed.
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When you are ready to bring the newly installed release into production, run the UCHGRLS (Change Release Tag) Program to untag the 5.1.0
command names and tag the pre-5.1.0 command names with that pre-5.1.0 release number.

After running UCHGRLS, check the job log for errors because missing objects do not result in program termination. There will generally be one or
more missing commands flagged; only those commands included with the installed release present a problem if they are missing.

Universal Broker

For the Universal Broker, both a job queue (*JOBQ) and a class (*CLS) were added; they are both named UBROKER and are located in the
product library, UNVPRD510.

The UNVUBRS510 subsystem and Workload Automation job descriptions use the UNVPRD510 / UBROKER class and job queue instead of the
QGPL / QBATCH class and job queue.

To revert back to the QGPL / QBATCH class:

Step 1 = Invoke the CHGRTGE command using SBSD(UNVPRD510 / UNVUBR510), SEQNBR(10), and CLS(QGPL / QBATCH).

Step 2 Invoke the CHGPJE command using SBSD(UNVPRDS510 / UNVUBR510), PGM(QSYS / QPOZSPWP), JOB(UCMSINIT), and CLS(
QGPL / QBATCH).

Step 3 Invoke the CHGPJE command using SBSD(UNVPRD510 / UNVUBR510), PGM(QSYS / QPOZSPWT), JOB(UNVSRYV), and CLS(
QGPL / QBATCH).

Step 4 Use the RMVJOBQE command with SBSD(UNVPRD510 / UNVUBR510) and JOBQ(UNVPRD510 / UBROKER) to remove the job
queue entry from the UNVUBR510 subsystem.

To revert back to the QGPL/QBATCH job queue, invoke the CHGJOBD command specifying JOBQ(QGPL / QBATCH) for the UNVPRD510 /
UBROKER, UNVPRD510 / UCMSINIT, and UNVPRD510 / UNVSRYV job descriptions.

Active Jobs

Whereas the QGPL / QBATCH job queue entry for the QBASE subsystem limits the maximum active jobs to only six (by default), the
UNVUBR510 / UBROKER job queue has no limit. Thus, it allows many additional Workload Automation jobs to run in parallel. Using the new
settings, the Universal Broker RUNNING_MAX configuration option controls the maximum number of components allowed to run simultaneously.
For consistency with earlier releases, the initial settings of the UNVUBR510 class is the same as the QGPL / QBATCH class. Using the new

class and job description, you may better tune your systems without affecting those jobs running under the default QGPL / QBATCH class and
job description.

Universal Broker Customization

Configuration
Configuration options for Universal Broker are stored in configuration file UNVCONF(UBROKER), in product library UNVPRD510.
See the Universal Broker 5.1.0 Reference Guide for details on configuring Universal Broker.

The file can be edited using the Source Entry Utility (SEU).

System Initialization
Universal Broker runs as a job, UBROKER, in the Universal Broker subsystem (UNVUBRS510) located in product library UNVPRD510.

To start Universal Broker, enter the following on the command line: STRSBS UNVPRD510/UNVUBRS510. There are two sets of pre-start jobs
initiated: UNVSRV and UCMSINIT:

® UNVSRYV is the pre-start job for any of the Workload Automation servers.
® UCMSINIT is the pre-start job for the UCMSINIT program.

The Universal Command Server initiates UCMSINIT, which initiates and monitors the command originated from either the Universal Command
Manager or the exec command under the Universal Data Mover Manager.

Universal Command Manager Customization
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Configuration

Configuration options for Universal Command Manager are stored in its configuration file, member UNVCONF(UCMD) in product library
UNVPRD510.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Manager.

The file can be edited using the Source Entry Utility (SEU).

Universal Command Server Customization

Configuration

Configuration options for Universal Command Server are stored in configuration file UNVCONF(UCMDS), in product library UNVPRD510.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Server.

Universal Command Server runs as a component managed by Universal Broker. It provides a component definition file that Universal Broker uses
to start the Server and establish its runtime environment. The component definition file, UNVCOMP(UCMD), is located in product library
UNVPRD510.

Universal Command Server uses the Universal Access Control List (UACL) configuration file as a level of product security. The UACL file is
located in UNVCONF(UACL), in product library UNVPRD510. See the Indesca 5.1.0 User Guide for information on how Universal Command
Server utilizes the UACL file.

The file can be edited using the Source Entry Utility (SEU).

Universal Control Manager Customization

Configuration
Configuration options for Universal Control Manager are stored in configuration file UNVCONF(UCTL), in product library UNVPRD510.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Manager.

The file can be edited using the Source Entry Utility (SEU).

Universal Control Server Customization

Configuration

Configuration options for Universal Control Server are stored in configuration file UNVCONF(UCTLS), in product library UNVPRD510.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Server.

Universal Control Server runs as a component managed by Universal Broker. It provides a component definition file that Universal Broker uses to
start the Server and establish its runtime environment. Component definition file UNVCOMP(UCTL) is located in library UNVPRD510 by default

Universal Control Server uses the Universal Access Control List (UACL) configuration file as a level of product security. The UACL file UNVCONF
(UACL) is located in product library UNVPRD510. See the Indesca 5.1.0 User Guide for information on how Universal Control Server utilizes the
UACL file.

The file can be edited using the Source Entry Utility (SEU).

Universal Data Mover Manager Customization

Configuration

Configuration options for Universal Data Mover Manager are stored in its configuration file, member UNVCONF(UDM) in product library
UNVPRD510.

See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Data Mover Manager.

The file can be edited using the Source Entry Utility (SEU).
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Universal Data Mover Server Customization

Configuration
Configuration options for Universal Data Mover Server are stored in configuration file UNVCONF(UDMS), in product library UNVPRD510.
See the Universal Data Mover 5.1.0 Reference Guide for details on configuring Universal Data Mover Server.

Universal Data Mover Server runs as a component managed by Universal Broker. It provides a component definition file that Universal Broker
uses to start the Server and establish its runtime environment. Component definition file UNVCOMP(UDM) is located in product library
UNVPRD510.

Universal Data Mover Server uses the Universal Access Control List (UACL) configuration file as a level of product security. The UACL file is
located in UNVCONF(UACL) in product library UNVPRD510. See the Infitran 5.1.0 User Guide for information on how Universal Data Mover
Server utilizes the UACL file.

The file can be edited using the Source Entry Utility (SEU).

Universal Query Customization

Configuration
Configuration options for Universal Query are stored in configuration file UNVCONF(UQRY), in product library*UNVPRD510*.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Query.

The file can be edited using the Source Entry Utility (SEU).

National Language Customization

The default IBM i CCSID value (QCCSID) is pre-set to 65535 or *HEX, both of which mean: Do not interpret data unless specifically required. You
can set QCCSID to a value consistent with your country CCSID.

However, Workload Automation configuration files contain non-invariant characters (such as #, which marks the start of a comment). Some
CCSIDs, such as 278, result in the translation of these characters into characters that the Workload Automation software cannot recognize. As a
result, Workload Automation components, including Universal Broker, fail to start.

To resolve this, either:

® Use a Universal Broker job CCSID of 65535. Both the Workload Automation configuration files and the internal Universal Broker code are
CCSID 037-based. Start Universal Broker and check the job log output to verify the correct translation.

® Use 037 as the CCSID for the Universal Broker user profile (UNVUBR510). This sets the CCSID of the associated Universal Broker job
to 037. The job's 37 CCSID forces compatibility with the configuration files and the internal program CCSID value of 037, which is
consistent with standard IBM i development practice.

The CRTPGM command sets the program CCSID to 65535, which allows the program to inherit the job CCSID. Writing to the job log should
result in the correct translation of characters between the job CCSID and the system CCSID.
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IBM i Installation - Licensing

® Licensing Workload Automation 5 for IBM i Components
® Product License File
® Format
® Sample
® Entering License Information
® Restart Universal Broker

Licensing Workload Automation 5 for IBM i Components

After Workload Automation 5 for IBM i has been installed, you must configure the following components with product licenses before they can be
used:

® Universal Command Manager
® Universal Data Mover Manager

Product License File

Product license information (license parameter keywords and their values) is contained in a text file provided by your Stonebranch, Inc. account
representative.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example: Indesca_Stonebranch_0OS400_A1.txt.

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name, and as the name of the product
in the product license file itself; for Universal Data Mover Manager, Infitran is used as the <component name> in the product license file name,
and as the name of the product in the product license file itself - see below.)

Sample

The following is a sample Universal Command Manager for IBM i product license file:

Li cense_Product "I NDESCA"

Li cense_Cust oner " STONEBRANCH'

Li cense_OS_Type " (0S400"

Li cense_Type " PERPETUAL"

Li cense_Expirati on_Date 2029.12. 31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_(0S390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

In the UNVPRD510 product library:
® Enter the Universal Command Manager license parameters into the Universal Command Manager configuration file, member UNVCONF(
° Erc\:t’(\eArDt%.e Universal Data Mover Manager license parameters into the Universal Data Mover Manager configuration file, member
UNVCONF(UDM).
Itis reC(;mmended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration
options.

Restart Universal Broker
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For Universal Broker to read the license information, you must stop and restart it:

Stop Universal Broker

ENDSBS UBRCOKER * CNTRLD

(* CNTRLD performs a controlled shutdown.)

Start Universal Broker

STRSBS UBROKER
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IBM i Installation - Object Inventory Lists

® Workload Automation for IBM i Objects
Installation Libraries

® QSYS Library Command Names
Source File Record Lengths
Product Library (UNVPRD510)
Temporary Library (UNVTMP510)
Spool Library (UNVSPL510)
Command Reference Library (UNVCMDREF)
QSYS Library

Workload Automation for IBM i Objects

The Workload Automation for IBM i installation includes the objects required for:

Universal Broker

Universal Command Manager and Server
Universal Control Manager and Server
Universal Data Mover Manager and Server
Universal Encrypt

Installation Libraries

These objects are contained in four user-designated installation libraries:

® Product library UNVPRD510 (formerly UNIVERSAL)
Library containing all Workload Automation for IBM i products.
® Temporary library UNVTMP510 (formerly UNVTMP)
Library used as a temporary work area by Workload Automation. It may contain such items as trace files and temporary job log files.
® Spool library UNVSPL510 (formerly UNVSPOOL)
Library containing a spool database of all Workload Automation spool files. The database is allocated the first time that Universal Broker
is started.
® Command reference library UNVCMDREF
Library containing user-defined command references

In addition, an installation places the following in the IBM i QSYS library:

® Copy of the Workload Automation for IBM i commands contained in UNVPRD510.
® Universal Broker user profile, UNVUBR510.

QSYS Library Command Names

The names of the commands in QSYS are tagged with the Workload Automation for IBM i version / release / madification number, 510. However,
since command names can have a maximum nine characters, the following names are shortened:

® UDSPLOGF becomes UDSPLF510.
® USBMJOB becomes USBMJ510.
L ]
[ ]

UMSGHNDLR becomes UMSGH510.
UJOBINIT becomes UJOBI510.

1. Note
For further information on library and object names, see Naming Conventions.

Source File Record Lengths

Workload Automation for IBM i source file record lengths must be a maximum 240 characters in order to use the Source Edit Utility, SEU.
The configuration file (UNVCONF), component file (UNVCOMP), template file (UNVTMPL), National Language Support file (UNVNLS), and the

source files — all of which are located in the Workload Automation installation library (UNVPRD510, by default) — are editable by SEU as they are
initially installed.
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Product Library (UNVPRD510)

Name Type Description

PRCDSPLOGF *PGM Universal Display Log File program.
PUMSGHNDLR *PGM Universal Submit Job, WTO msg callback program.
STRUCP *PGM UCOPY command program.

STRUEN *PGM Universal Encrypt command program.
STRUME *PGM UMET command program.

UBROKER *PGM Universal Broker program.

UCMCPP *PGM UCMD Manager command processing program.
UCHGRLS *PGM Universal Change Release program.

UCMD *PGM UCMD Manager program.

UCMDEFO01 *PGM UCMD object definition program.

UCMDEXITO01 *PGM UCMD install exit program.

UCMMSGO01 *PGM UCMD message definition program.

UCMSINIT *PGM UCMD Server Initiator program.

UCMSJOBI *PGM UCMD Server Initiator job initialization program.
UCMSJOBT *PGM UCMD Server Initiator job termination program.
UCMSRV *PGM Universal Command Server program.

UCOPY *PGM Universal Copy program.

UCTCPP *PGM UCTL Manager command processing program.
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UCTL *PGM Universal Control Manager program.

UCTSRV *PGM Universal Command Server program.

UDM *PGM Universal Data Mover Manager program.

UDMCPP *PGM UDM Manager command processing program.

UDMSRV *PGM UDM Server program.

UDSPLOGF *PGM Universal Display Log File cmd processing program.
UENCRYPT *PGM Universal Encrypt program.

UJOBINIT *PGM USBMJOB initialization program.

ULSTSECPP *PGM Universal Spool List utility command processing program.
UMET *PGM Universal Message Translator program.

UMSGHNDLR *PGM Universal Submit Job, PUMSGHNDLR interface.
UQRCPP *PGM Universal Query command program.

UQUERY *PGM Universal Query program.

URMVSECPP *PGM Universal Spool Remove utility command processing program.
USBMJOB *PGM Universal Submit Job program.

USBMUSRJOB *PGM Universal Submit User Job program.

USLIST *PGM Universal Spool List Job program.

USLRM *PGM Universal Spool Remove Job program.

UCMINST *MSGF UCMD install message file.

UNVMSG *MSGF Workload Automation message file.
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UNVSEQMSGF

USBMJOB

CP2cCSsID_X

INSTL.INFO

UCMNLSTMP

UCMSVRPRTF

UNVCLSRC

UNVCOMP

UNVCONF

UNVDDSSRC

UNVNLS

UNVTMPL

USBMJPRTF

UBROKER

UCMSINIT

UNVSRV

UBROKER

UBROKER

STRUCM

STRUCP
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*MSGF

*MSGF

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*FILE

*JOBD

*JOBD

*JOBD

*JOBQ

*CLS

*CMD

*CMD

Universal Products Sequential Message File.

Universal Submit Job message file.

Example code page to CCSID mapping file.

Installation Information file for library locations.

Temporary National Language Support file.

Universal Command server job log print file.

CL source.

Universal component definition members.

Universal configuration members.

DDS Src for Stonebranch Products.

National Language Support.

Universal template members.

USBMJOB job log print file.

Job Definition for Universal Broker.

Job Definition for UCMD Server Initiator.

Job Definition for Universal Servers.

Universal Broker job queue.

Universal Broker class.

Universal Command Manager command.

Universal Copy command.
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STRUCT

STRUDM

STRUEN

STRUME

STRUQR

UCHGRLS

UDSPLOGF

UJOBINIT

ULSTSE

UMSGHNDLR

URMVSE

USBMJOB

UNVUBR510

STRUCM

STRUCP

STRUCT

STRUDM

STRUEN

STRUME
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*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*CMD

*SBSD

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

Universal Control Manager command.

Universal Data Mover Manager command.

Universal Encrypt command.

Universal Message Translator command.

Universal Query command.

Universal Change Release command.

Universal Display Log File command.

USBMJOB initialization program command.

Universal Spool List utility command.

WTO message callback program command.

Universal Spool Remove utility command.

Universal Submit Job command.

Subsystem Definition for Universal Broker

UCMD Manager panel definition.

UCOPY panel definition.

UCTL Manager panel definition.

UDM Manager panel definition.

Universal Encrypt panel definition.

UMET panel definition.
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STRUQR

UCHGRLS

UDSPLOGF

UJOBINIT

ULSTSE

UMSGHNDLR

URMVSE

USBMJOB

UNV510

UNV510

Temporary Library (UNVTMP510)

Name

UCMDEF02

UCMDEXIT02

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PNLGRP

*PRDDFN

*PRDLOD

Type

*PGM

*PGM

Spool Library (UNVSPL510)

Name

UNVDEFSPL

UNVEXITSPL

Type

*PGM

*PGM

Universal Query panel definition.

Universal Change Release panel definition.

Universal Display Log File panel definition.

USBMJOB initialization program panel definition.

Universal Spool List utility panel definition.

WTO message callback program panel definition.

Universal Spool Remove utility panel definition.

Universal Submit Job panel definition.

Workload Automation product definition.

Workload Automation product load.

Description

UNVTMP object definition program.

UNVTMP install exit program.

Description

UNVSPL510 object definition program.

UNVSPL510 install exit program.

Command Reference Library (UNVCMDREF)

Name
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UNVCRFSRC *FILE Universal Command command reference file.

QSYS Library

Name Type Description

STRUCMS510 *CMD Universal Command Manager command.
STRUCP510 *CMD Universal Copy command.

STRUCT510 *CMD Universal Control Manager command.
STRUDM510 *CMD Universal Data Mover Manager command.
STRUEN510 *CMD Universal Encrypt command.
STRUMES10 *CMD Universal Message Translator command.
STRUQR510 *CMD Universal Query command.

UDSPLF510 *CMD Universal Display Log File command.
UJOBI510 *CMD Universal Job Initializer command.
ULSTSES510 *CMD Universal Spool List utility command.
UMSGH510 *CMD Universal Message Handler command.
URMVSE510 *CMD Universal Spool Remove utility command.
USBMJ510 *CMD Universal Submit Job command.
UNVUBR510 *USRPRF Universal Broker user profile.
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HP NonStop Installation

Error formatting macro: redirect: java.lang.NullPointerException
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HP NonStop Installation - Overview

', Currently, HP NonStop runs Universal Command 2.1.1. These pages provide information for that version.

HP NonStop Installation

These pages provide information on the installation of Stonebranch, Inc.’s Universal Command 2.1.1 on the HP NonStop operating system.

All Universal Products 2.1.1 for HP NonStop (see HP NonStop Components) are included as part of Universal Command 2.1.1.

Installation Summary

Step 1 Download the distribution file from the Stonebranch Customer Portal.

Step 2 Extract the HP NonStop installation files from the windows self-extracting executable.
Step 3 Transfer the extracted files to the HP NonStop Guardian environment using ftp.

Step 4 Logon to the Guardian environment of the HP NonStop system as super.super.

Step 5 Alter the file code of the installation script and set its file code to 180.

Step 6 Convert the installation script to a Guardian EDIT style file.

Step 7 Run the installation obey script.
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HP NonStop Installation - HP NonStop Components

Components
The Universal Command 2.1.1 for HP NonStop installation includes the following Universal Products components:

Universal Broker 2.1.1

Universal Command Manager and Server 2.1.1
Universal Control Manager and Server 2.1.1
Universal Query 2.1.1

Universal Encrypt 2.1.1

Universal Message Translator 2.1.1

Product Compatibility

The following table identifies the compatibility of Universal Command 2.1.1 for HP NonStop with previous product versions.

Product Compatibility

Universal Command 2.1.1 Universal Command 2.2.0, 2.1.0, and 1.2.0.
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HP NonStop Installation - Installation Requirements

® System Requirements
® Platform Requirements
® $SYSTEM Volume
® Log Directory
® Trace Directory

System Requirements

System requirements for Universal Command 2.1.1 for HP NonStop are:

®* HP NonStop system:
® HP NSK S-series (running the G06.13 or greater version of the OS)
® HP Integrity (running the HO6 OS)
® Open System Services (OSS) configured and running. The TACL command TESTOSS can be used to check the OSS configuration on
the HP NonStop.
TACL shell.
Open System Services Local Services (OSSLS).
TCP/IP Socket implementation.
One available TCP/IP port.
Approximately 20 megabytes of disk space for the installation. More disk space is required for variable files, such as, log files and trace
files.
® super.super access.

1. Note
In order to install Universal Command 2.1.1, you must be able to write to the directory from which the installation is launched.

Platform Requirements

Since platform requirements may change with new releases of a product, please consult the Platform Support for Opswise Automation Center
5.1.1 and Indesca-Infitran 5.1.0 page to make sure that your platform is supported before performing an installation.

$SYSTEM Volume

All product files that are written to during product execution are stored in the $SYSTEM volume. The following sections describe the space and
security requirements for all of the subdirectories.

Log Directory

Universal Broker can be configured to write its messages to a log file. The current log file and previous log file generations are stored in the
$SYSTEM.UNVLOG subvolume.

Space

A log file size grows to about 150,000 bytes and is then rolled over to a generation file. Five generations of log files are saved. The oldest
generation log file is deleted. The amount of space required for the five generations and the current log file is about 900,000 bytes.

Security

Universal Broker requires read/write access to the log subvolume and read/write access to all files in the log subvolume. No other Universal
Products use the log subvolume at this time. No general user access is required.

Trace Directory

Universal Broker and its server components (for example, Universal Command Server) create product trace files when configured to do so. A
trace file is used by Stonebranch, Inc. Customer Support to resolve product problems. The trace files are stored in the $SYSTEM.UNVTRACE
subvolume.

Space
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Trace files can grow to significant size depending on how long the trace is active and how much work the program is doing during the tracing
period. A trace file size of about 10MB is not unusual.

No space is required under normal operation for trace files. Trace files are requested by Stonebranch, Inc. Customer Support only for problem
resolution. When trace files are required, at least 20MB of disk space should be available.

Security

Universal Broker and the Broker components (Universal Command Server and Universal Control Server) require read/write access to the trace
subvolume. No other Universal Products access the trace subvolume. No general user access is required.
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HP NonStop Installation - Distribution File

® HP NonStop Distribution File
® Obtaining the Distribution File
® NSK S-series System

® Extracting the Installation Files
® |ntegrity System

® Extracting the Installation Files
¢ Distribution File Contents

HP NonStop Distribution File

The product distribution file contains the installation files required for the installation of Universal Command 2.1.1 for HP NonStop.

Obtaining the Distribution File

To obtain the distribution file, you must download it from the Stonebranch Customer Portal.

1. Note
A customer user name and password — provided by Stonebranch, Inc. — are required to access the Customer Portal.

Stonebranch, Inc. provides a separate product distribution file for the following HP NonStop systems:
® NSK S-series system

® Integrity system

NSK S-series System

The Universal Command 2.1.1 for HP NonStop (NSK S-series systems) product distribution file is in a Windows, self-extracting archive file format.
The name of the distribution file has the following format:

ucnd- Ver si on. Rel ease. Mbdi fication Level . Mai nt enance Level -operating systempl atform exe

In this format:

Ver si on is the current version of Universal Products.

Rel ease is the current release of Universal Products.

Modi fi cation Level isthe current Universal Products feature set.
Mai nt enance Level is the Universal Products build level.
operating syst emis the name of the operating system.

pl at f or mis the targeted hardware platform.

For example, the name of the distribution file for Universal Products 2.1.1 Level 2, HP NonStop version NSK, release G06 would be:
ucnd- 2. 1. 1. 2-t andem NSK- Q06. exe
Extracting the Installation Files

To extract the installation files from the distribution file, simply execute the file.

Integrity System

The Universal Command 2.1.1 for HP NonStop (Integrity systems) product distribution file is in a compressed tar format.
The name of the distribution file has the following format:

ucnd- Ver si on. Rel ease. Modi fication Level . Mai nt enance Level -operating systemplatformtar.Z
In this format:

® \ler si on is the current version of Universal Products.
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Rel ease is the current release of Universal Products.

Modi fi cation Level isthe current Universal Products feature set.
Mai nt enance Level is the Universal Products build level.

oper ati ng syst emis the name of the operating system.

pl at f or mis the targeted hardware platform.

For example, the name of the distribution file for Universal Products 2.1.1 Level 3, HP NonStop version NSK, release HO6 would be:

ucnd-2. 1. 1. 3-tandem NSK- HO6. t ar . z

Extracting the Installation Files

To uncompress and extract the installation files from the distribution file, issue the following command:

zcat ucnd-2.1.1.3-tandem NSK-HO06.tar.z | tar xvf -

This command assumes that:
® Name of the distribution file is ucnd- 2. 1. 1. 3-t andem NSK- HO6. t ar . z.

® File is located in the current working directory.

Distribution File Contents

The following table lists the installation files included in the distribution file for Universal Command 2.1.1 for HP NonStop (NSK S-series and
Integrity systems).

File Name Description

Readme.unv Summary of the installation procedure.
ucmdins Installation script.

ucmdpkg Installation package file.

If your Universal Command 2.1.1 for HP NonStop distribution file does not contain these files, contact Stonebranch, Inc. Customer Support to
obtain a correct distribution file.
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HP NonStop Installation - Installation Procedures

Universal Command for HP NonStop — Installation
Installation of Universal Command 2.1.1 for HP NonStop is performed with the Universal Command installation script, ucmdinst.
To install Universal Command, perform the following steps:

Step 1 Transfer the installation files (in a BINARY transfer mode, not ASCII) to the HP NonStop operating system.

Step 2 To start the install as user super.super, the installation script file (ucmdins) must be converted to a Guardian EDIT file by using the
ctoedit function.

Execute the following commands from the subvolume in which the files are located:

fup alter ucndins, code 180

ctoedit ucmdi ns, ucndinst

This prepares the script to be used with the obey command.

Step 3 To start the installation, execute the following obey command:

obey ucndi nst

This copies the files to the proper locations, after which the system will be ready to configure.
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HP NonStop Installation - Customization

® Introduction

® Universal Broker Customization
® Configuration
® System Initialization

® Universal Command Manager Customization
® Configuration

® Universal Command Server Customization
® Configuration

® Universal Control Manager Customization
® Configuration

® Universal Control Server Customization
® Configuration

® Universal Query Customization
® Configuration

Introduction

This page provides information on customizing the Universal Products components that comprise Universal Command 2.1.1 for HP NonStop.

(For information on applying product licenses to installed Universal Command 2.1.1 for HP NonStop components, see HP NonStop Installation -
Licensing.)

Universal Broker Customization

Configuration

Configuration options for Universal Broker are stored in configuration file, UBRCFG, in subvolume $SYSTEM.UNVCONF.
See the Universal Broker 5.1.0 Reference Guide for details on configuring Universal Broker.

Once installed, the $SYSTEM UNVBI N. UBROKERD startup script should be modified and the appropriate time zone set for the TZ variable.

TZ Environment Variable Values

Value Description

North America

ESTS5EDT Eastern Standard Time, Eastern Daylight Time

CST6CDT Central Standard Time, Central Daylight Time

MST7MDT Mountain Standard Time, Mountain Daylight
Time

PST8PDT Pacific Standard Time, Pacific Daylight Time

AKST9AKDT Alaska Standard Time, Alaska Daylight Time

Europe

397 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/UB510

Workload Automation 5.1.0 Installation and Administration Guide

GMTOBST Greenwich Mean Time, British Summer Time

WETOWEST Western Europe Time, Western Europe
Summer Time

CET-1CEST Central Europe Time, Central Europe Summer
Time
EET-2EES Eastern Europe Time, Eastern Europe

Summer Time

' Note
Other common time zone abbreviations can be used; all possible values are not shown.

System Initialization

A Broker daemon start-up script is provided in file $SYSTEM.UNVBIN.UBROKERD. A single command line argument — either -start, -stop,
-status, or -restart — instructs the script on the action to take.

See the Indesca 5.1.0 User Guide for details on the Universal Broker daemon script.

Universal Command Manager Customization

Configuration
Configuration options for Universal Command Manager are stored in configuration file, UCMDCFG, in subvolume $SYSTEM.UNVCONF.
See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Manager.

The product executable files intended for command line use are located in the subvolume $SYSTEM.UNVBIN.

Universal Command Server Customization

Configuration

Configuration options for Universal Command Server are stored in configuration file, UCMDSCFG, in subvolume $SYSTEM.UNVCONF.

See the Universal Command 5.1.0 Reference Guide for details on configuring Universal Command Server.

Universal Command Server runs as a component managed by Universal Broker. Universal Command Server provides a component definition file
that Universal Broker uses to start the Server and establish its runtime environment. Component definition file UCMD is located in subvolume
$SYSTEM.UNVCOMP.

The product executable files intended for command line use are located in the subvolume $SYSTEM.UNVBIN.

Universal Command Server uses the Universal Access Control List (UACL) configuration file as a level of product security. See the Universal

Command 5.1.0 Reference Guide for information on how Universal Command Server utilizes the UACL file.

Universal Control Manager Customization

Configuration

Configuration options for Universal Control Manager are stored in configuration file, UCTLCFG, in subvolume $SYSTEM.UNVCONF.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Manager.

The product executable files intended for command line use are located in the subvolume $SYSTEM.UNVBIN.
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Universal Control Server Customization

Configuration

Configuration options for Universal Control Server are stored in configuration file, UCTLSCFG, in subvolume $SYSTEM.UNVCONF.

See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Control Server.

Universal Control Server runs as a component managed by Universal Broker. Universal Control Server provides a component definition file that
Universal Broker uses to start the Server and establish its runtime environment. Component definition file UCTL is located in subvolume
$SYSTEM.UNVCOMP.

The product executable files intended for command line use are located in subvolume $SYSTEM.UNVBIN.

Universal Control Server uses the Universal Access Control List (UACL) configuration file as a level of product security.

See the Indesca 5.1.0 User Guide for information on how Universal Control Server utilizes the UACL file.

Universal Query Customization

Configuration
Configuration options for Universal Query are stored in configuration file, UQRYCFG, in subvolume $SYSTEM.UNVCONF.
See the Workload Automation Utilities 5.1.0 Reference Guide for details on configuring Universal Query.

The product executable files intended for command line use are located in the subvolume $SYSTEM.UNVBIN.
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HP NonStop Installation - Licensing

® Licensing Workload Automation 5 for HP NonStop Components
® Product License File

® Format

® Sample
® Entering License Information

Licensing Workload Automation 5 for HP NonStop Components

After Universal Command 2.1.1 for HP NonStop has been installed, you must configure the following component with a product license before it
can be used:

® Universal Command Manager

Product License File

Product license information (license parameter keywords and their values) is contained in a text file provided by your Stonebranch, Inc. account
representative.

Format

The format of the product license file name is: <component name>_<customer name>_<operating system>_<schedule or solution>.txt. For
example: Indesca_Stonebranch_Tandem_A1.txt.

(For Universal Command Manager, Indesca is used as the <component name> in the product license file name, and as the name of the product
in the product license file itself - see below.)

Sample

The following is a sample Universal Command Manager for IBM i product license file:

Li cense_Product "I NDESCA"

Li cense_Cust oner " STONEBRANCH'

Li cense_OS Type "Tandent

Li cense_Type " PERPETUAL"

Li cense_Expiration_Date 2029.12. 31 YYYY. MM DD
Li cense_NT_Servers 100

Li cense_UNI X_Servers 100

Li cense_0S400_Servers 10000

Li cense_0S390_Servers 10000

Li cense_Tandem Servers 10000

Li cense_0S390_Uni x_Servers 10000

Li cense_Key ABCD- 1234- EFGH 5678- | JKL- MNOP- 9999

Entering License Information

In subvolume $SYSTEM.UNVCONF, enter the Universal Command Manager license parameters into the Universal Command Manager
configuration file, member UCMDCFG

It is recommended that you enter license information at the end of the file. (The values are specified in the same syntax as all other configuration
options.)

. Note
You do not have to restart Universal Broker in order for it to read the license information.
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HP NonStop Installation - File Inventory Lists

Universal Command for HP NonStop - File Inventory Lists
Universal Broker

Universal Command Manager

Universal Command Server

Universal Control Manager

Universal Control Server

Universal Query

Universal Command for HP NonStop — File Inventory Lists

The Universal Command for HP NonStop installation includes the files required for the following Universal Products components:

Universal Broker

Universal Command Manager and Server
Universal Control Manager and Server
Universal Query

This section identifies the files installed with each component.

Universal Broker

File Description

$SYSTEM.UNVBIN.UBROKERD Broker daemon start script.

$SYSTEM.UNVBIN.UBROKER Console broker program.

$SYSTEM.UNVBIN.UBRD Daemon broker program.

$SYSTEM.UNVCOMP Component definition directory.

$SYSTEM.UNVCOMP.UCMD Universal Command Server component definition file.

$SYSTEM.UNVCOMP.UCTL Universal Control Server component definition file.

$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVLOG Broker message log directory.
$SYSTEM.UNVTRACE Broker trace file directory.
$SYSTEM.UNVCONF.UBRCFG Broker configuration file.

401 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

Universal Command Manager

File Description

$SYSTEM.UNVBIN.UCMD Universal Command Manager program.

$SYSTEM.UNVBIN.UENCRYPT Universal Encrypt program file.

$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVCONF.UCMDCFG Manager configuration file.

Universal Command Server

File Description

$SYSTEM.UNVBIN.UCMSRV Server component program.

$SYSTEM.UNVBIN.UCOPY Utility used for binary file copies. Similar to the UNIX cat command.
$SYSTEM.UNVBIN.UMET Universal Message Translator program.

$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVTRACE Server trace file directory.

$SYSTEM.UNVCONF.UCMDSCFG Server configuration file.

Universal Control Manager

File Description
$SYSTEM.UNVBIN.UCTL Manager program.
$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVCONF.UCTLCFG Manager configuration file.
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Universal Control Server

File Description
$SYSTEM.UNVBIN.UCTSRV Server component program.
$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVTRACE Server trace file directory.

$SYSTEM.UNVCONF.UCTLSCFG Server configuration file.

Universal Query

File Description
$SYSTEM.UNVBIN.UQUERY Universal Query program.
$SYSTEM.UNVNLS Code page files used for text translation between different operating systems and platforms

and product message catalogs.

$SYSTEM.UNVCONF.UQRYCFG Query configuration file.
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Workload Automation 5 Administration

Error formatting macro: redirect: java.lang.NullPointerException
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Workload Automation 5 Administration - Overview

Workload Automation 5 Administration

The following information is provided for the administration of Workload Automation 5 components:

® Workload Automation 5 - Databases
® Workload Automation 5 - Security
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Workload Automation 5 - Databases

Error formatting macro: redirect: java.lang.NullPointerException
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Databases - Overview

Workload Automation 5 Databases

Some Workload Automation 5 components provide features that rely upon a set of databases for their implementation. Such features include fault
tolerance, managed configuration, event subsystem (UES) data collection, and event monitoring.

Unless otherwise noted, the Universal Broker owns all databases and performs all direct database access. The Universal Broker processes and
responds to all database access requests it receives from individual Workload Automation 5 components.
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Databases - Component Information Database

® Component Information Database
® Universal Spool

Component Information Database

The component information database records information about all Workload Automation 5 server components that the Universal Broker
manages. It is opened during Universal Broker start-up processing.

The information captured by the Universal Broker includes, but is not limited to, the component’s process ID, start time, current state, and end
time.

One important aspect of this database is its ability to record the current state of an Workload Automation 5 server component. Each time a
component’s state changes, it sends a notification to Universal Broker, which updates that component’s record.

For the Workload Automation 5 components that offer it, this component state provides the basis for reconnect or restart functionality, otherwise
known as network or manager fault tolerance (for Indesca: see Indesca - Fault Tolerance Implementation or network fault tolerance (for Infitran:
see Infitran - Fault Tolerance Implementation.

When a Workload Automation 5 server process finishes executing and its component state indicates that it has completed, Universal Broker
deletes that component’s information from the database.

Universal Broker stores Workload Automation 5 component information in the bcomponent.db and scomponent.db database files.

IBM i The database, UBR_CMP_DB, is located in the spool library, UNVSPL510.
UNIX The database file resides in the /var/opt/universal/spool directory.
Windows The database file default location is:

® C:\Program Fi | es\ Uni versal (32-bit Windows systems)
® C:\Program Fi | es\ Uni versal (64-bit Windows systems)
® C:\Program Fil es (x86)\Universal (32-bitinstalls on 64-bit Windows systems)

z/0S Workload Automation 5 components access this file via an HFS- or zFS-allocated dataset, which is mounted on the z/OS Unix
System Services (USS) file system. Universal Broker is capable of dynamically mounting this database during start-up, if it is not
already mounted.

Universal Spool

The Universal Spool — or more simply, the spool — supports storage of the standard file /0 that Universal Command Server redirects from user
processes. When Universal Command Server executes with spooling enabled, it captures a user process' standard input, standard output, and
standard error and writes them to the spool.

Universal Spool is implemented as a set of databases. Universal Broker and Universal Command Server remove the database records
automatically when they are no longer required. No database maintenance jobs are required.

Universal Broker and server components are the only programs that access the spool. No user access is required. The operating system's file
system security should be used to prevent all access to the spool except for the broker and server. The Broker and server require full control
permissions to the spool in order to add, delete, update, and read database files.

All standard I/O files written to the spool are encrypted to insure data privacy.

The spool database files that store redirected standard input, standard output, and standard error have the format spool.stdin.compid.db,
spool.stdout.compid.db, and spool.stderr.compid.db, respectively. In each of the names, compid is replaced by the server's actual
component ID.
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IBMi

UNIX

Windows

z/0S

These files are located in the spool library, UNVSPL510, in the following format:

® SExxxxxxxx (SE = standard error)
® SOxxxxxxxx (SO = standard output)
® SIxxxxxxxx (S| = standard input)

In each file name, xxxxxxxx is the component ID expressed in hexadecimal. (The component ID is the Component ID used to
identify a Stonebranch process. This is the same Component ID output by Universal Query.)

These files reside in the /var/opt/universal/spool directory.
The database files’ default location is:

® C:\Program Fil es\ Uni versal (32-bit Windows systems)
® C:\Program Fi |l es\ Uni ver sal (64-bit Windows systems)
® C\Program Fil es (x86)\Universal (32-bitinstalls on 64-bit Windows systems)

Workload Automation 5 components access these files via an HFS- or zFS-allocated dataset, which is mounted on the z/OS Unix
System Services (USS) file system. Universal Broker is capable of dynamically mounting this database during start-up, if it is not
already mounted.
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Databases - Universal Event Monitor Databases

Error formatting macro: redirect: java.lang.NullPointerException
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Universal Event Monitor Databases - Overview

Universal Event Monitor Databases

To support the Universal Event Monitor (UEM) component, the Universal Broker provides and manages the following databases:

® Event Definition Database
® Event Handler Database
® Event Spool Database

These database files are local to each system. The Workload Automation 5 install script is responsible for creating the database directory. If the
Universal Broker attempts to open a database file that does not exist, it will create that database.

UNIX The default database directory is /var/opt/universal/spool.
Windows The default UEM database directory is:

® C:\Program Fi | es\ Uni versal (32-bit Windows systems)
® C:\Program Fi |l es\ Uni ver sal (64-bit Windows systems)
® C\Program Fil es (x86)\Universal (32-bitinstalls on 64-bit Windows systems)

*,  Note
UEM Server is only available for Windows and UNIX. The UEM databases are used only on those operating systems.
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Universal Event Monitor Event Definition Database

Event Definition Database
The Universal Event Monitor (UEM) Server stores information about the events that it monitors in the event definition database.

An event definition record describes a system event and provides the information that UEM uses to track an event occurrence and test for its
completion. An event definition record also may contain information that UEM uses to respond to (that is, "handle") an event's successful
completion, its failure to complete, and even its failure to occur.

An event-driven UEM Server relies upon stored event definitions for its input. When an event-driven UEM Server starts, it asks the Broker for all
event definitions assigned to it. If no event definitions are assigned to a particular event-driven Server, that Server continues to execute but will

not do any actual event monitoring.

A demand-driven UEM Server also may obtain its input from a stored event definition record, but it is not required. Typically, a demand-driven
Server receives its input from the UEM Manager's command line parameters.

Event definition records are added and maintained with the UEMLoad Utility.
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Universal Event Monitor Event Handler Database

Event Handler Database

An event handler record describes the action that Universal Event Monitor (UEM) should take in response to a monitored event's outcome. This
action, or response, is simply a system command or script that UEM executes upon an event's completion, failure to complete, or failure to occur.
The UEM Server executes these processes in a secure context, using user account credentials stored in the event handler record.

i) A Stonebranch Tip
Security is a primary concern within all Workload Automation components.

Whenever the user account information stored in an event handler record includes a password, that password is encrypted
using the Data Encryption Standard (DES) algorithm.

An event-driven UEM Server relies upon stored event handlers to determine its response to the events that it monitors. The event definition
records that describe events to UEM also contain the IDs of event handler records that UEM should use to respond to those events.

A demand-driven UEM Server also may respond to an event using a stored event handler record, but it is not required. Typically, a
demand-driven Server relies upon the UEM Manager's command line parameters to describe the actions that it should take in response to the

event that it monitors.

When a UEM Server needs to use a stored event handler record, it sends a request to the Universal Broker to retrieve the record using the ID
specified in the event definition record or provided from the UEM Manager command line. The Universal Broker returns the event handler record
to the UEM Server, which then executes the specified system command or script.

Event handler records are added and maintained with the UEMLoad Utility.
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Universal Event Monitor Event Spool Database

Event Spool Database

Universal Event Monitor (UEM) records its monitoring activity in the event spool database.

It is possible for UEM to detect multiple occurrences of any single event that it monitors. UEM creates a record in the spool database for each
event occurrence that it detects and tracks. UEM maintains the current state of an event occurrence from initial detection through the completion

of any event handlers.

If an event definition goes inactive before UEM detects any occurrences of that event, UEM creates a single spool entry to record the expired
event.

Universal Broker applies all updates to the event spool database. A UEM Server is responsible for sending the Universal Broker all relevant
information, along with the required database operation (add, update, or delete).

Typically, any spool records created for an event are deleted when the Broker detects the completion of the UEM Server that monitored the event.
However, when an event-driven UEM Server completes, any records that indicate work in progress (for example, tracking of an event occurrence,
execution of an event handler) are retained for possible recovery when the event-driven Server is restarted. For additional information on recovery

of event spool records, see Universal Event Monitor Server.

% A Stonebranch Tip
An option can be set in the Universal Broker’s configuration to prevent it from deleting any event spool records when the UEM

Server component completes. Setting the comp_info_retention option to a value greater than 0 causes the event spool record
to be preserved.

Because there is currently no database cleanup routine available, this option should be set only following a recommendation
from, and with the assistance of, Stonebranch Inc. Customer Support.

Feedback from a demand-driven UEM Server is returned to the UEM Manager that initiated the monitoring request. In this situation, event spool
records are simply another means of following the progress of the event and any detected occurrences.

However, for an event-driven UEM Server that has no client, the records in the event spool database are the best way to monitor the status of the
work performed by that UEM Server. Because an event-driven UEM Server typically is a long-running process, an adequate history of the UEM
Server’s activity can be obtained by viewing the spool records.

Currently, event spool records can only be viewed with the Universal Spool List utility (uslist). Information on using Universal Spool List to view
event spool records can be found in Universal Event Monitor Server. For information on all Workload Automation 5 utilities, see the Workload
Automation Utilities 5.1.0 Reference Guide.
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Controlling Universal Event Monitor Database Access

Controlling Universal Event Monitor Database Access

Universal Broker is responsible primarily for providing access to the Workload Automation databases. However, there are utilities provided,
including the Universal Spool List (uslist) and Universal Spool Remove (uslrm), that can be used to access the databases directly. While these
utilities should be used only following a recommendation from and with the assistance of Stonebranch, Inc. Customer Support, they are
documented fully in the Workload Automation Utilities 5.1.0 Reference Guide.

To protect the database contents, operating system permissions on the database files themselves should be set so that only accounts with
super-user or administrative privileges has access to them.

UEM provides its own command line utility, UEMLoad, to maintain the event definition and event handler databases. While the contents of these
databases can be viewed using the Universal Spool List utility, it is recommended that all access be done using UEMLoad. The ability to remove
event definition and event handler records is only provided with UEMLoad.

UEMLoad only can manage event definition and event handler databases that are local to the system on which it resides. To process a request,
UEMLoad sends a request to the Universal Broker running on that system to start a demand-driven UEM Server. Next, UEMLoad sends the
database request to the UEM Server, so that the UEM Server can validate the request and provide any required default values. The UEM Server
then forwards the request to the Universal Broker, so that the changes can be applied to the appropriate database.

UEMLoad executes in the security context of the user account that started it. Since the Universal Broker applies changes to the event definition

and event handler databases, any user with the authority to execute UEMLoad will, effectively, have access to a secure resource. It is therefore

strongly recommended that the privileges on UEMLoad be set such that only those user accounts with super-user or administrative privileges be
allowed to execute it.

Application support also is provided to further limit access to the event definition and event handler databases. A type of Universal Access Control
List (UACL) is provided by UEM to grant or deny local user accounts the authority to access these databases.

To fully secure the event definition and event handler databases, a UACL entry can be defined to deny access to all user accounts. Then,
additional entries can be defined to grant database access to those user accounts with the appropriate authority. Whenever UEMLoad is
executed, the entries in the UACL will be checked. If a match cannot be found which indicates that the user account that started UEMLoad is
allowed to access the database, the application will terminate with an error.

Universal Access Control List (UACL) provides a more thorough overview of the UACL feature. For information on the specific UACL used to
control access to the event definition and event handler databases, see the DATABASE_MAINTENANCE_ACL UACL entry in the Universal
Event Monitor 5.1.0 Reference Guide.

The event spool records generated by a UEM Server only can be viewed with the Universal Spool List utility.
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Universal Enterprise Controller Databases

® Overview

® Database Files

® Database Management
® Automated Database Cleanup
® Memory Management

Overview

Universal Enterprise Controller (UEC) uses databases to maintain agent, user, configuration, and event data.

Database Files

The UEC databases reside in three files:

Database Name  File Name Contents

Definitions of agents, groups, users, SAP systems, and a record of updates to distributed components’

UEC database uec. db
configurations in a managed environment.

UEC transient uec. t np. db  UES monitor events and component information that is temporary to support I-Activity Monitor. This file is
database deleted and created upon restart of UEC.

UES database uec. evm db = Universal Event Subsystem (UES) persistent events.

Database Management

Automated Database Cleanup
Two routines are run to clean up records that meet their expiration criteria from their UEC database.

1. Routine for monitor events used for I-Activity Monitor.
2. Routine for persistent events stored for the Universal Event Subsystem.

Both routines execute at UEC start-up. Thereafter, they are scheduled to execute one hour after the previous execution's completion. At the time
of execution, all records that meet the expiration criteria are removed from their UEC database.

The following UEC configuration options control database record retention:
COMMIT_COMPLETE_EXPIRATION
COMMIT_INCOMPLETE_EXPIRATION

[ ]

[ ]

* MONITOR_EVENT_EXPIRATION

® PERSISTENT_EVENT_EXPIRATION

Memory Management

Berkeley DB uses a temporary cache in memory to manage its databases. If this cache becomes sufficiently large, it must be written to disk.

Berkeley DB has a default location for storing temporary cache files, but if UEC cannot access that location, or there is no space to write these
files in the default location, the following error can occur in UEC, and UEC shuts down:

UNV5101D Dat abase error: 'tenporary: wite failed for page XXXXX

To work around this issue, the following steps will write the temporary cache files to the UEC database directory:

Step 1 = For z/OS installations, mount the UECDB HFS or zFS dataset.

Step 2 Inside the UEC database directory (or, on z/OS, the mount point), create a text file named DB_CONFIG.
Step 3 Inside the DB_CONFIG file, add the following string:

set _tnp_dir *dbpat h*
In this string, dbpat h is the path to the location in which the database files reside.
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Step 4 Start / restart UEC.
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Database Backup and Recovery

® Overview
® Database Backups
® General Database Recovery Procedures

Overview

Workload Automation 5 databases, on operating system'’s other than IBM i, are implemented using Oracle's Berkeley Database product.
Recovering from database corruption requires the following steps:

1. Dump the corrupted database to a file using the Universal Database Dump utility.
2. Reload the database from the dump file using the Universal Database Load utility.

Database corruption can occur if the system or address space that is managing the databases ends abnormally. A Workload Automation program
that utilizes databases should not be terminated abnormally.

Abnormal methods of termination include:
® 7/0OS CANCEL or FORCE command.

® UNIX SIGKILL signal.
® Windows process termination through the Task Manager.

Database Backups

Database recovery is not a replacement for database backups. If the data maintained by the product in the database has long term value, the
databases must be periodically backed up.

General Database Recovery Procedures

Generally speaking, database recovery follows the same steps independent of platform and database file.

Multiple attempts may be necessary in order to successfully recover from database corruption. Stonebranch Inc. recommends that you begin with
the least aggressive recovery method and only proceed to more aggressive methods if necessary.

For the first recovery attempt, execute the Universal Database Dump utility with the -r (lowercase) command line option. This option instructs the
utility to recover as much data as possible. Depending on the extent of database corruption, this may result in a recovered database with some
incomplete key/data pairs.

Reload the database using the Universal Database Load utility, and specify the -0 option. This option instructs the utility to remove the underlying
database file, which results in a clean reload from the dump file.

If the database passes validation when you restart the application, it is likely that all data was successfully recovered and no additional recovery
attempts are necessary.

If the database fails validation, rerun the Universal Database Dump utility and omit the -r option. This results in a dump of only the most complete
data. While this improves the chances for successful recovery, some data loss is likely. Rerun the Universal Database Load utility and restart the
application.

If both recovery attempts fail, you may delete the corrupted database and restart the application. This results in a total loss of data, but will allow
the application to execute. The application will create the missing database during startup.
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Database Recovery for Universal Broker

® Database Recovery for Universal Broker

Database Recovery for Universal Broker

Universal Broker uses databases to maintain component information, configuration information, and event data. A corrupted database will prevent
the Broker from executing.

Database recovery procedures depend partly on the operating system on which the Broker is executing. This page describes the procedures for
each operating system.

IBM i The Universal Broker subsystem, UNVUBR510 (by default), must be down in order to perform database recovery. Use standard
IBM i database recovery procedures and attempt to restart the Universal Broker subsystem.

If the problem persists, restore the failing database file. The entire Universal Spool file library may be required if restoring individual
files fails to correct the problem. As a last resort, delete all files in the Universal Spool file library and restart UNVUBR510.

Deleting the files from the Universal Spool library will result in loss of all data stored in those files, including spooled output for
Manager Fault Tolerant jobs. All affected jobs may need to be re-run.

UNIX The Broker daemon must be down to perform database recovery. A backup of either the database file being recovered or the entire
directory should be created before recovery is attempted.

A sample database recovery script is provided in file ubrdbrec in the / opt / uni ver sal / ubr oker / bi n directory. The script uses
the Universal Database Utilities to dump and reload a database file. The default location of all Universal Broker databases is the
/var/ opt/universal / spool directory.

The user ID with which the recovery script runs requires appropriate permissions to the database directory and to the database file.
Write access is required to the directory and read and write access is required to the database file.

The ubrdbrec script accepts an optional argument: the database file name to recover. If no database file name is specified, the
ues.db database is recovered. The script ends with exit code 0 if successful and a non-zero exit code if it failed.

Windows The Broker service must be stopped to perform database recovery. A backup of either the database file being recovered or the
entire directory should be created before recovery is attempted.

A sample database recovery batch file is provided in file ubrdbrec.bat in the "\ Progr am Fi | es\ Uni ver sal \ UBr oker\ bi n"
directory. The batch file uses the Universal Database Utilities to dump and reload a database file.

The default location of all Universal Broker databases is directory "\ Progr am Fi | es\ Uni ver sal \ spool \ ubr oker".

The user ID with which the recovery script runs requires appropriate permissions to the database directory and to the database file.
Write access is required to the directory and read and write access is required to the database file.

The ubrdbrec.bat batch file accepts an optional argument: the database file name to recover. If no database file name is specified,
the ues.db database is recovered. The batch file ends with exit code 0 if successful and a non-zero exit code if it failed.

z/OS The Universal Broker started task must be down to perform database recovery. A backup of either the database file being
recovered or the entire HFS or zFS data set should be created before recovery is attempted.

A sample database recovery job is provided in member UBRDBREC in the SUNVSAMP library. The job uses the Universal
Database Utilities to dump and reload a database file.

All databases are located in the HFS or zFS product data set #HLQ.UNV.UNVDB. The HFS or zFS data set must be mounted prior
to running UBRDBREC. See Mounting and Unmounting the Databases for information on mounting the HFS or zFS data set, if
necessary.

The user ID with which the recovery job runs requires appropriate permissions to the root directory of the HFS or zFS data set and
to the database file. Write access is required to the directory and read and write access is required to the database file.

Customize UBRDBREC to meet local JCL and installation requirements. Specify the database file name to recover on the PARM

keyword of the EXEC statement of both steps (the dump and load steps). When all modifications are complete, submit the job. All
steps should end with return code 0.
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Database Recovery for Universal Enterprise Controller

® Database Recovery for Universal Enterprise Controller

Database Recovery for Universal Enterprise Controller

If Universal Enterprise Controller (UEC) terminates abnormally, it creates the file uec.hf in the database directory, which prompts UEC to initiate
database verification upon restart.

Upon start-up, if UEC determines that an abnormal termination occurred, a verification process is performed on the database files. Verification
tests the integrity of the files and determines if they are suitable for opening. If errors are detected and the integrity of the file is compromised,
UEC reports the errors to the console and UEC immediately shuts down.

The Universal Database Dump (UDBDUMP) utility and the Universal Database Load (UDBLOAD) utility enable recovery from a corrupted
Berkeley database. (For detailed information on these utilities, see the Workload Automation Utilities 5.1.0 Reference Guide.)

Database recovery procedures depend partly on the operating system on which UEC is executing: z/OS or Windows. This page describes the
procedures for each operating system.

Windows The UEC service must be stopped to perform database recovery. A backup of either the database file being recovered or the entire
directory should be created before recovery is attempted.

A sample database recovery batch file is provided in file uecdbrec.bat in the "\ Progr am Fi | es\ Uni ver sal \ UECt | r\ bi n"
directory. The batch file uses the Universal Database Utilities to dump and reload a database file.

The default location of all UEC databases is "\ Pr ogr am Fi | es\ Uni versal \ UECt | r ".

1 Note
~ Stonebranch has identified an issue with upgrades from releases earlier than UEC 3.2.0.0 (such as 3.1.0.x or
3.1.1.x) to releases 3.2.0.0 and later. Following the upgrade, UEC databases reside in the location specified by
the user's currently configured working_directory location. This location defaults to "\ Pr ogr am
Fi | es\ Uni versal \ UECt | r\ bi n". If the current UEC install was not an upgrade, it may be necessary to pass
the path to the uec_evm.db file as a command line argument to the script. You can provide an absolute path or a
path relative to the uecdbrec.bat script's location.

The user ID with which the recovery script runs requires appropriate permissions to the database directory and to the database file.
Write access is required to the directory and read and write access is required to the database file.

The uecdbrec.bat batch file accepts an optional argument-the database file name to recover. If no database file name is specified,

the uec_evm.db database is recovered. The batch file ends with exit code 0 if successful and a non-zero exit code if it failed.

z/OS The UEC started task must be down to perform database recovery. A backup of either the database file being recovered or the
entire HFS or zFS data set should be created before recovery is attempted.

A sample database recovery job is provided in member UECDBREC in the SUNVSAMP library. The job uses the Universal
Database Utilities to dump and reload a database file.

All databases are located in the HFS or zFS product data set #HLQ.UNV.UECDB. The HFS data set is allocated to the UNVDB
ddname in both the dump and load steps. The HFS or zFS data set must be mounted prior to running UECDBREC. See Mounting
and Unmounting the Databases for additional information on mounting the HFS or zFS data set.

The user ID with which the recovery job runs requires appropriate permissions to the root directory of the HFS data set and to the
database file. Write access is required to the directory and read and write access is required to the database file.

Customize UECDBREC to meet local JCL and installation requirements. All UEC databases are recovered by the job. When all
modifications are complete, submit the job. All steps should end with return code 0.
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Listing Workload Automation 5 Database Records Examples

Listing Workload Automation 5 Database Records Examples

List Universal Broker Database

List Universal Command Server Database Records
List Universal Broker Detail for a Component

List Standard Out for a Component
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List Universal Broker Database

List Universal Broker Database

The following figures illustrate how to execute Universal Spool List (USLIST) with all defaults. (No options are required to issue USLIST.)

UNIX
cd /opt/universal/bin
usli st
Windows
cd c:\program fil es\universal\uspool\bin
usli st

Since no USLIST options are supplied, this example, by default, lists the contents of the Universal Broker Component database (UBROKER). A
summary of all records is produced; no detail component records are written.

The broker database must be located in the default directory.

Components

Universal Spool List
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List Universal Command Server Database Records

List Universal Command Server Database Records

The following figures illustrate how to list the database records for a specific component (in this case, Universal Command Server).

UNIX

cd /opt/universal/bin

uslist -list ucnd —ucndspool dir “c:\program fil es\universal\spool 2"
Windows

cd c:\program fil es\universal\uspool\bin

uslist -list ucnd —ucndspooldir “c:\programfiles\universal\spool 2"

These examples list the contents of the Universal Command Server Component database. A summary of all records is written.

These examples specify the directory location in which the Universal Command Server Component database is located. If the directory contains
spaces, it must be enclosed in double (" ) quotes.

Command Line Options

The command line options used in this example are:

Option Description

-list Type of database from which to select record to write.

-ucmdspooldir Directory location in which the Universal Command Server Component database (scomponent.db)
is located.

Components

Universal Spool List
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List Universal Broker Detail for a Component

® List Universal Broker Detail for a Component
¢ Command Line Options
¢ Components

List Universal Broker Detail for a Component

The following figures illustrate how to list the Universal Broker detail for a specific component ID.

UNIX
cd /opt/universal/bin
usli st -conponent 123456789
Windows
cd c:\program files\universal\uspool\bin
usli st -conponent 123456789

Since the -list option is not supplied, these examples, by default, list the contents of the Universal Broker Component database (UBROKER).

Because a component ID is specified, this will cause detail broker records to be written for component ID 123456789.

Command Line Options

The command line option used in this example is:

Option Description
-component Component identifier for which records will be selected to write.
Components

Universal Spool List
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List Standard Out for a Component

® List Standard Out for a Component
¢ Command Line Options
® Components

List Standard Out for a Component

The following figures illustrate how to list the standard output spool file for a specific component ID.

UNIX
cd /opt/universal/bin
uslist -list STDOUT —conponent 123456789
Windows
cd c:\program files\universal\uspool\bin
uslist -list STDOUT —conponent 123456789

The standard output spool file is written for component 123456789.

Command Line Options

The command line options used in this example are:

Option Description

-list Type of database from which to select records to write.

-component Component identifier for which records will be selected to write.
Components

Universal Spool List
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Removing Workload Automation 5 Database Records Examples

Removing Workload Automation 5 Database Records Examples

® Remove Component Records
® Remove Component Records - Change Database Directory
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Remove Component Records

® Remove Component Records
¢ Command Line Options
¢ Components

Remove Component Records

The following figures illustrate how to execute Universal Spool Remove (USLRM) with defaults.

UNIX
cd /opt/universal/bin
usl rm —conponent 123456789
Windows
cd c:\program files\universal\uspool bin
usl rm —conponent 123456789

The only required option is -component (the component ID; you can execute Universal Spool List (USLIST) utility to find specific component IDs.

All Workload Automation database records will be removed for component 123456789.

Command Line Options

The command line options used in this example are:

Command Options Description
-component Component identifier for which records will be removed.
Components

Universal Spool Remove
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Remove Component Records - Change Database Directory

® Remove Component Records - Change Broker Database Directory
¢ Command Line Options
¢ Components

Remove Component Records - Change Broker Database Directory

The following figure illustrate how to execute Universal Spool Remove (USLRM) and specify a Universal Broker database directory other than the
default.

UNIX

cd /opt/universal/bin

usl rm —conponent 123456789 —brokerspool dir “c:\program fil es\universal\spool 2"
Windows

cd c:\program files\universal\uspool\bin

usl rm —conponent 123456789 —brokerspool dir “c:\program fil es\universal\spool 2"

All Workload Automation database records will be removed.

The -brokerspooldir option specifies the directory location in which the Universal Broker Component database is located. If the directory has
spaces, it must be enclosed within double (" ) quotation marks.

Command Line Options

The command line options used in this example are:

Command Options Description

-component Component identifier for which records will be removed.

-brokerspooldir Directory location in which the Universal Broker Component database (bcomponent.db) is located.
Components

Universal Spool Remove
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Workload Automation 5 - Security

Error formatting macro: redirect: java.lang.NullPointerException
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Security Overview

Workload Automation 5 Security

Workload Automation 5 Security is comprised of the following elements:
® Component security

® Universal Access Control Lists
® X.509 Certificates
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Security of Workload Automation 5 Components

Error formatting macro: redirect: java.lang.NullPointerException
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Security of Workload Automation 5 Components - Overview

Security of Workload Automation 5 Components

Each component of Workload Automation 5 is designed to be a secure system.

As the level of security rises, so does the administrative complexity of the system. Workload Automation 5 balances the two, minimizing
administrative complexity without sacrificing security.

These pages identify the security features inherent in the design for each Workload Automation 5 component:

Universal Broker

Universal Command Manager
Universal Command Server
Universal Data Mover Manager
Universal Data Mover Server
Universal Event Monitor Manager
Universal Event Monitor Server
Universal Control Manager
Universal Control Server
Universal Event Log Dump
Universal Spool List

Universal Spool Remove
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Security - Universal Broker

Overview
File Permissions
Configuration Files
Universal Access Control List
Universal Broker User Account
® Removing *ALLOBJ Authority from UNVUBR510 User Profile
® Removing *SPLCTL Authority from UNVUBR510 User Profile
® Removing *ALLOBJ and *SPLCTL Authorities from UNVUBR510 User Profile

Overview

Universal Broker is designed to be a secure system. As the level of security rises, so does the administrative complexity of the system. Universal
Broker has balanced the two to avoid the administrative complexity with a minimum sacrifice to security.

Universal Broker security concerns are:

1. Access to Universal Broker files, directories, and configuration options.
2. Account with which Universal Broker executes.
3. Privacy and integrity of transmitted network data.

File Permissions

At a minimum, only trusted user accounts should have write access to the Universal Broker installation data sets. This most likely means only the
administrators should have write access. For maximum security, only trusted accounts should have read access to these data sets.

IBM i At a minimum, limit non-trusted user accounts to object authority of use to the Universal Broker product library, UNVPRD510;
the product temporary library, UNVTMP510; the command reference library, UNVCMDREF; the universal spool library,
UNVSPL510; and all objects within these libraries.

For maximum security, only trusted accounts (administrators and the UNVUBR510 profile) should have management,
existence, alter, add, update, or delete authority to these objects. As a reminder, the system value QCRTAUT controls public
access authority to created objects unless overridden by specific commands.

User profiles that use Stonebranch products require *CHANGE authority to the UNVTMP510 library.

HP NonStop = All files that the Broker creates or updates are located in either $SYSTEM.UNVLOG or $SYSTEM.UNVTRACE. The Broker
does not need write access to its installation subvolume.

UNIX All files that the Broker creates or updates are located in the /var/opt/universal directory. This means that the Broker does not
need write access to its installation directory or subdirectories.

Universal Broker requires full control (read, write, remove, and add) of the /var/opt/universal directory and its subdirectories.
The Broker creates spool files, trace files, and log files in this directory. Only the account used to execute the Broker requires
full access to this directory.

The Broker configuration options can be changed to use directories other then /var/opt/universal. If this is the case, the same
permissions must be set up for these specified directories.

Windows Universal Broker requires write access to its primary install directory (that is, .\Universal\UBroker), which serves as its default
trace file location.

The Broker requires full control over the database directory (that is, .\Universal\spool), along with all subdirectories and files
under that location.

When the Broker executes as a console application with its message destination set to logfile, the Broker requires full control
over the .\Universal\Broker\log directory and all .log files within it. The Universal Broker Windows service always writes its
message to the Windows event log, which means that it requires no write access to a log directory or any other of its installation
subdirectories and files.

z/OS Universal Broker requires update access to its database files, which exist as HFS- or zFS-allocated datasets mounted on the
z/0OS Unix System Services (z/OS USS) file system. The Broker accesses HFS-allocated datasets using the UNVDB and

UNVSPOOL ddnames in its STC JCL. The Broker accesses zFS-allocated datasets via its UNIX_DB_DATA_SET and
UNIX_SPOOL_DATA_SET configuration options.

Configuration Files
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Only trusted user accounts should have write, create, or delete access to the Broker configuration files or any of the directories in the
configuration file directory search list.

Li ]

Windows
Although you can edit Workload Automation 5 configuration files with any text editor (for example, Notepad), we recommend
using the Universal Configuration Manager Control Panel application set configuration options.

The Universal Configuration Manager provides a graphical interface and context-sensitive help, and helps protect the integrity of
the configuration file by validating all changes to configuration option values (see Universal Configuration Manager). It also
directs the Broker to refresh its cache of Indesca component configuration settings, making it unnecessary to issue a separate
configuration REFRESH request via the Universal Control utility.

Universal Access Control List

Universal Broker uses the Universal Access Control List (UACL) as an extra layer of security. The UACL contains entries (that is, rules) that
permit or deny access to the Universal Broker (see Security - Universal Access Control List (UACL) for details).

Universal Broker reads the UACL entries when the program is started. If the UACL file is changed, the new entries can be activated either by:

® Stopping and starting Universal Broker.
® Sending Universal Broker a Universal Control configuration refresh request, which instructs Universal Broker to reread all of its

configuration files, including the UACL file (see Configuration Refresh).

i)

Windows

Although you may edit the UACL file with any text editor (for example, Notepad), we recommend that you maintain UACL
entries using the Universal Configuration Manager Control Panel application (see Universal Configuration Manager). The
Universal Configuration Manager sends a configuration refresh request to the Universal Broker. Updated values take effect
immediately, making it unnecessary to recycle the Broker to apply UACL changes.

Universal Broker User Account

Each Workload Automation 5 component that the Universal Broker spawns inherits the Broker's account credentials. Occasionally, components
must perform privileged operations, such as establishing a process execution environment using a local user account's credentials.

On some platforms, this means that the Broker must execute with an account whose inherited credentials allow the spawned components to
perform these operations. On other platforms, the Broker may be executed with a lesser-privileged user, provided that the components are
configured in way that permits them to elevate their privileges when necessary.

The section contains platform-specific requirements to consider when setting the Broker's user account.

IBMi

Universal Broker for IBM i runs with the UNVUBR510 user profile, which is created at product installation time. Any component
started by Universal Broker inherits this user profile.

By default, the UNVUBR510 user profile has *ALLOBJ, *JOBCTL, and *SPLCTL authority. Unless the user profile is modified as
described in the following section, *ALLOBJ authority is required for a component to switch its user profiles based on the
request it is servicing. *JOBCTL authority is required for internal control and should not be removed. The UNVUBR510 user
profile requires *SPLCTL authority to provide Universal Submit Job job logs in specific, limited situations. (See the Workload
Automation Utilities 5.1.0 Reference Guide for information on Universal Submit Job.)

Any other product or user should not use the UNVUBRS510 user profile. By default, users cannot access the system with the
UNVUBRS510 profile.

Removing *ALLOBJ Authority from UNVUBR510 User Profile
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Given the extensive authority allowed by *ALLOBJ special authority, it is desirable to avoid its use when possible. As of PTF
0UC0126 for VIR2M1, it is possible to remove *ALLOBJ special authority from the UNVUBR510 user profile. However, by
removing *ALLOBJ from the UNVUBR510 user profile, the administrative complexity is increased.

The following steps are required to use Universal Command with *ALLOBJ special authority removed from the UNVUBR510
user profile.

1. If the following objects do not have *USE Public Authority, the UNVUBR510 user profile must be given *USE authority:
® QSYS/QSYGETPH
® QSYS/QWTSETP
® QSYS/QWCRJBST
® QSYS/QUSRMBRD

This can be accomplished with the following command:

===> EDTOBJAUT OBJ( QSYS/ obj ect _nane) OBJTYPE(* PGV

From the resulting screen, use F6 to add user UBROKER and give it *USE authority.

2. UNVUBRS510 user profile must be given *USE authority to the user profile objects of all user profiles that will be using the
universal command server on the IBM i.

This can be accomplished with the following command:

===> EDTOBJAUT OBJ(QSYS/ user_profil e_nane) OBJITYPE(* USRPRF)

From the resulting screen, use F6 to add user UBROKER and give it *USE authority.

3. Use the following command to remove the UNVUBR510 user profile *ALLOBJ authority:

===> CHGUSRPRF USRPRF( UNVUBR510) SPCAUT(*JOBCTL *SPLCTL)

Removing *SPLCTL Authority from UNVUBR510 User Profile

Use the following command to remove the UNVUBR510 user profile *SPLCTL authority:

===> CHGUSRPRF USRPRF( UNVUBR510) SPCAUT(*JOBCTL *ALLOBJ)

Removing *ALLOBJ and *SPLCTL Authorities from UNVUBR510 User Profile

Use the following command to remove all special authority from the UNVUBR510 user profile:

===> CHGUSRPRF USRPRF( UNVUBR510) SPCAUT(*JOBCTL)

(Please refer to the previous two sections for additional information.)

HP NonStop = Universal Broker itself does not require super.super privileges. For example, Universal Command (UCMD) Server may require
super.super authority. Since the component inherits its user ID from the Broker, either the Broker must be running as
super.super or the UCMD Server program must be owned by super.super and ProgID must be set for the server program file.

If the Broker is started as a daemon at system startup time, it is started with a user ID of super.super. The Broker and all its
components will then have sufficient authority.
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UNIX Although Universal Broker itself does not require super-user privileges, some Indesca server components (for example, UCMD
Server and UEM Server) may require super user authority to switch execution context to another user account, initialize group
membership, or perform other privileged operations.

Since the component inherits its user ID from Universal Broker, one of the following is required:

® Universal Broker must execute as root.
® root must own the Indesca Server application file (for example, ucmsrv or uemsrv), and the Indesca Server
application file must have its "set user ID on execution" bit (setuid on exec) set (for example, chmod u+s ucmsrv).

By default, the Universal Broker is owned and started with a user ID of ubroker. root will own the server components
that need super user authority and these components will have their "set user ID on execution" bit set.

! Note
Indesca server components typically only invoke the privileged operations mentioned above when
that component is configured to run with security enabled (that is, its security configuration option is
set to a value other than none). When security is disabled in an Indesca server component's
configuration, that component may not attempt to invoke any privileged operations, but relies
completely upon the security context it inherits from the Broker.

Windows The Universal Broker Windows service can be configured to execute with the Local System account or with a
specially-configured Administrative account (see Windows Service).

z/0S The Universal Broker started task may execute with any OMVS user ID provided that account has read access to the
BPX.DAEMON, BPX.SUPERUSER, and BPX.JOBNAME resources in the FACILITY class.

The Broker user account is typically configured at install time (see zOS Configuration - Started Tasks).

1. Note
Starting with Universal Broker 5.1.0.1, the Broker user ID no longer requires READ access to the
BPX.SUPERUSER resource. See zOS Configuration - Started Tasks for more information.
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Security - Universal Command Manager

® File Permissions
® RACF Protection
® Configuration Files

File Permissions

Only trusted user accounts should have write permission to the Universal Command (UCMD) Manager installation directory, its subdirectories,
and all files within those directories. This most likely means only an administration group should have write access.

IBM i Only trusted user accounts and the UNVUBR510 user profile should have write permission to the UCMD Server product library (
UNVPRD510) and all files within that library.

Eligible users of UCMD require read access to the message catalogs in the UNVNLS file.

HP NonStop = Eligible users of UCMD require read access to the message catalogs in the $SYSTEM.UNVNLS subvolume.

UNIX Eligible users of UCMD require read access to the message catalogs (*.umc files) in the nls subdirectory of the Workload
Automation 5 installation directory (/opt/universal by default).

Windows Eligible users of UCMD require read access to the message catalogs (*.umc files) in the nls subdirectory of the .\Universal
installation directory. These file permissions are set automatically during the installation.

z/0S Only trusted user accounts should have write access to the UCMD Manager installation files. Eligible users of UCMD require
read access to the national language support library (SUNVNLS), the configuration file (UNVCONF), and the load library (
SUNVLOAD).

RACF Protection

The UCMD Manager for z/OS verifies a users access to a RACF general resource profile. The resource profile controls a user's access to execute
a command on a remote host with a specific remote user identity.

See the zOS Installation - Configuration of Security for complete details on installing and administering UCMD Manager RACF profiles.

Configuration Files

Only trusted user accounts should have write access to the UCMD Manager configuration files.

) Wwindows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage

configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group may execute the Universal Configuration Manager.
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Security - Universal Command Server

File Permissions

Configuration Files

Universal Command Server User ID
User Authentication

Universal Command Server User Profile
Universal Command Server User ID

File Permissions

Only trusted user accounts should have write permission to the Universal Command (UCMD) Server installation directory, subdirectories, and all
files within them.

IBMi

HP NonStop

Windows

z/I0OS

Only administrator accounts should have write permission to the UCMD Server product library, UNVPRD510; the command
reference library, UNVCMDREF; the universal spool library, UNVSPL510 and all objects within these libraries. For maximum
security, only trusted accounts (administrators and the UNVUBR510 profile) should have management, existence, alter, add,
update, and delete authority to these objects. As a reminder, the system value QCRTAUT controls public access authority to
created objects unless overridden by specific commands.

Other than users authorized to use Workload Automation components, the same applies to the product temporary library,
UNVTMP510.

Only trusted user accounts should have write permission to the UCMD Server installation subvolume and all files within them.

Only trusted user accounts should have write permission to the UCMD Server installation directory and subdirectories, and all of
the files within them. This most likely means only the administrator group should have write access. Eligible users of Universal
Command require read access to the message catalogs (*.umc files) in the nls subdirectory of the Workload Automation
installation directory.

All eligible users of UCMD require permission to create directories in the UCMD Server working directory, if security is activated.
A directory named after the user ID requesting the command is created for each user. The directory is created while
impersonating the user; hence, it's created using the user's security account.

Home directories are created with permissions giving the user full control of both the directory and the files within the directory.

Only trusted user accounts should have write permission to the UCMD Server installation data sets. No general user access is
required.

Configuration Files

Only trusted user accounts should have write access to the UCMD Server configuration files.

HP NonStop

Windows

Only trusted user accounts should have write permission to the UCMD Server configuration files, and add and delete access to
the subvolume in which they reside.

Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group may execute the Universal Configuration Manager.

Universal Command Server User ID

HP NonStop

UNIX

UCMD Server requires read access to its installation subvolume. If user security is activated, the UCMD Server requires
super.super access to create processes that execute with another user's identity. The UCMD Server security identity is inherited
from the Universal Broker. If the Universal Broker is running with a non-super.super user ID, the UCMD Server program must
have the ProgID bit set and super.super as owner. See Universal Message Translator for details.

UCMD Server requires read access to its installation directory and its working directory (defined in the component definition). If
user security is activated, the Server requires root access to create processes that execute with another user's identity. The
Server security identity is inherited from the Broker. If the Broker is running with a non-root user ID, then the Server program
must have the set user ID on execution permission set and root as owner. See Universal Message Translator for details.
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z/OS UCMD Server for z/OS requires read access to its installation data sets and its HFS working directory (defined in the component
definition).

User Authentication

User authentication is the process of verifying that a user is a known and valid user. The process used by UCMD Server requires the user to
provide an operating system-specific user name / ID and a password. The UCMD Server passes the name / ID and password to the operating
system for verification; this is referred to as logging on the user.

Windows Windows provides two primary types of log on processes: batch and interactive. A user must be given the right to log
on as a batch job for them to do a batch log on. All users can do an interactive log on. See the LOGON_METHOD
option for more details.

UNIX Universal Command can use three different types of user authentication methods:

1. Default authentication uses the UNIX traditional password comparison method.

2. PAM authentication uses the PAM API to authenticate users and, optionally, process session modules. This
option is available only for certain UNIX platforms.

3. HP-UX Trusted Security uses HP-UX Trust Security APIs to authenticate users. This is available only on
Hewlett Packard HP-UX and Tru64 platforms.

HP-UX 11.00 and later} By default, supplemental group memberships are recorded in the /etc/group file. However, if an /etc/logingroup file
exists, it governs all supplemental group memberships and effectively overrides the entries in /etc/group.

1. Note
/etc/logingroup is not required to record supplemental group membership. If /etc/logingroup
does not exist, /etc/group is sufficient to record the groups in which a user belongs.

If any Workload Automation component fails to access system resources that are secured based on supplemental
group membership, make sure that the authenticated user has an entry in /etc/logingroup, if that file exists.
Otherwise, the default entry in /etc/group should be sufficient.

For more information about /etc/logingroup, please see the HP-UX system documentation.

IBMi If the user name and password are successfully validated by the operating system, the Initiator program (UCMSINIT)
changes the current user profile to the user profile of the user ID.

Universal Command Server User Profile
If user security is activated, the UCMD Server for IBM i requires, by default, *ALLOBJ authority to change user profiles. Unless modifications are

made (as described in Removing *ALLOBJ Authority from UNVUBR510 User Profile in the IBM i section of Universal Broker User Account
in Security - Universal Broker), the Server user profile, which is inherited from the Broker, requires *ALLOBJ authority.

Universal Command Server User ID

UCMD Server for HP NonStop requires read access to its installation subvolume.
If user security is activated, the UCMD Server requires super.super access to create processes that execute with another user's identity. The

UCMD Server security identity is inherited from the Universal Broker. If the Universal Broker is running with a non-super.super user ID, the UCMD
Server program must have the ProgID bit set and super.super as owner. See Universal Message Translator for details.

439 / wabl0-install&admin


https://www.stonebranch.com/confluence/display/UCMD510/LOGON_METHOD+-+UCMD+Server+configuration+option
https://www.stonebranch.com/confluence/display/UTIL510/Universal+Message+Translator

Workload Automation 5.1.0 Installation and Administration Guide

Security - Universal Data Mover Manager

® Universal Data Mover Manager Security
® File Permissions
® Configuration Files

Universal Data Mover Manager Security

Universal Data Mover is designed to be a secure system. As the level of security rises, so does the administrative complexity of the system.
Universal Data Mover has balanced the two to avoid the administrative complexity with a minimum sacrifice to security.

Universal Data Mover security concerns are:

R WN R

Access to Universal Data Mover files and directories

. Access to Universal Data Mover configuration files
. Universal Data Mover user account

. Privacy and integrity of transmitted network data

. User authentication

File Permissions

Only trusted user accounts should have permission to write to the Universal Data Mover installation directory and subdirectories, and all files
within those directories.

IBMi

z/0S

Object Permissions

Only administrator accounts should have write permission to the following Workload Automation libraries (and all objects within these
libraries):

® |[nstallation library, UNVPRD510 (by default)
® Product temporary library, UNVTMP510
® Universal spool library, UNVSPL510

For maximum security, only trusted accounts (administrators and the UNVUBR510 profile) should have management, existence, alter,
add, update, and delete authority to these objects.

! Note
System value QCRTAUT controls public access authority to created objects unless overridden by specific commands.

Data Set Permissions

Only trusted user accounts should have write access to the Universal Data Mover installation files. Eligible users of Universal Data
Mover require read access to the national language support library SUNVNLS, the configuration file UNVCONF, and the load library
SUNVLOAD.

Configuration Files

Only trusted user accounts should have write access to the Universal Data Mover Manager configuration files.

@ Windows

Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group can execute the Universal Configuration Manager.
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Security - Universal Data Mover Server

Universal Data Mover Manager Security
File Permissions

Configuration Files

Universal Data Mover Server User ID
Universal Data Mover Server User Profile
User Authentication

Universal Data Mover Manager Security

Universal Data Mover Server is designed to be a secure system. As the level of security rises, so does the administrative complexity of the
system. Universal Data Mover Server has balanced the two to avoid the administrative complexity with a minimum sacrifice to security.

Universal Data Mover Server security concerns are:

Access to product data sets

Access to Workload Automation configuration files
Universal Broker user account

Privacy and integrity of transmitted network data
User authentication

File Permissions

Only trusted user accounts should have write permission to the Universal Data Mover Server installation directory and subdirectories, and all of
the files within them.

IBMi Object Permissions

Only administrator accounts should have write permission to the following Workload Automation libraries (and all objects within these
libraries):

® |nstallation library, UNVPRD510 (by default)

® Product temporary library, UNVTMP510

® Universal spool library, UNVSPL510
For maximum security, only trusted accounts (administrators and the UNVUBR510 user profile) should have management, existence,
alter, add, update or delete authority to these objects. As a reminder, the system value QCRTAUT controls public access authority to
created objects unless overridden by specific commands.

z/IOS Data Set Permissions

Only trusted user accounts should have write permission to the Universal Data Mover Server installation data sets. No general user
access is required.

Configuration Files

Only trusted user accounts should have write access to the Universal Data Mover Server configuration files.

B Windows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group can execute the Universal Configuration Manager.

Universal Data Mover Server User ID

Universal Data Mover Server requires read access to its installation directory and its working directory (defined in the component definition).
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UNIX If user security is activated, the Server requires root access to create processes that execute with another user’s identity. The Server
security identity is inherited from the Broker. If the Broker is running with a non-root user ID, then the Server program must have the set
user ID on execution permission set and root as owner.

z/OS Universal Data Mover Server requires read access to its installation data sets and its HFS working directory (defined in the component
definition).

Universal Data Mover Server User Profile

If user security is activated, the UDM Server for IBM i requires, by default, *ALLOBJ authority to switch user profiles. This *ALLOBJ authority
requirement may be removed. The UDM Server initially inherits authority from the UNVUBR510 user profile. Following the switch to the user
profile, the UDM Server runs under the authority of the user initiating the data transfer.

The UNVUBR510 user profile requires *SPLCTL authority in order to provide Universal Submit Job with job logs in specific limited situations. The
*SPLCTL authority requirement can be removed. Removing *SPLCTL from the UNVUBR510 user profile may prevent the job log processing in
limited situations.

(See Universal Broker User Account for information on removing the *ALLOBJ and *SPLCTL authorities.)
User Authentication
User authentication is the process of verifying that a user is known and valid to the system. The process used by UDM Server requires the user to

provide a user name / ID and a password. The UDM Server passes the name / ID and password to the operating system for verification; this is
referred to as logging on the user.

IBM i For IBM i, user authentication is optional. However, if security is enabled, a user name / ID and password are required
in order to verify the user's credentials. With security enabled, you transfer files using a specific user's security
context.

UNIX For UNIX, user authentication is optional. However, if security is enabled, a user name / ID and password are

required in order to verify the user's credentials. With security enabled, you transfer files using a specific user's
security context.

Universal Data Mover can use three different types of user authentication methods:

1. Default authentication uses the UNIX traditional password comparison method.

2. PAM authentication uses the PAM API to authenticate users. The PAM modules, which authenticate and
account, are called. This option is available only for certain UNIX platforms.

3. HP-UX Trusted Security uses HP-UX Trust Security APIs to authenticate users. This is available only on
Hewlett Packard HP-UX platforms.

HP-UX 11.00 and later = By default, supplemental group memberships are recorded in the /etc/group file. However, if an /etc/logingroup file
exists, it governs all supplemental group memberships and effectively overrides the entries in /etc/group.

1. Note
letc/logingroup is not required to record supplemental group membership. If /etc/logingroup does
not exist, /etc/group is sufficient to record the groups in which a user belongs.

If any Workload Automation component fails to access system resources that are secured based on supplemental
group membership, make sure that the authenticated user has an entry in /etc/logingroup, if that file exists.
Otherwise, the default entry in /etc/group should be sufficient.

For more information about /etc/logingroup, please see the HP-UX system documentation.

Windows For Windows, user authentication is optional. However, if security is enabled, a user name / ID and password are
required in order to verify the user’s credentials. (With security enabled, you transfer files using a specific user’'s
security context.)
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Security - Universal Event Monitor Manager

File Permissions
Data Privacy
RACF Protection
Configuration Files

File Permissions

Only trusted user accounts, which are most likely those that are members of the Administrators group, should be granted write access to the UEM
Manager installation directory and subdirectories, and the files within them.

UNIX Authorized users of UEM require read access to the message catalogs (*.umc files) in the nls subdirectory of the primary Workload
Automation installation directory.

Windows = Authorized users of UEM require read access to the message catalogs (*.umc files), which reside in the .\Universal\nis directory.
If UEM Manager is installed on an NTFS partition, these file permissions are set automatically during the installation.

z/OS Eligible users of UEM require read access to the national language support library SUNVNLS, the configuration file UNVCONF,
and the load library SUNVLOAD.

Data Privacy

Data transmitted from a UEM Manager across a network connection to the Universal Broker and demand-driven UEM Server is protected using
features present in all Stonebranch Inc. Workload Automation components.

For more information on the steps taken to protect transferred data, see Network Data Transmission.

RACF Protection

The UEM Manager for z/OS verifies a user's access to a RACF general resource profile. The resource profile controls a user’s ability to monitor
an event on a remote host with a specific remote user identity.

See the Configuration of Security for complete details on installing and administering UEM Manager RACF profiles.

Configuration Files

Only trusted user accounts should have write access to the Universal Event Monitor Manager configuration files.

) Windows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group can execute the Universal Configuration Manager.
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Security - Universal Event Monitor Server

Data Privacy

File Permissions
Configuration Files
User Authentication

Data Privacy

Data transmitted to a UEM Server across a network connection is protected using features present in all Stonebranch Inc. Workload Automation
components.

For more information on the steps taken to protected transferred data, see Network Data Transmission.

File Permissions

Only trusted user accounts should have write access to the UEM Server installation directory and subdirectories, and the files within them.
Authorized users of UEM require read access to the message catalogs (*.umc files), which reside in the ./universal/nls directory.

) Windows
If UEM Server is installed on an NTFS partition, these file permissions are automatically set during installation.

The component definitions for demand-driven and event-driven UEM Servers include the location of a WORKING_DIRECTORY
. By default, this is .\Universa\UEMHome.

When the USER_SECURITY option is enabled, and before a demand-driven UEM Server begins monitoring an event or an
event-driven UEM Server executes an event handler process, the UEM Server will create a subdirectory (if it does not already
exist) for the authenticated user under this working directory.

The name of the directory matches the ID of the user account specified from the UEM Manager command line or stored in the
event handler record. If a Windows domain account is used, the name of the directory is userid.domain, where userid is the

user ID and domain is the domain name. After the directory is created, the specified user account is given ownership of it and
granted full control over it.

Configuration Files

Only trusted user accounts should have write access to the Universal Event Monitor Server configuration files.

) Wwindows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group can execute the Universal Configuration Manager.

User Authentication
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UNIX

HP-UX 11.00 and later

Windows

445 |/
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When the USER_SECURITY option is enabled, a demand-driven UEM Server requires the ID of a valid local user
account before it will begin monitoring the event. A password also may be required, depending on the rules set up in
ACCESS_ACL.

Likewise, an event-driven UEM Server requires this information to be stored in an event handler record before it can
execute a process on behalf of that handler. All handler processes started by UEM Server when the
USER_SECURITY option is enabled are executed in the security context of this user account.

UEM Server for UNIX supports three different types of user authentication methods:

1. Default authentication uses the UNIX traditional password comparison method.

2. PAM authentication uses the PAM API to authenticate users. This option is only available for certain UNIX
platforms.

3. HP-UX Trusted Security uses HP-UX Trust Security APIs to authenticate users. This is only available on
Hewlett Packard HP-UX platforms.

By default, supplemental group memberships are recorded in the /etc/group file. However, if an /etc/logingroup file
exists, it governs all supplemental group memberships and effectively overrides the entries in /etc/group.

1. Note
letc/logingroup is not required to record supplemental group membership. If /etc/logingroup does
not exist, /etc/group is sufficient to record the groups in which a user belongs.

If any Workload Automation component fails to access system resources that are secured based on supplemental
group membership, make sure that the authenticated user has an entry in /etc/logingroup, if that file exists.
Otherwise, the default entry in /etc/group should be sufficient.

For more information about /etc/logingroup, please see the HP-UX system documentation.

When the USER_SECURITY option is enabled, a demand-driven UEM Server requires the ID and password of a
valid local user account before it will begin monitoring the event. Likewise, an event-driven UEM Server requires this
information to be stored in an event handler record before it can execute a process on behalf of that handler. All
handler processes started by UEM Server when the USER_SECURITY option is enabled are executed in the security
context of this user account.

To allow Windows to verify the user account information, a UEM Server will attempt to log that user on to the system
via a call to a Windows system function.

Windows provides two types of logon methods: interactive and batch. Unless they have been explicitly denied the
ability to do so, most user accounts can be validated with the interactive logon method. Conversely, a user account
typically must be granted an additional privilege before they can be authenticated using the batch logon method. This
privilege is shown in Windows as “Log on as a batch job.”

For information on configuring UEM Server to use this logon method, see the UEM Server LOGON_METHOD option.
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Security - Universal Control Manager

® File Permissions
® Configuration Files
® RACF Protection

File Permissions

Only trusted user accounts should have write permission to the Universal Control Manager installation directory and subdirectories, and all of the
files within them. This most likely means that only the administrator group should have write access.

Eligible users of Universal Control require read access to the message catalogs (*.umc files) in the NLS directory.

HP NonStop | Eligible users of Universal Control require read access to the message catalogs in the $SYSTEM.UNVNLS subvolume.

Eligible users of Universal Control require read access to the message catalogs (*.umc files) in the nls subdirectory of the

Windows
Workload Automation installation directory. If Universal Control Manager is installed on an NTFS partition, these file permissions
are set automatically during the installation.

z/0S Data set permissions: Eligible users of Universal Control require read access to:

® National language support library SUNVNLS
® Load library SUNVLOAD

Configuration Files

Only trusted user accounts should have write access to the Universal Control Manager configuration files.

@ Windows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage

configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group may execute the Universal Configuration Manager).

RACF Protection

The Universal Control Manager for z/OS verifies a user’s access to a RACF general resource profile. The resource profile controls a user’s
access to execute a control request on a remote host.

See the Configuration of Security for complete details on installing and administering Universal Control Manager RACF profiles.
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Security - Universal Control Server

File Permissions

Configuration Files

Universal Control Server User ID
User Authentication

File Permissions

Only trusted user accounts should have write permission to the Universal Control Server installation directory and subdirectories, and all of the
files within them.

HP NonStop Object permissions: Only trusted user accounts should have management, existence, alter, add, update or delete authority to
the Universal Control Server installation libraries and objects.

Windows Eligible users of UCTL require read access to the message catalogs (*.umc files) in the nls subdirectory of the Workload
Automation installation directory.

If security is activated, all eligible users of UCTL require permission to create directories in the UCTL Server working directory.
A directory named after the user ID requesting the command is created for each user. The directory is created while
impersonating the user; hence, it is created using the user's security account.

Home directories are created with permissions giving the user full control of both the directory and the files within them.

Configuration Files

Only trusted user accounts should have write access to the Universal Control Server configuration files.

) Windows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage
configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group may execute the Universal Configuration Manager).

Universal Control Server User ID

Universal Control Server requires read access to its installation directory and its working directory (defined in the component definition). The
Universal Control Server security identity is inherited from the Universal Broker.

IBMi The associated user profile (UNVUBR510) provides *ALLOBJ authority.

z/OS UCTL Server requires read access to its installation data sets and its HFS working directory (defined in the component definition).

User Authentication

User authentication is the process of verifying that a user is a known and valid user. The process used by Universal Control Server requires the
user to provide a user name / ID and a password. The Universal Control Server passes the name / ID and password to the operating system for
verification; this is referred to as logging on the user.

) Windows
Windows provides two primary types of log on processes: batch and interactive.

A user must be given the right to log on as a batch job in order for the user to do a batch log on. All users can do an interactive
log on. (See the Universal Control Server LOGON_METHOD option for more details.)
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Security - Universal Event Log Dump

® Security Access
® Event Log Access
® Universal Configuration Manager

Security Access

No special security access is required to run Universal Event Log Dump (UELD). However, accessing the event logs and setting configuration
options may require some special security considerations.

Event Log Access

The system and application event logs may be read by all user accounts. The security log can only be accessed by accounts with Administrator
privileges. Administrator privileges are also required to clear any of the event logs.

Universal Configuration Manager

Only trusted user accounts should have write access to the Universal Event Log Dump configuration files.

B Windows
Although you may edit configuration files with any text editor (for example, Notepad), we recommend that you manage

configuration options using the Universal Configuration Manager Control Panel application. Only user accounts in the
Administrator group may execute the Universal Configuration Manager).
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Security - Universal Spool List

Account Access

The account used to execute the Universal Spool List utility must have read access to the database files listed in Workload Automation 5 -
Databases.
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Security - Universal Spool Remove

Account Access

The user account used to run the Universal Spool Remove utility must have read/write access to the database files listed in Workload Automation
5 - Databases.
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Security - Universal Access Control List (UACL)

Error formatting macro: redirect: java.lang.NullPointerException
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Universal Access Control List - Overview

® Overview
® UACL Configuration

Overview

Many Workload Automation 5 components utilize the Universal Access Control List (UACL) feature as an extra layer of security to the services
they offer. UACLs are used for a variety of reasons but generally are used to determine if a client request is allowed or denied permission to the
service and to set security attributes for the client request.

Each Universal Broker has an associated UACL configuration file that contains all the UACL entries for that system. The UACL entries can be
used to enforce a security policy specific to the system on which its deployed.

The following Workload Automation 5 components use the UACL feature:

Component Description

Universal Automation Center Agent UACLs are used to control whether user credentials are required for task execution and to control
whether or not user authentication is required.
See Universal Automation Center Agent UACL for complete details.

Universal Broker UACLs are used to permit or deny TCP/IP client connections.
See Universal Broker UACL for complete details.

Universal Command Server UACLs are used to permit or deny Universal Command Manager access and to control whether or not the
Manager request requires user authentication.
See Universal Command UACL for complete details.

Universal Control Server UACLs are used to permit or deny Universal Control Manager access and to control whether or not the
Manager request requires user authentication.
See Universal Control UACL for complete details.

Universal Data Mover Server UACLs are used to permit or deny Universal Data Manager access and to control whether or not the
Manager request requires user authentication.
See Universal Data Mover UACL for complete details.

Universal Event Monitor Server UACLs are used to permit or deny Universal Event Monitor Manager access and to control user

authentication for event handlers.
See Universal Event Monitor UACL for complete details.

UACL Configuration

UACL entries are maintained in a configuration file. The UACL configuration file is required for the Universal Broker to start even if there are no
UACL entries defined in it.

The UACL configuration file syntax is the same as all other Workload Automation configuration files except for one difference: multiple UACL
entries of the same name may be defined. The order in which the UACL entries are listed in the configuration file determines the order in which
they are searched. See Configuration File Syntax for details on configuration file syntax.

The following table describes the location of the UACL configuration file and how it is accessed for each platform.

Platform Description

z/0S All UACL entries are defined in member ACLCFGOO in library UNVCONF. The Universal Broker started task allocates the UACL
configuration file to ddname UNVACL.

UNIX All UACL entries are defined in the uacl.conf configuration file. This file is installed in / et ¢/ uni ver sal by default. The UACL
file is searched for in the same manner as all other product configuration files.

Windows All UACL entries are defined in the uacl.conf configuration file. The location of this file depends on the version of Windows. It is
recommended to use the Windows Universal Configuration Manager to view and update UACL entries.

IBM i All UACL entries are defined in member UACL of file UNVCONF.

HP NonStop = All UACL entries are defined in file uaclcfg. The UACL file is located within the same subvolume as all other product
configuration files.
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Universal Access Control List - UACL Entries

Error formatting macro: redirect: java.lang.NullPointerException
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UACL Entries - Overview

® UACL Entries
® UACL Entries Example
® Rule Syntax

® Searching UACL Entries
® Generics

UACL Entries

UACL entries are specified in the UACL configuration file. All Workload Automation 5 UACL configuration files are simple text files. UACL entries
are defined one per line in the following format:

TYPE RULE

® TYPE identifies the UACL entry. Each Workload Automation component using UACL entries have a defined set of entry types it supports.
For example, the Universal Broker component uses UACL entries of type ubroker_access.

® RULE defines the UACL entry matching criteria, the client access, and potentially some additional security attributes. The client's identity
and the client's request are used to match UACL rules

UACL entries of the same type are listed in the order in which they should be searched. Since all UACL entries are in the same UACL
configuration file, it is highly recommended to keep entries grouped together by their type for easy maintenance.

There is no limit to the number of UACL entries that can be specified in the UACL configuration file.
UACL Entries Example

An example of UACL entries in a UACL configuration file is listed below.

ucnd_access 10. 20. 30., TS1004, t sup1004, al | ow, noaut h
ucnd_access 10. 20. 30., TS1004, *, al | ow, aut h
ucnd_access 10. 20. 30., *, *, deny, auth

ucnd_access ALL, *, root, deny, aut h

ucnd_cert _access j oe, tsup1004, al | ow, noaut h
ucnd_cert_access joe,*,allow auth

ucnd_cert_access operations, *, deny, auth
ucnd_cert _access * root, deny, aut h

Rule Syntax

The UACL entry rule consists of a comma-separated list of values. If there is a space or tab character in the list of values, the entire list must be
enclosed in quotation () characters. What values are required and the meaning of each value is specific to the UACL entry type and are defined
in the Workload Automation component documentation for its UACL entries.

As an example, the following ucmd_request UACL entry contains a space in the "DSPLIB QGPL" rule value, so the entire rule is enclosed in
quotation characters.

ucmd_r equest "prod. host. nane, renot euser, | ocal user, cnd, DSPLI B QGPL, al | ow, aut h"

Searching UACL Entries

UACL entries are searched in the order they are listed in the UACL configuration file. The search criteria is based on the client identity and the
client request. Once a matching UACL entry has been found, the search stops and the matching entry is be used.

The client identity is defined as a combination of the client TCP/IP IP address, client TCP/IP host name, client user ID, and client digital certificate.
See UACL Entries - Client Identification for details on client identification.

The client request is defined based on the UACL entry type. There is typically an UACL entry type representing the different types of client

requests. Each rule value has fields that correspond to the client request values. See UACL Entries - Request Identification for details on request
identification.
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Generics

Generics can be used in the UACL rule to match client requests. Generics allow you to specify a string pattern in the rule to match a client request
value. The string pattern is a convenient way of specifying one or more values.

The following pattern control characters can be used:

Control Description

Character

* Match O or more characters.

? Match one character.

/ Es(cj:ape character to escape matching control characters so they are used as literal characters and to specify control
codes.

In addition to the pattern control characters, pattern control codes can be specified to control how the pattern matching is performed. Pattern
control codes are specified in the pattern string by prefixing them with the escape character, which is the slash character (/).

The following pattern control characters can be used:

Control Codes Description

c Perform a case insentitive compare.

C Perform a case sensitive compare (the default).

S Normalize spaces by reducing multiple spaces to one.
S Don't normalize spaces (the default).

Some example string patterns using generics are listed below.

Pattern Description

*le matches "apple”, "le", and "red apple".

I*le matches "*le" only.

ap?le matches "apple”, "ap le", but not "aple".
Ic*le matches "apple”, "APPLE", and "appLe".
a/c*le matches "apple”, "aPpLe", but not "APPLE".

Is*le matches "apple”, "red apple", and "red apple".
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UACL Entries - Client Identification

® Client Identification Methods
® X.509 Certificate Authentication
® Certificate Map Matching Criteria
® Certificate Identifier Field
® Client IP Address Identification
® Client IP Address - Matching Criteria

Client Identification Methods

Rule matching is based on the client identity and the client request.
There are two client identification methods:

1. X.509 Certificate Authentication
2. Client IP Address Identification

X.509 Certificate Authentication

X.509 certificates identify an entity. An entity can be a program, person, or host computer. When an X.509 certificate is authenticated, it
authenticates that the entity is who it claims to be.

X.509 certificates are utilized in UACL entries by first mapping a client certificate to a UACL certificate identifier. The certificate identifier then is
used in the UACL entries. A certificate identifier provides for:

1. Concise representation of certificates in UACL entries. There are a large number of certificate fields that may be used and many of the
fields have lengthy, tedious naming formats. A certificate map only needs to be defined once and then the concise certificate identifier
can be used in the UACL entries.

2. Mapping of one or more certificates to a single certificate identity. A group of entities that share a common security access level may be
represented by one certificate identity reducing the number of UACL entries to maintain.

UACL certificate map entries are searched sequentially (that is, top to bottom) matching the client certificate to each entry until a match is found.
The certificate map defines a set of X.509 certificate fields that may be used as matching criteria.

Certificate Map Matching Criteria

The following table defines the certificate map matching criteria.

Criteria Description

SUBJECT Matches the X.509 subject field. The subject field is formatted as an X.501 Distinguished Name (DN). ADN is a
hierarchical list of attributes referred to as Relative Distinguished Names (RDNS).

RDNs are separated with a comma (, ) by default. If a different separator is required (perhaps one of the RDN values
uses a comma), start the DN with the different separator character.

Valid separators are slash (/), comma (, ), semicolon ( ; ), and period (. ).
Many RDN values can be used in a DN. Some of the most common values are:

C (Country name)

CN (Common name)

L (Locality)

O (Organization)

OU (Organizational Unit)
ST (State)

The RDN attributes must be listed in the same order as they are defined in the certificate to be considered matched.

A partial DN can be specified. All certificates that have a subject name that matches up to the last RDN are considered
a match. This permits a group of certificates to be matched.

The RDN attribute values can include pattern matching characters. An asterisk ( * ) matches 0 or more characters and
a question mark ( ? ) matches one character.

Some example of SUBJECT values are:

456 / wabl0-install&admin



Workload Automation 5.1.0 Installation and Administration Guide

® subject="C=US,ST=Georgia,0=Acme,CN=Road Runner”
® subject="C=US,ST=Georgia,0=Acme,CN=Road *”
® subject="C=US,ST=Georgia,0=Acme,CN=Road ?unner”

Whether an RDN value is case sensitive or not depends on the format in which the value is stored. The certificate
creator has some control over which format is used. All formats except for printableString are case sensitive.

EMAIL Matches the X.509 emailAddress attribute of the subject field and rfc822Name of the subjectAltName extension
value. Both fields format the email address as an RFC 822 addr-spec in the form of identifier@domain.

The attribute values may include pattern matching characters. An asterisk ( * ) matches 0 or more characters and a
question mark ( ? ) matches one character.

Some example EMAIL values are:
® email=userl@acme.com
®* email=*@acme.com

® email=user?@acme.com

RFC 822 names are not case sensitive.

HOSTNAME Matches the following X.509 fields in the order listed:

1. dNSName of the subjectAltName extension value.
2. commonNam*e (CN) RDN attribute of the *subject field’s DN value.

Some example HOSTNAME values are:

® hostname=bigfish.acme.com
® hostname=*.acme.com

The values are not case sensitive.

IP ADDRESS Matches the X.509 iPAddress field of the subjectAltName extension value.
An example IPADDRESS value is:

® ipaddress=10.20.30.40

SERIAL NUMBER Matches the X.509 serialNumber value.

The value can be specified in a hexadecimal format by prefixing the value with Ox or 0X, otherwise, the value is
considered a decimal format. For example, the value 0x016A392E7F would be considered a hexadecimal format.

An example SERIALNUMBER value is:

® serialnumber=0x7a2d52cbae

Certificate Identifier Field

If a certificate map rule is found that matches the client certificate, the rule's identifier is assigned to the client's request. The certificate identifier is
then used in matching certificate-based UACL entries.

The following table defines the certificate identifier field as used in UACL entries.

Field Description

CERTID Matches the certificate identifier defined by the certificate map entry. The CERTID value has the following syntax:
® An asterisk ( *) matches 0 or more characters and a question mark ( ? ) matches one character. For example,

AB*M matches ABCDM and ABM. AB?M matches ABCM, but not ABCDM.
® The comparison is case insensitive.
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® Pattern matching characters, such as the asterisk and question mark, are included in the text to be matched
by prefixing them with a forward slash (/) character. For example, A/*B matches A*B. A//B matches A/B.

Client IP Address ldentification

TCP/IP provides a method to obtain a client's IP address. The IP address typically identifies the host computer on which the client is executing.
However, there are exceptions to this. Networks can be configured with Network Address Translation (NAT) systems between the client and the
Broker that hides the client's IP address. In addition to the client IP address, Workload Automation clients provide a user account name with which
they are executing that is used to further refine the client's identity.

UACL entries are searched matching the client's IP address and user account to each entry until a match is found.
Client IP Address - Matching Criteria

The following table defines possible matching criteria for IP address and user account client identification.

Field Description

HOST Matches the TCP/IP address of the remote user.
The HOST value has the following syntax:

® Dotted numeric form of an IP address. For example, 10.20.30.40.

® Dotted numeric prefix of the IP addresses. For example, 10.20.30. matches all IP addresses starting with
10.20.30. The last dot (.) is required.

® A net/mask expression. For example, 131.155.72.0/255.255.254.0 matches IP address range 131.155.72.0
through 131.155.73.255. The mask and the host value are AND'ed together. The result must match net.

1. Note
Contact your network administrator for calculation of the correct net / mask expression.

® Host name for an IP address. For example, sysa.abc.com.

® Host name suffix for a range of IP addresses. For example, .abc.com matches all host names ending with
abc.com, such as, sysa.abc.com. The first dot (.) is required.

® Avalue of ALL matches all IP addresses. The value must be uppercase.

REMOTE_USER Matches the user name with which the remote user is executing as on the remote system.
The REMOTE_USER value has the following syntax:

® An asterisk (*) matches 0 or more characters and a question mark ( ? ) matches one character. For
example, AB*M matches ABCDM and ABM. AB?M matches ABCM but not ABCDM.

® Control code /c switches off case-sensitivity and /C switches on case?sensitivity matching. The default is on.
For example, /cABC matches abc. /ca/Cbc matches Abc but not ABC.

® Pattern matching characters, such as the asterisk and question mark, are included in the text to be matched
by prefixing them with a forward slash (/) character. For example, A/*B matches A*B. A//B matches A/B.
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UACL Entries - Request Identification

Request Identification

In addition to the client identity being used to search for UACL entries, the client's request may be part of the matching criteria. The exact request
fields used are dependent on the component's UACL entry type.

Request Fields

The following table lists a complete set of possible request fields. See each component's UACL entry definitions for further details.

Field Description

LOCAL_USER Matches the local user name with which the remote user is requesting to execute as on the local host.
LOCAL_USER value has the following syntax:

An asterisk ( *) matches 0 or more characters and a question mark ( ? ) matches one character. For
example, AB*M matches ABCDM and ABM. AB?M matches ABCM but not ABCDM.

Control code /c switches off case-sensitivity and /C switches on case?sensitivity matching. The default is
on. For example, /cABC matches abc. /ca/Cbc matches Abc but not ABC.

Pattern matching characters, such as the asterisk and question mark, are included in the text to be
matched by prefixing them with a forward slash (/) character. For example, A/*B matches A*B. A//B
matches A/B.

Variable name $RMTUSER can be included in the value. The variable name itself is not case sensitive.
$RMTUSER and $rmtuser are the same. The $RMTUSER variable value is the user name with which the
remote user is executing. It is the same value used in matching the REMOTE_USER field.

A space character delimits the variable name, or it can be enclosed in parentheses (for example, $(RMTUSER)), in
which case it is delimited by the right parenthesis. This is useful if it is immediately followed by text.

For example, if the remote user name is TOM, a LOCAL_USER value of SRMTUSER will match if the local user
name requested is also TOM. A LOCAL_USER value of $(RMTUSER)01 will match if the local user name
requested is TOMOL1.

Windows
The LOCAL_USER value is not case sensitive, since Windows user account names are not case
sensitive.

REQUEST_TYPE Matches the type of request a Universal Command Manager is requesting. The REQUEST_TYPE value has the
following syntax:

An asterisk (*) matches 0 or more characters and a question mark ( ? ) matches one character. For
example, AB*M matches ABCDM and ABM. AB?M matches ABCM but not ABCDM.

The comparison is case insensitive.

Pattern matching characters, such as the asterisk and question mark, are included in the text to be
matched by prefixing them with a forward slash (/) character. For example, A/*B matches A*B. A//B
matches A/B.

REQUEST_NAME The REQUEST_NAME field matches the name of a Universal Command Manager is request. The
REQUEST_NAME value has the following syntax:
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An asterisk ( *) matches 0 or more characters and a question mark ( ? ) matches one character. For
example, AB*M matches ABCDM and ABM. AB?M matches ABCM but not ABCDM.

Case sensitivity depends on the REQUEST_TYPE and the operating system on which the Universal
Command Server is executing. See the Server’s Security section for the operating system in question.
Control code /c switches off case-sensitivity and /C switches on case?sensitivity matching. The default is
on. For example, /cABC matches abc. /ca/Cbc matches Abc but not ABC.

Control code /s normalizes spaces and /S does not normalize spaces. Space normalization removes
preceding and trailing spaces as well as reduce consecutive multiple spaces to a single space. The default
is no space normalization. For example, /sa b ¢ matches a b c. /Sa b ¢ matches a b ¢ but not a bc.
Pattern matching characters, such as the asterisk and question mark, are included in the text to be
matched by prefixing them with a forward slash (/) character. For example, A/*B matches A*B. A//B
matches A/B.
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UACL Entries - Certificate- and Non Certificate-Based Entries

® Certificate-Based and Non Certificate-Based UACL Entries
® Certificate-Based Entries Search
® Non Certificate-Based Entries Search

Certificate-Based and Non Certificate-Based UACL Entries
Workload Automation components that support X.509 certificates define their UACL entries in two varieties:

1. Certificate-based entries
2. Non certificate-based entries

The two entry types are distinguished by their name. For example, ucmd_cert_access is the certificate-based form of the entry and
ucmd_access is a non certificate-based entry. All entries follow the same format.

Either the certificate-based UACL entries or the non certificate-based UACL entries are searched, but not both.
Certificate-Based Entries Search
Certificate-based UACL entries are searched under the following conditions:
® Client provides an X.509 certificate that matches a certificate map entry.
Non Certificate-Based Entries Search

Non certificate-based UACL entries are searched under the following conditions:

® Client provides an X.509 certificate and no certificate map entry matches.
® Client does not provide an X.509 certificate.
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UACL Entries for Workload Automation 5 Components

UACL Entries for Workload Automation 5 Components

The following UACL entries are available for Workload Automation 5 components:

Universal Broker UACL Entries

Universal Automation Center Agent UACL Entries
Universal Command UACL Entries

Universal Data Mover UACL Entries

Universal Event Monitor UACL Entries

Universal Control UACL Entries
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Security - Universal Access Control List (UACL) Examples

UACL Examples

UACL Examples - Universal Broker for z/OS

UACL Examples - Universal Command Server for z/OS
UACL Examples - Universal Data Mover Server for z/OS
UACL Examples - Universal Control Server for z/OS

UACL Examples - Universal Broker for Windows

UACL Examples - Universal Command Server for Windows
UACL Examples - Universal Data Mover Server for Windows
UACL Examples - Universal Control Server for Windows
UACL Examples - Universal Event Monitor Server for Windows
UACL Examples - Universal Broker for UNIX

UACL Examples - Universal Command Server for UNIX
UACL Examples - Universal Data Mover Server for UNIX
UACL Examples - Universal Control Server for UNIX

UACL Examples - Universal Event Monitor Server for UNIX
UACL Examples - Universal Broker for IBM i

UACL Examples - Universal Command Server for IBM i
UACL Examples - Universal Data Mover Server for IBM i
UACL Examples - Universal Control Server for IBM i

UACL Examples - Universal Broker for HP NonStop

UACL Examples - Universal Command Server for HP NonStop
UACL Examples - Universal Control Server for HP NonStop]
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UACL Examples - Universal Broker for zOS

Universal Broker for z/OS

The following set of rules authorize the Universal Enterprise Controller at address 10.20.30, with update access to the product configuration files
and setting of the configuration managed mode of the Broker, and denies all other connections.

renot e_confi g_access 10. 20. 30., *, al | ow, al | ow
renot e_config_access ALL, *, deny, deny

The following set of rules permit connections for the subnet 10.20.30 and denies all other connections.

ubr oker _access 10. 20. 30., al | ow
ubr oker _access ALL, deny

The following set of rules permit connections from host 10.20.30.40 and 10.20.30.50 and denies all other connections.

ubr oker _access 10. 20. 30. 40, al | ow
ubr oker _access 10. 20. 30. 50, al | ow
ubr oker _access ALL, deny

The following set of rules map X.509 certificates to certificate identifiers.

cert_map i d=j oe, subj ect ="/ C=US/ ST=Ceor gi a/ O=Acne, Inc./
OU=Sal es/ CN=Joe Bl ack”

Components

Universal Broker for zOS
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UACL Examples - Universal Command Server for zOS

Universal Command Server for z/OS

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

ucnd_access 10. 20. 30.,*,*,all ow, auth
ucnd_access ALL, *, *, deny, aut h

ucnd_cert_access operations,*,allow auth
ucnd_cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permit connections from any host, but has
limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user SUPERID.
® User TS1004 on host 10.20.30.40 can execute commands as local user TSUP1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user ID TSUP1004 without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for SUPERID with a password.

ucnd_access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
ucnd_access 10. 20. 30. 40, TS1004, *, al | ow, aut h
ucnd_access 10. 20. 30. 40, *, *, deny, aut h

ucnd_access ALL, *, superi d, deny, aut h

ucnd_cert_access  joe, tsupl004, al | ow, noaut h
ucnd_cert_access joe,*,allow auth

ucnd_cert _access operations, *, deny, aut h
ucnd_cert _access * superid, deny, aut h

Components

Universal Command Server for zOS
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Universal Data Mover Server for z/OS

The following set of rules permit services for the subnet 10.20.30 and denies all other connections.

udm access 10. 20.30.,*,*,all ow, auth
udm access ALL, *, *, deny, auth

The following set of rules effectively permit connections from any host, but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

udm access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
udm access 10. 20. 30. 40, TS1004, *, al | ow, aut h
udm access 10. 20. 30. 40, *, *, deny, aut h
udm access ALL, *, root, deny, auth
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Universal Control Server for z/OS

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

uctl _access 10. 20. 30.,*,*,all ow, auth
uctl| _access ALL, *, *, deny, aut h

uctl _cert_access operations,*,allow auth
uctl _cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permit connections from any host, but has
limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user id TSUP1004 without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for SUPERID with a password.

uctl _access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
uctl| _access 10. 20. 30. 40, TS1004, *, al | ow, aut h

uct| _access 10. 20. 30. 40, *, *, deny, aut h

uct| _access ALL, *, root, deny, auth

uctl _cert_access j oe, tsup1004, al | ow, noaut h

uctl _cert_access joe,*,allow auth

uctl _cert_access operations, *, deny, aut h
uctl _cert_access * root, deny, auth
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Universal Broker for Windows

Although UACL files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager application, accessible via
the Control Panel, is the recommended way to update UACL entries. From there, ACL entries can be added, changed, deleted or sorted (rules
are applied in the order in which they are listed).

The following figure illustrates an example.

Univerzal Configuration Manager EHEd
Access ACL

Inztalled Compaonents:

- Universal Application Container £

- Universal Automation Center Age Listed below are the entries in the Universal Broker's access contral list.
= Universal Broker These entries are riles that specify which rachines are allowed to
- Message Options establizh & connection with the Braker.

- Metwork, Ophions
- Runtime Options

- 551 Protocol Optionz
- Event Subsystern Options 10203040 allow

El- Access Control Lists 10203040 deny
N . ACL ALL derny

Event &ccess ACL
i Remate Configuration A
- Event Certificate ACL

- Remate Configuration Ce
L Certificate Map ACL

- Compaonent Definitions :
. Active Components ad. | Ede. | Dekte |

H -
4| - Information | ,I Move Up | Move Down |

] I Cancel |

Remate Host | Aocesz Type
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Universal Command Server for Windows

Although UACL files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager application, accessible via
the Control Panel, is the recommended way to update UACL entries. From there, ACL entries can be added, changed, deleted or sorted (rules
are applied in the order in which they are listed).

The following figure illustrates an example. The set of ACL entries only allows connections from host 10.20.30.40 if the user on that host is
TS1004. All other remote users will be blocked.

® TS1004 may run processes on the local system using any user account, provided the correct password is supplied.
® No processes may be run with Universal Command using the Administrator account on the local system, regardless of where the request

originated.
Univerzal Configuration M anager K Ed |
Inztalled Components: Access ACL
- Universal Application Container £«
- Univerzal Automation Center Age Lizted below are the entries in the Univerzal Command Server's access
- Uriversal Eroker contral list. These entries are rules that specify which machines and user

. accounts are allowed to eztablish a connection with the Server.
- Univerzal Command tanager

- Univerzal Command Server
- Mezzage Options
[+~ Server Optionz

Remate Hn:nst| kanager Uzer .-’-'-.n::n::n:nunt| Laocal Uszer .-i'-.c:c:c'unt| Access

- Network, Options 10203040 TS1004 # allaw
- Spooling Options 10203040 = * derny
ALl = Adrminiztrator deny

- 550 Protocol Qptions
- Event Subsystern Options
=- .-’-'-._u:u:ess Contral List L

- Request ACL
- Centificate ACL 1] L&
. Certificate Request ACL
4]+ Univerzal Control banager fdd.. | s | s |

£
[+ Uni | Control 5 i
< hiverzal Contro erverl LI—I Mave Lp | Mave Down |

] I Cancel |
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Universal Data Mover Server for Windows

Although UACL files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager application, accessible via
the Control Panel, is the recommended way to update UACL entries. From there, ACL entries can be added, changed, deleted or sorted (rules

are applied in the order in which they are listed).

The following figure illustrates an example. The set of ACL entries only allows connections from host 10.20.30.40 if the user on that host is

TS1004. All other remote users will be blocked.

request originated.

® TS1004 may run processes on the local system using any user account, provided the correct password is supplied.
® No processes may be run with Universal Data Mover using the Administrator account on the local system, regardless of where the

Univerzal Configuration Manager K Ed |

|nztalled Compaonents:

Access ACL

- Uriverzal Automation Center .&ge;l
- Universal Broker

-Univerzal Command kanager

- Universal Command Server

- Univerzal Control Manager

- Univerzal Contral Server
-Univerzal Data Mowver Manager
- Univerzal Data Mover Server

tezzage Optionz
i Server Options
[+ Network Options

Ligted below are the entries in the Lniverzal Data Mover Server's access
contral ligt. These entries are rules that specify which machines and uzer
accounts are allowed to establizh a connection with the Server.

Femate Hu:ustl tanager Uszer .-'lu:u:u::untl Local Uzer .-'lu:u:u::untl Access

i 55L Pratocaol Options
Event Subsystern Options
=- .ﬁ..ccess Control Lists

i Manager Access ACL
i Certificate ACL

F?II-- |Iniverzal Enterorige Eu:unlkru:uller_lll
F [

10203040 751004 *
100203040 = *
All = Adrminiztrator

1] | B

tod. | Ede. | Dekte |

Move Lp | aneannl

QK I Cancel |
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Universal Control Server for Windows

Although UACL files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager application, accessible via
the Control Panel, is the recommended way to update UACL entries. From there, ACL entries can be added, changed, deleted or sorted (rules
are applied in the order in which they are listed).

The following figure illustrates an example. The set of ACL entries only allows connections from host 10.20.30.40 if the user on that host is
TS1004. All other remote users will be blocked.

originated.

® TS1004 may run processes on the local system using any user account, provided the correct password is supplied.
® No processes may be run with Universal Command using the Administrator account on the local system, regardless of where the request

Univerzal Configuration Manager K Ed |

|nztalled Compaonents:

Access ACL

- Uriversal Application Contaiter 2

- Univerzal Automation Center Age
- Univerzal Broker

- Univerzal Command Manager

- Uriverzal Command Server

- Univerzal Control b anager

- Ll_niversal Control Server

i Message Options

- Server Ophions

i Event Subsgystem O ptions
=- .ﬁ._ccess Contral Lists

L L
R equest ACL
i Certificate ACL

. Certificate Reguest ACL

- Uriverzal Data Maover Manager
[~ Universal Data Mower Server
[+l niverzal Enterorize Eu:unlkru:uller b
4

k

Ligted below are the ACL entries that govern access to Univerzal Control
bagzed on the lozation and/or account name of a remaote wser.

Femate Hu:ustl tanager Uzer Account | Local Uzer Account | Access

10203040 TS1004 *
0203040 = *
all * Administrator

1 | i

tod. | Ede. | Dekte |

Move Lp | aneannl

QK I Cancel |
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Universal Event Monitor Server for Windows

Although UACL files can be edited with any text editor (for example, Notepad), the Universal Configuration Manager application, accessible via
the Control Panel, is the recommended way to update UACL entries. From there, ACL entries can be added, changed, deleted, or sorted (rules

are applied in the order in which they are listed).

The following figure illustrates an example. The set of ACL entries only allows connections from host 10.20.30.40 if the user on that host is

TS1004. All other remote users will be blocked.

request originated.

® TS1004 may run processes on the local system using any user account, provided the correct password is supplied.
® No processes may be run with Universal Event Monitor using the Administrator account on the local system, regardless of where the

P2 Univerzal Configuration Manager EEd |

Inztalled Components:

Access ACL

- Univerzal Command Server ;I
- Univerzal Control banager

- Universal Control Server

- Univerzal Data Mover Manager

- Universal D ata Mover Server

- Univerzal Enterprize Controller

- Univerzal Event Log Dump

- Univerzal Event Manitar Manage
- Univerzal Event Monitor Server

- Meszage Options

- Server Optiong

- Metwork Options

- Ewent Options

[=- Access Contral List
: L

Lizted below are the entries in the Univerzal Event Monitor Server's
access contral izt These entries are rules that specify which machines
and uzer accountz are allowed to establish a connection with the Server.

Remate Hn:nst| kanager Uzer .-’-‘-.n::n::n:nunt| Laocal Usger .-'f-.c:c:n:-untl Access

10.20.30.40  TS1004
10203040 =
ALl =

®

Adrminiztrator

o

i Event Handler ACL b
i Database Maintenance .
- Licenze [nformation

-

Add...

Edi.. |

Delete |

Move Lp | Mu:uveDu:uwnl

o]

Cancel |
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Universal Broker for UNIX

The following set of rules is required to allow I-Management Console to access Universal Broker.

renot e_config_access 10. 20. 30., *, al | ow, al | ow
renot e- confi g_access ALL, *, deny, deny

The following set of rules permit connections for the subnet 10.20.30 and denies all other connections.

ubr oker _access 10. 20. 30., al | ow
ubr oker _access ALL, deny

The following set of rules permit connections from host 10.20.30.40 and 10.20.30.50 and denies all other connections.

ubr oker _access 10. 20. 30. 40, al | ow
ubr oker _access 10. 20. 30. 50, al | ow
ubr oker _access ALL, deny

The following set of rules map X.509 certificates to certificate identifiers.

cert_map i d=j oe, subj ect ="/ C=US/ ST=Ceor gi a/ O=Acne, Inc./”
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Universal Command Server for UNIX

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

ucnd_access 10. 20. 30.,*,*,all ow, auth
ucnd_access ALL, *, *, deny, aut h

ucnd_cert_access operations,*,allow auth
ucnd_cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permit connections from any host but has limited
access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user ID tsup1004 without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for root with a password.

ucnd_access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
ucnd_access 10. 20. 30. 40, TS1004, *, al | ow, aut h
ucnd_access 10. 20. 30. 40, *, *, deny, aut h

ucnd_access ALL, *, root, deny, auth

ucnd_cert_access j oe, tsup1004, al | ow, noaut h
ucnd_cert_access joe, *,all ow, auth

ucnd_cert_access operations, *, deny, auth
ucnd_cert_access *,root, deny, auth
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Universal Data Mover Server for UNIX

The following set of rules permit services for the subnet 10.20.30 and denies all other connections.

udm access 10. 20.30.,*,*,all ow, auth
udm access ALL, *, *, deny, auth

The following set of rules effectively permit connections from any host, but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

udm access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
udm access 10. 20. 30. 40, TS1004, *, al | ow, aut h
udm access 10. 20. 30. 40, *, *, deny, aut h
udm access ALL, *, root, deny, auth
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Universal Control Server for UNIX

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

uctl _access 10. 20. 30.,*,*,all ow, auth
uctl| _access ALL, *, *, deny, aut h

uctl _cert_access operations,*,allow auth
uctl _cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permits connections from any host, but has
limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® User TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user id t*sup1004* without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for root with a password.

uct| _access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
uct| _access 10. 20. 30. 40, TS1004, *, al | ow, aut h

uctl _access 10. 20. 30. 40, *, *, deny, aut h

uct| _access ALL, *, root, deny, auth

uctl _cert_access j oe, tsup1004, al | ow, noaut h

uctl _cert_access joe,*,allow, auth

uctl _cert_access operations, *, deny, auth
uctl _cert_access *,root, deny, auth
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Universal Event Monitor Server for UNIX

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

uem access 10.20.30.,*,*,all ow, auth
uem access ALL, *, *, deny, aut h

The following set of rules effectively permit connections from any host but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can monitor events as local user root.
® User TS1004 on host 10.20.30.40 can monitor events as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

uem access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
uem access 10. 20. 30. 40, TS1004, *, al | ow, aut h
uem access 10. 20. 30. 40, *, *, deny, aut h
uem access ALL, *, root, deny, aut h
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Universal Broker for IBM i

The following set of rules permit connections for the subnet 10.20.30 and denies all other connections.

ubr oker _access 10. 20. 30., *, al | ow, al | ow
ubr oker _access ALL, *, deny, deny

The following set of rules permit connections from host 10.20.30.40 and 10.20.30.50 and denies all other connections.

ubr oker _access 10. 20. 30. 40, al | ow
ubr oker _access 10. 20. 30. 50, al | ow
ubr oker _access ALL, deny

The following set of rules map X.509 certificates to certificate identifiers.

cert_map i d=j oe, subj ect ="/ C=US/ ST=Ceor gi a/ O=Acne, Inc./
OU=Sal es/ CN=Joe BI ack”
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Universal Command Server for IBM i

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

ucnd_access 10. 20. 30.,*,*,all ow, auth
ucnd_access ALL, *, *, deny, aut h

ucnd_cert_access operations,*,allow auth
ucnd_cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permit connections from any host, but has
limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user ID tsup1004 without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for root with a password.

ucnd_access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
ucnd_access 10. 20. 30. 40, TS1004, *, al | ow, aut h
ucnd_access 10. 20. 30. 40, *, *, deny, aut h

ucnd_access ALL, *, root, deny, auth

ucnd_cert_access j oe, tsup1004, al | ow, noaut h

ucnd_cert _access joe,*,allow, auth

ucnd_cert_access operations, *, deny, auth
ucnd_cert_access *,root, deny, auth
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Universal Data Mover Server for IBM i

The following set of rules permit services for the subnet 10.20.30 and denies all other connections.

udm access 10. 20.30.,*,*,all ow, auth
udm access ALL, *, *, deny, auth

The following set of rules effectively permit connections from any host, but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

udm access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
udm access 10. 20. 30. 40, TS1004, *, al | ow, aut h
udm access 10. 20. 30. 40, *, *, deny, aut h
udm access ALL, *, root, deny, auth
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Universal Control Server for IBM i

The following set of rules permit services for the subnet 10.20.30 and denies all other connections unless an X.509 certificate is presented that
maps to certificate ID operations.

uctl _access 10. 20. 30.,*,*,all ow, auth
uctl| _access ALL, *, *, deny, aut h

uctl _cert_access operations,*,allow auth
uctl _cert_access *,*,deny, auth

When no certificate is presented that maps to a certificate ID, the following set of rules effectively permit connections from any host but has limited
access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

When a certificate is presented that maps to a certificate ID, certificate ID joe can request local user ID tsup1004 without a password.
® Certificate ID joe is allowed to execute commands with any other local user ID with a password.

® Certificate ID operations cannot run anything.
® All other certificate IDs can execute commands with any user ID except for root with a password.

uctl _access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
uctl| _access 10. 20. 30. 40, TS1004, *, al | ow, aut h

uct| _access 10. 20. 30. 40, *, *, deny, auth

uct| _access ALL, *, root, deny, auth

uctl _cert_access j oe, tsup1004, al | ow, noaut h

uctl _cert_access joe,*,allow auth

uctl _cert_access operations, *, deny, aut h
uctl _cert_access * root, deny, aut h
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Universal Broker for HP NonStop

The following set of rules permit connections for the subnet 10.20.30 and denies all other connections.

ubr oker _access 10. 20. 30., al | ow
ubr oker _access ALL, deny

The following set of rules permit connections from host 10.20.30.40 and 10.20.30.50 and denies all other connections.

ubr oker _access 10. 20. 30. 40, al | ow

ubr oker _access 10. 20. 30. 50, al | ow

ubr oker _access ALL, deny
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Universal Command Server for HP NonStop

The following set of rules permit services for the subnet 10.20.30 and denies all other connections.

ucnd_access 10. 20. 30.,*,*,all ow, auth
ucnd_access ALL, *, *, deny, auth

The following set of rules effectively permit connections from any host, but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

ucnd_access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
ucnd_access 10. 20. 30. 40, TS1004, *, al | ow, aut h
ucnmd_access 10. 20. 30. 40, *, *, deny, aut h
ucnd_access ALL, *, root, deny, auth

Components

Universal Command Server for HP NonStop
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UACL Examples - Universal Control Server for HP NonStop

Universal Control Server for HP NonStop

The following set of rules permit services for the subnet 10.20.30 and denies all other connections.

uct| _access 10. 20. 30.,*,*,all ow, auth
uct| _access ALL, *, *, deny, auth

The following set of rules effectively permit connections from any host, but has limited access from host 10.20.30.40 to user TS1004 on that host.

® No host can execute commands as local user root.
® User TS1004 on host 10.20.30.40 can execute commands as local user tsup1004 without providing the password.
® Users TS1004 from host 10.20.30.40 can execute commands as any local user by providing the local user password.

uctl| _access 10. 20. 30. 40, TS1004, t sup1004, al | ow, noaut h
uct| _access 10. 20. 30. 40, TS1004, *, al | ow, aut h
uct| _access 10. 20. 30. 40, *, *, deny, aut h
uctl| _access ALL, *, root, deny, auth
Components

Universal Control
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Security - X.509 Certificates

Error formatting macro: redirect: java.lang.NullPointerException
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X.509 Certificates - Overview

® X.509 Certificates
® Sample Certificate Directory
® Certificates Examples

X.509 Certificates

A certificate is an electronic object that identifies an entity. It is analogous to a passport in that it must be issued by a party that is trusted by all
who accept the certificate. Certificates are issued by trusted parties called Certificate Authorities (CA's). For example, VeriSign Inc. is a CA that
most parties trust. We all have faith that a trusted CA takes the necessary steps to confirm the identity of a user before issuing the user a
certificate.

Certificate technology is based on public/private key technology. There are a few different types of public/private keys: RSA, DH, and DSS. As
their name denotes, the private key must be kept private, like a password. The public key can be given to anyone or even published in a
newspaper.

A property of public/private keys is that data encrypted with one can be decrypted only with the other. Therefore, if a person wants to send you a
secret message, that person must encrypt the data with your public key, which everyone has. However, since you are the only one with your
private key, you are the only one who can decrypt it. If you want to send someone a message, such as a request for $100,000 purchase, you can
"sign" it with your private key. Signing does not encrypt the data. Once a person receives your request, that person can verify it is from you by
verifying your electronic signature with your public key.

A certificate ties a statement of identity to a public key. Without the public key, the certificate is meaningless. Possession of a certificate alone
does not prove your identity. You must have the corresponding private key. The two together prove your identity to any third party that trusts the
CA that issued your certificate. This is a key point; if you do not trust the CA that signed a certificate, you cannot trust the certificate.

Since certificates originally were designed to be used for internet authentication, global directory technologies were developed to make them
available via the internet. This directory technology is known as X.500 Directory Access Protocol. Later, LDAP was introduced by Netscape to
make it Lightweight Directory Access Protocol.

X.500 divides the world into a hierarchical directory. A person's identity is located by traversing down the hierarchy until it reaches the last node.
Each node in the hierarchy consists of a type of object, such as a country, state, company, department, or name.

Sample Certificate Directory

The following figure provides a sample diagram of a small X.500 directory.

C=1U5
I
Fm +
I I
3T=Georgia 3T=Florida
I I
O=%tonebhranch, Ineo. O=icme, Inc.
I I
OU=3ales OU=3ales

I I
- + CHN=Joe Euck
I I

CN=Joe Elack CN=Joe S impson

The keywords listed on each node are referred to as a Relative Distinguished Name (RDN). A person is identified by a Distinguished Name (DN).
The DN value for Joe Black is C=US/ ST=Ceor gi a/ O=St onebr anch, Inc./QOU=Sal es/ CN=Joe BI ack.

A certificate is composed of many fields and possible extensions. Many of the most popular fields are specified as X.500 DN values.

Certificates Examples

Creating Certificates Examples provides examples that illustrate how to use Universal Certificate.

The examples provide the command line options only so that they can be used easily in any environment.
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X.509 Certificates - Sample X.509 Certificate

® Sample X.509 Certificate
® Certificate Fields

Sample X.509 Certificate

The following figure illustrates a sample X.509 version 3 certificate for Joe Buck at the Acme corporation.

Certificate:
Dat a:
Version: 3 (0x2)
Serial Nunber:
01: 02: 03: 04: 05: 06: 07: 08
Si gnature Al gorithm nd5W thRSAEncryption
I ssuer: C=US, ST=Florida, O=Acme, Inc., OU=Security, CN=CA Authority/email Address=ca@cne.com
Validity
Not Before: Aug 20 12:59:55 2011 GVl
Not After : Aug 20 12:59:55 2011 GVIT
Subj ect: C=US, ST=Florida, O=Acne, Inc., OUJ=Sales, CN=Joe Buck
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: be: 5e: 6e: f8:2c: c7: 8c: 07: 7e: f0: ab: a5: 12: db:
fc:5a: le: 27: ba: 49: b0: 2c: el: cb: 4b: 05: f 2: 23: 09:
77:13:75:57: 08: 29: 45: 29: dO: db: 8c: 06: 4b: c3: 10:
88: el: ba: 5e: 6f: 1e: c0: 2e: 42: 82: 2b: e4: f a: ba: bc:
45: €9: 98: f 8: €9: 00: 84: 60: 53: a6: 11: 2e: 18: 39: 6e:
ad: 76: 3e: 75: 8d: 1le: bl: b2: 1e: 07: 97: 7f: 49: 31: 35:
25:55: 0a: 28: 11: 20: a6: 7d: 85: 76: f 7: 9f : c4: 66: 90:
e6: 2d: ce: 73: 45: 66: be: 56: aa: ee: 93: ae: 10: f 9: ba:
24:fe: 38:d0: f0:23:d7:al: 3b
Exponent: 65537 (0x10001)
X509v3 ext ensi ons:
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subj ect Alternative Nane:
emai | : j oe. buck@cne. com
Signature Al gorithm nd5WthRSAEncryption
a0: 94: ca: f 4: d5: 4f : 2d: da: a8: 6d: e3: 41: 6e: 51: 83: 57: b3: b5:
31: 95: 32: b6: ca: 7e: d1: 4f : f b: 01: 82: db: 23: a0: 39: d8: 69: 71:
31: 9c: Oa: 3b: ce: f6:c6: e2:5c: af : 23: f 0: d7: ee: 87: 3e: 8a: 7h:
40: 03: 39: 64: al: 8c: 29: 7d: 5b: 99: 93: fa: 23: 19: el: e4: ac: 4d:
13: Of : de: ad: 51: 27: e3: 4e: 4b: 9f : 40: 4c: 05: fd: f 2: 82: 09: 3e:
46:05:f0:ad: cc: f7: 78: 25: 3e: 11: f8: ca: b6: df : f 7: 37: 57: 9b:
63: 00: dO: b5: b5: 18: ec: 38: 73: d2: 85: a3: c7: 24: 21: 47: ee: f 2:
8c: 0d

! Note
The contents of a certificate file does not look like the information in this figure, which is produced by a certificate utility that uses
the certificate file as input. Certificates can be saved in multiple file formats, so their file contents will look very different.

Certificate Fields

A certificate is composed of many fields.

The following table describes the main certificate fields.

Field or Section Description

Version X.509 certificates come in two versions: 1 and 3.
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Serial Number CA is required to provide each certificate it issues a unique serial number. The serial number is not unique
for all certificates, only for the certificates issued by each CA.

Issuer DN name of the CA that issued the certificate.

Validity Starting and ending date for which this certificate is valid.

Subject Identity of the certificate. A certificate may identify a person or a computer. In this case, the certificate
identifies Joe Buck in the Sales organization of the Acme company in the state of Florida in the United
States.

Public Key Public key associated with the certificate identity.

X509v3 Extensions X.509 version 3 introduced this section so that additional certificate fields may be added. In this case, the

identity’s email address is included as a Subject Alternative Name field.

This section is not available in X.509 version 1.

Signature CA's digital signature of the certificate.
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X.509 Certificates - SSL Peer Authentication

Overview

Certificate Verification

Certificate Revocation

Certificate Identification

Certificate Support

Sample Set-up for Universal Command Peer Authentication of Universal Broker
® Certificate

Overview

The SSL protocol utilizes X.509 certificates to perform peer authentication. For example, a Universal Command Manager may want to
authenticate that it is connected to the correct Universal Broker.

Peer authentication is performed by either one or both of the programs involved in the network session. If a Manager wants to authenticate the
Broker to which it connects, the Broker will send its certificate to the Manager for the Manager to authenticate. If the Broker wants to authenticate
the Manager, the Manager sends its certificate to the Broker.
Certificate authentication is performed in the following steps:

1. Check that the peer certificate is issued by a trusted CA.

2. Check that the certificate has not been revoked by the CA.

3. Check that the certificate identifies the intended peer.

If a step fails, the network session is terminated immediately.

Certificate Verification

The Workload Automation 5 component must be configured with a list of trusted CA certificates. When a peer certificate is received, the trusted
CA certificates are used to verify that the peer certificate is issued by one of the trusted CA's.

The trusted CA certificate list must be properly secured so that only authorized accounts have update access to the list. Should the trusted CA list
become compromised, there is a possibility that an untrusted CA certificate was added to the list.

The CA certificate list configuration option is CA_CERTIFICATES. It specifies a PEM-formatted file that contains one or more CA certificates used
for verification.

Should a peer certificate not be signed by a trusted CA, the session is immediately terminated.

Certificate Revocation

After a certificate is verified to have come from a trusted CA, the next step is to check if the CA has revoked the certificate. Since a certificate is
held by the entity for which it identifies, a CA cannot take a certificate back after it is issued. So if a CA needs to revoke a certificate for some
reason, it issues a list of revoked certificates referred to as the Certificate Revocation List (CRL). A program that validates certificates must have
access to the latest CRL issued by the CA.

The CERTIFICATE_REVOCATION_LIST configuration option specifies the PEM-formatted file that contains the CRL. This option is available in
all Workload Automation 5 components that utilize certificates.

Certificate ldentification

After a certificate is validated as being issued by a trusted CA, and has not been revoked by the CA, the next step is to check that it identifies the
intended peer.

A Workload Automation 5 Manager validates a Broker certificate by the Broker host name, IP address, or the certificate serial number. The
VERIFY_HOST_NAME configuration option is used to specify the host name or IP address that is identified in the Broker certificate. Each
certificate signed by a CA must have a unique serial number for that CA. The VERIFY_SERIAL_NUMBER option is used to specify the serial
number in the Broker certificate.

If certificate identification fails, the session is immediately terminated.

Universal Brokers work differently than the Managers. A Broker maps a peer certificate to a certificate ID. The certificate map definitions are part

of the Universal Access Control List (UACL) definitions. At that point, the certificate ID is used by UACL definitions to control access to Broker and
Server services.

Certificate Support

Many certificate authority applications, also known as Public Key Infrastructure (PKI) applications, are available. Workload Automation 5 should
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be able to utilize any certificate in a PEM-formatted file. PEM (Privacy Enhanced Mail) is a common text file format used for certificates, private
keys, and CA lists.

Workload Automation 5 support X.509 version 1 and version 3 certificates.

Although implementing a fully featured PKI infrastructure is beyond the scope of Workload Automation 5 and this documentation, some
assistance is provided using the OpenSSL toolkit.

Workload Automation 5 on most of the supported platforms utilize the OpenSSL toolkit for its SSL and certificate implementation. OpenSSL is
delivered on most UNIX distributions and Windows distributions and also is available on the OpenSSL website.

Workload Automation 5 supports z/OS System SSL on the IBM z/OS operating system as well as OpenSSL. System SSL interfaces directly with
the RACF security product for certificate access. All certificates, CA and user certificates, and private keys must be stored in the RACF database
to use System SSL.

The Workload Automation 5 suite includes an X.509 certificate utility, Universal Certificate, to create certificates for use in the Workload
Automation 5 suite.

Sample Set-up for Universal Command Peer Authentication of Universal Broker

Step 1  Create a Self-Signed CA Request:

ucert -create request -request_file ca_req.pem-private_key file ca_pkey.pem-country US -state GA
-locality Al pharetta -organi zati on Stonebranch -common_nane St onebranch

Step 2  Create a CA Certificate:

ucert -create cert -request _file ca_req.pem-private_key file ca_pkey.pem-cert_file ca_cert.pem
-ca yes -not_after_date +3650

Step 3  Create a Server Certificate Request:

ucert -create request -request_file ubrl req.pem-private_key file ubrl_pkey.pem-country US
-state GA -locality Al pharetta -organi zati on Stonebranch -common-nane "| 64agent"”

Step 4  Create a Server Certificate:

ucert -create cert -ca_cert_file ca_cert.pem-request_file ubrl_req.pem-private_key file
ca_pkey.pem -cert_file ubrl_cert.pem-not_after_date +3650

Step 5  The following files are generated in Steps 1 - 4:
CA PKEY =ca_pkey. pem
CA CERT =ca_cert. pem

Server PKEY = ubr 1_pkey. pem
Server CERT =ubr1_cert. pem

L]

L]

°

°
Step 6  Add Server CERT and PKEY to the target ubr oker . conf :

® certificate /honme/test/ubrl_cert.pem

® private_key /hone/test/ubrl_pkey.pem
Step 7  Copy ca_cert . pemto the source server.

Step 8  Run the following command from the source server to test:

[ opt/universal /bin/ucnd -host |64agent -userid test -pwd xxx -cmd "pwd" -level info
-verify_host_nane yes -ca_certs /hone/test/ca_cert.pem

Step 9  Use Universal Certificate to print the certificate and verify the certificate serial number:
ucert -print cert -cert_file ubrl_cert.pem
See Certificate, below.

Step 10 = Run following command from the source server to test:

[ opt/universal /bin/ucnd -host |64agent -userid test -pwd xxx -cnd "pwd" -level info
-verify_host_nane yes -ca_certs /hone/test/ca_cert.pem-verify_serial _nunber x028c9la7f b2f 26649

Certificate
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Certificate:
Dat a
Version: 3 (0x2)
Serial Nunber:
28:c9: 1a: 7f: b2: f 2: 66: 49
Signature Al gorithm shalWthRSAEncryption
I ssuer: C=US, ST=GA, L=Al pharetta, O=Stonebranch, CN=Stonebranch
Validity
Not Before: Feb 8 21:08:12 2016 GVI
Not After : Feb 6 02:08:12 2026 GMI
Subj ect: C=US, ST=GA, L=Al pharetta, O=Stonebranch, CN=l 64agent
Subj ect Public Key Info:
Public Key Al gorithm rsaEncryption
RSA Public Key: (1024 bit)
Modul us (1024 bit):
00: d9: 30: 22: 5b: b4: 62: 5c: d9: 26: 4b: 16: 02: cc: 22:
65: b8: ed: 89: 2d: 6e: 94: f 8: b4: 51: 2c: 1b: b7: 5b: 63:
74: ce: c5: 05: a6: a9: 52: 47: f 2: 56: 5e: 58: cd: f 8: c6:
a9: 1d: 54: a6: 52: 9f : 5¢: 95: 4f : 27: db: bd: 6f : ba: cc:
23:17:67: aa: 3a: 12: 1b: 21: 97: 32: ce: bf: 22: c2: 1c:
2d: 4b: a5: c4: 99: 18: 38: 96: 48: 06: 9b: 2b: 98: df : 74:
e3:92: af : 86: 21: 75: ed: 77: 86: 63: af : a2: 71: c4: Oe:
a8: ac: 1d: dc: 26: 65: b0: ed: b0: 06: 50: 4b: da: e4: 01:
7a: 49: 7e: 9b: 38: 1d: c7: 2d: 57
Exponent: 3 (0x3)
X509v3 ext ensi ons:
X509v3 Basic Constraints:
CA: FALSE
X509v3 Subj ect Key ldentifier:
CA: 8D: DB: 15: B8: A9: 42: EC: 51: A2: B7: C3: 19: 76: F7: 15: 35: 1D: C8: 9E
X509v3 Aut hority Key Identifier:
Di r Nane: / C=US/ ST=GA/ L=Al phar et t a/ O=St onebr anch/ CN=St onebr anch

serial:79:19: 7A: 72: ED: D5: 1F: 7B

X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Enci pher nent
Signature Al gorithm shalWthRSAEncryption
b0: b3: 0d: 8c: 06: f e: 4a: b0: e8: 46: fd: 8f: d8: 64: d1: 5e: 11: b3:
68: 43: 34: 28: 08: 4b: e0: 62: 39: c1: 6¢: 06: 76: f 3: e5: 9d: 8c: 4e:
15:57: 56: d7: bf : 92: f 3: cf : 6a: ¢8: 36: 54: 28: 2d: f 9: 9f : ad: 67:
44: 1la: 2e: 32: ad: 8b: 8a: a0: 86: 64: 8d: 73: a0: 60: 46: 65: f 0: 62:
1f: 02: db: ¢7: 7c: 99: db: ad: 5b: 80: 3e: €9: b2: 88: 19: 23: 15: e6:
7a: 1d: 53: e3: 51: 60: 2d: 99: Oc: 20: 08: 5a: ae: Of : ¢8: d3: 20: a4:

31:91: 8b: a7: c2: c8: 7a: ab: 6¢: 2d: 18: 7a: le: 95: 4b: c0: 3e: 5f:
f9: cf
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Security - Creating Certificates Examples

Creating Certificates Examples

® Creating a Certificate Authority (CA) Certificate
® Creating a Certificate
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Creating a Certificate

Creating a Certificate

There are two steps in creating a certificate:

1. First step is performed by the party that wants the certificate.
2. Second step is performed by the Certificate Authority (CA) that creates the certificate.

Step 1

Step one is creating the certificate request. The certificate request will then be sent to the CA that verifies the request and creates the certificate
from the request. The command that creates the certificate request also creates a private key. The private key must be secured so that only the

entity identified by the certificate request has read access.
The following Universal Certificate command creates:

® Certificate request, which it writes it to file req.pem
® Private key, which it writes it to file pkey.pem

ucert -create request -request_file req.pem—private_key file pkey.pem —country US —state Maryl and

—locality Baltinore
—organi zation “Acne, Inc.” —common_nane “Joe Buck”

Step 2
Step two is for the CA to create a certificate from the request and sign it with the CA’s private key.

The following Universal Certificate command creates the certificate and writes it to file cert.pem.

ucert -create cert —-request_file req.pem—cert_file cert.pem —private_key file cakey.pem —ca_cert_file
cacert.pem

Components

Universal Certificate
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Creating a Certificate Authority (CA) Certificate

Creating a Certificate Authority Certificate

The first step in creating a certificate hierarchy is creating the root Certificate Authority (CA) certificate. The CA certificate is used to issue user
certificates.

A certificate is created by creating a certificate request and then having the CA validate and sign the certificate. Since we are creating a root CA
certificate, there is no CA to sign the certificate request, so instead a self-signed certificate is created and the CA flag is set.

The following Universal Certificate command creates:

® Certificate request, which it writes it to file req.pem
® Private key, which it writes it to file cakey.pem

ucert -create request -request_file req.pem—private_key file cakey.pem —country US —state Maryl and

—locality Baltinore
—organi zation “Acne, Inc.” —comon_nane “Acne CA’

It is imperative that the private key file cakey.pem is secured so that no one other than the CA has read access. If unauthorized access is gained
to the CA's private key, all certificates issued by the CA no longer can be trusted.

The following Universal Certificate command creates the CA certificate and writes it to file cacert.pem.

ucert -create cert —-request_file req.pem—cert_file cacert.pem —private_key file cakey.pem —-ca yes

The CA certificate, cacert.pem, must be made available to any system that wants to consider the certificates issued by the CA as valid.

Components

Universal Certificate
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Licenses and Copyrights

Overview

Berkeley DB License
OpenSSL License
zlib License

Overview

This page provides the following license files for the third-party libraries used within Workload Automation:

® Berkeley DB License
® OpenSSL License
¢ zlib License

Berkeley DB License

The Berkeley DB library is used in binary form on z/OS, Windows, and UNIX ports.
The following is the Berkeley DB library license.

/*

* Copyright (c) 1990-2005

* Sleepycat Software. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

*are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Redistributions in any form must be accompanied by information on

* how to obtain complete source code for the DB software and any

* accompanying software that uses the DB software. The source code

* must either be included in the distribution or be available for no

* more than the cost of distribution plus a nominal fee, and must be

* freely redistributable under reasonable conditions. For an

* executable file, complete source code means the source code for all

* modules it contains. It does not include source code for modules or

* files that typically accompany the major components of the operating

* system on which the executable file runs.

*

* THIS SOFTWARE IS PROVIDED BY SLEEPYCAT SOFTWARE “AS IS" AND ANY EXPRESS
* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR

* NON-INFRINGEMENT, ARE DISCLAIMED. IN NO EVENT SHALL SLEEPYCAT SOFTWARE
* BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

* THE POSSIBILITY OF SUCH DAMAGE.

*

"

* Copyright (c) 1990, 1993, 1994, 1995

* The Regents of the University of California. All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
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* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

!

/* Copyright (c) 1995, 1996

/* The President and Fellows of Harvard University. All rights reserved.

/*

/* Redistribution and use in source and binary forms, with or without

/* modification, are permitted provided that the following conditions

[* are met:

/* 1. Redistributions of source code must retain the above copyright

/* notice, this list of conditions and the following disclaimer.

[* 2. Redistributions in binary form must reproduce the above copyright

/* notice, this list of conditions and the following disclaimer in the

/* documentation and/or other materials provided with the distribution.

/* 3. Neither the name of the University nor the names of its contributors

/* may be used to endorse or promote products derived from this software

[* without specific prior written permission.

/*

/* THIS SOFTWARE IS PROVIDED BY HARVARD AND ITS CONTRIBUTORS “AS IS" AND

/* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

/* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
/* ARE DISCLAIMED. IN NO EVENT SHALL HARVARD OR ITS CONTRIBUTORS BE LIABLE

/* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
/* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
/* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

/* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
/* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
/* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

/* SUCH DAMAGE.

*/

OpenSSL License

The OpenSSL toolkit is used in binary form on z/OS, Windows, UNIX, and IBM i ports.

The following is the OpenSSL license.

/*
* Copyright (c) 1998-2007 The OpenSSL Project. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

*

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*
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* 4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact

* openssl-core@openssl.org.

*

* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* "This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

*NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
* All rights reserved.

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.
*

* This library is free for commercial and non-commercial use as long as
* the following conditions are adhered to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* lhash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (th@cryptsoft.com).

*

* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* |f this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software

* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay@cryptsoft.com)"

* The word ‘cryptographic' can be left out if the routines from the library

* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from
* the apps directory (application code) you must include an acknowledgement:
* "This product includes software written by Tim Hudson (tjh@cryptsoft.com)"
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*

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG T"AS IS" AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* The licence and distribution terms for any publicly available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

[including the GNU Public Licence.]

*

zlib License

The zlib library is used in binary form on z/OS, Windows, UNIX, and IBM i ports.
The following is the zlib library license.
(C) 1995-2002 Jean-loup Gailly and Mark Adler

This software is provided ‘as-is', without any express or implied
warranty. In no event will the authors be held liable for any damages
arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it
freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software

in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly Mark Adler
jloup@gzip.org madler@alumni.caltech.edu
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