stonebranch

Universal Agent 7.2.x

Container Operations

© 2022 by Stonebranch, Inc.All Rights Reserved.



1. Container Operations .. ....................
1.1 Docker Containers . ...................
1.2 Red Hat OpenShift Start-Up Guide .......
1.3 Red Hat OpenShift Operator Start-Up Guide



Universal Agent 7.2.x Container Operations

Container Operations

& Docker Containers

Downloading a Universal Agent Docker Image

Docker Environment Variables

& Red Hat OpensShift Start-Up Guide

Introduction

How to Get Started

Docker Container Ports

Universal Agent Logs !
Red Hat OpenShift Operator Start-

Introduction

Prerequisites
Installation

Sample

| rov [

P

The information on these pages also is located in Universal Agent 7.0.x User Guide.pdf.

3 | ua-72x-conoper


https://docs.stonebranch.com/confluence/display/UA72/Docker+Containers#DockerContainers-DownloadingaUniversalAgentDockerImage
https://docs.stonebranch.com/confluence/display/UA72/Docker+Containers#DockerContainers-DockerEnvironmentVariables
https://docs.stonebranch.com/confluence/display/UA72/Docker+Containers#DockerContainers-DockerContainerPorts
https://docs.stonebranch.com/confluence/display/UA72/Docker+Containers#DockerContainers-UniversalAgentLogs
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Start-Up+Guide#RedHatOpenShiftStart-UpGuide-Introduction
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Start-Up+Guide#RedHatOpenShiftStart-UpGuide-HowtoGetStarted
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Operator+Start-Up+Guide#RedHatOpenShiftOperatorStart-UpGuide-Introduction
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Operator+Start-Up+Guide#RedHatOpenShiftOperatorStart-UpGuide-Step1Prerequisites
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Operator+Start-Up+Guide#RedHatOpenShiftOperatorStart-UpGuide-Step2OperatorInstallation
https://docs.stonebranch.com/confluence/display/UA72/Red+Hat+OpenShift+Operator+Start-Up+Guide#RedHatOpenShiftOperatorStart-UpGuide-Step8SampleScenario-FileTransfer
https://docs.stonebranch.com/confluence/download/attachments/73598468/Universal%20Agent%207.0.x%20User%20Guide.pdf?version=1&modificationDate=1617388447000&api=v2

Universal Agent 7.2.x Container Operations

Docker Containers

Downloading a Universal Agent Docker Image
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Downloading a Universal Agent Docker Image

Images are based on RedHat Linux.

To download an image from the Docker Hub, run the following command:

docker pull stonebranch/universal-agent:latest

To list the downloaded images from the Stonebranch repository, run the following command:
docker images -a stonebranch/universal-agent

REPOSITORY TAG IMAGE ID CREATED SIZE

stonebranch/universal-agent | 6.6.0.1 | bc9dfbf7d367 = 19 hours ago @ 1.04GB

stonebranch/universal-agent ' latest bc9dfbf7d367 = 19 hours ago ' 1.04GB

These images were created with the following

# Set the base image to RedHat UBI

FROM registry.access.redhat.com/ubi8/ubi

# create label

LABEL name="universal-agent"

LABEL vendor="Stonebranch"

LABEL version="${ua_version}"

LABEL release="GA"

LABEL summary="Universal Agent installed in a UBI based Image"

LABEL description="Universal Agent can be used for Scheduling and File Transfer"

#

MAINTAINER "Colin Cocksedge <colin.cocksedge@stonebranch.com>"

#

# create license directory and add product license

RUN mkdir /licenses

ADD Jlicenses/Terms_and_Conditions.pdf /licenses

# Install ua

ARG ua_version

ADD /install-files/sb-${ua_version}-linux-3.10-x86_64.tar.Z /tmp

RUN zcat /tmp/sb-${ua_version}-linux-3.10-x86_64.tar.Z | tar xvf - && ./unvinst --network_provider oms --oms_servers 7878@Iocalhost --python yes --
oms_port 7878 --security inherit --ubroker_start no && rm unvinst *.rpm *.tar upimerge.sh upimerge.log usrmode.inc install.log /tmp/sb-${ua_version}-linux-
3.10-x86_64.tar.Z

EXPOSE 7887 7878

#

# Set Permissions for Arbitrary ID Support

RUN chgrp -R 0 /etc/universal && chmod -R g=u /etc/universal && chgrp -R 0 /opt/universal && chmod -R g=u /opt/universal && chgrp -R 0 /var/opt
/universal && chmod -R g=u /var/opt/universal && chmod g=u /etc/passwd

# mkdir /var/opt/universal/uag/logs/ && In -s /dev/null /var/opt/universal/uag/logs/agent.log &&
#

ENV PATH "$PATH:/opt/universal/bin"

# Set Default userid

USER 10010

# Add entrypoint script

COPY ./ua_entrypoint /

# Entry Point

ENTRYPOINT [ "./ua_entrypoint" ]
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#l/bin/bash
echo "Entrypoint Version 1.6"

# Handle Docker Stop and Terminate Ubroker Cleanly
shutdown() {
kill -TERM "$ubroker”
wait "$ubroker”
exit0
}
# Recognize Terminaton
trap 'shutdown' SIGINT SIGTERM
# Support Arbitrary User IDs
if 1 whoami &> /dev/null; then
if [ -w /etc/passwd ]; then
echo "${USER_NAME:-default}:x:$(id -u):0:${USER_NAME:-default} user:${HOME}:/sbin/nologin" >> /etc/passwd
fi
fi
# Start the Agent
/opt/universal/ubroker/bin/ubroker -dest stderr &

ubroker=$!
wait "$ubroker"

Docker Environment Variables

When you create a Universal Agent container, you can configure the Universal Agent by specifying the following environment variables:

Environment Description Example
Variable
OMSAUTOSTA  Specifies whether the Universal Broker starts an OMS server. OMSAUTOST
RT ART=yes
Default = no
UAGAGENTCL  List of Universal Controller Agent Clusters to join automatically. UAGAGENTC
USTERS LUSTERS='A
Default = 'Opswise - Default Linux/Unix Cluster, Opswise - Default Windows Cluster’ gent Cluster 1,
Agent Cluster
>
UAGAUTOSTA | Specifies whether the Universal Broker starts a UAG server. UAGAUTOST
RT ART=no
Default = yes
UAGENABLES @ Specifies whether the SSL/TLS protocol is used for network communication between UAG and OMS. UAGENABLE
SL SSL=yes
Default = no
UAGNETNAME @ Sets the Agent ID to be used when the Universal Agent registers / connects to a Universal Controller Instance. UAGNETNAM
E=UADKRO001
Default = OPSAUTOCONF
UAGOMSSERYV | Specifies one or more OMS server addresses. UAGOMSSER
ERS VERS=7878\
Default = 7878 @localhost @omsserverl,
7878\@omsse
rver2

5 /| ua-72x-conoper



Universal Agent 7.2.x Container Operations

UAGTRANSIENT Specifies whether the Agent is Transient and will be deleted or decommissioned when the Agent shuts down or UAGTRANSIE
goes offline. NT=yes

Transient Agents are suspended from any Agent Clusters that they may belong to.
Note
|
If the Agent is referenced in any task definitions, the dynamic delete will fail. It should be understood that Transient
Agents should never be specified directly in any task definition. They are designed to accept work via an Agent
Cluster, so when configuring a Universal Agent to operate in a containerized environment, you should ensure that
the Agent registers with one or more Agent Clusters via the agent_cluster uags.conf configuration option.
Valid values are:
® yes
Agent is registered as a transient Agent.
® no
Agent is registered as a regular, persistent Agent.
Default is no.
UEMAUTOSTA | Specifies whether the Universal Broker starts a UEM server. UEMAUTOST

RT ART=no
Default = yes

Docker Container Ports

The following ports may need to be mapped when running containers from the Universal Agent image.

Port Description

7887 Universal Broker listening port

7878 OMS Server listening port

Universal Agent Logs

The Universal Agent image configures the Universal Broker service to start in console mode, which writes all log data (unv.log and agent.log) to stdout. To
view the log of a specific container, run the following command:

docker logs container-name

Running Universal Agent Docker Container Examples

To run a Universal Agent 6.6.0.1 container that connects to Universal Controller (via an OMS server) with SSL/TLS enabled and registers with an Agent ID
of UA0O1, run the following command:

docker run --detach --env UAGNETNAME=UAQ01 --env UAGOMSSERVERS=7878@uchost --name ua-test stonebranch/universal-agent:6.6.0.1
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Introduction

This start-up guide describes a use case for how to securely transfer business data located on an on-premise Linux server to an application running on
Open Shift, and vice versa, in real-time. As a result, the applications on Open Shift will always have the most up-to-date business data.

The solution also enables the delivery and reception of data from a Windows server, mainframe, or any cloud storage to an application running on Open
Shift, and vice versa. For more information, refer to the solution paper Hybrid Cloud File Transfer Solution Paper [8].

Use Case Description

To improve scalability, reduce resource consumption, and shorten the time to develop, test, and roll-out new applications, many IT companies, are
currently creating new applications or migrating their applications from their internal core IT environment into an Open Shift environment hosted on-
premise and on public clouds.

These new or migrated applications are running in containers in an Open Shift POD. In many cases, they require business data from multiple sources,
including on-premise business applications, mainframe, and various public cloud storage systems. Additionally, they both receive and provide data to
connected systems, such as SAP business warehouse.

The following use case demonstrates how to securely transfer business data located on a LINUX server to a web application running on Open Shift, in real-
time.

USE CASE: “news-flash application”

This sample use case demonstrates how all started instances of a web server for “breaking news” (one POD per web server) are updated in Open Shift
with a new webpage. The new webpage HTML files and related pictures are sent from an on-premise server to all running PODs containing a web server
instance started for the news-flash application in Open Shift. As a result, all users connected to the new-flash application will see the newly published
webpage information.

Key Features

This start-up use case focuses on file transfer from an on-premise server to a group of PODs. The solution can also support many additional scenarios.
The following are its key features:

Transfer files from any (virtual) Linux/Windows server to an application on Open Shift (and vice versa).

Transfer files from the mainframe to an application on Open Shift (and vice versa).

Transfer a file from any cloud storage platform to an application on Open Shift (and vice versa).

Trigger either a time-based or an event-based file transfer (for example, from a web application using REST APIs).
End-to-end monitoring of all file transfers (including monitoring of log files).

Cloud (SaaS) or on-premise solution.

Enhanced security — validated by regular penetration testing.

High availability.

Solution Architecture
Universal Automation Center (UAC) is a web-based enterprise scheduler, available as SaaS in the cloud or on-premise.

UAC consists of:

8 / ua-72x-conoper


https://www.stonebranch.com/solutions/hybrid-cloud-file-transfers/

Universal Agent 7.2.x Container Operations

Universal Controller Web-based workflow, reporting, and orchestration engine.
Universal Agent Workload execution component.

Universal Open Shift Agent | Workload execution component that runs in an Open Shift POD as Docker container.

A Universal Agent specifically built for the Open Shift environment is called a Universal Open Shift Agent.

As soon as an agent is installed on a server, it automatically connects to the middleware message bus OMS of Universal Automation Center and is ready
to execute remote commands/scripts and file transfers, regardless of whether the agent runs on a server, mainframe, or inside an Open Shift POD.

For applications that provide an API such as SAP, databases, or cloud storage services, no agent is required, as they are scheduled via their
corresponding API.

General Description of File Transfer Process

The architecture below outlines how data is transferred from an on-premise server to all instances of an application running on Open Shift. A transfer from
the mainframe is performed in a similar way.

All PODs contain a sidecar

container with a Universal Agent
o :
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Provide business data from an on-premise server to an application running in a POD.

File Transfer Process Steps
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A An application is deployed in a POD.
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n Project: newsflash «

st DeploymentConfigs > DeploymentConfig details
a @ newsflash-with-ua
YAML

Details ReplicationControllers

DeploymentConfig details

[F] newsflash-with-ua-1-4g5Spb - AGNT002S Active

pewsflash-with-ua-1-92kf2 - AGNT0024 Active

Scaled from 2 to 4 POD

—)

2 new PODs added to
UC Agent Clusters

=

Li = Universal Agent must be installed on the server that sends/receives files from an application distributed in an Open Shift POD. This agent can sen
in the Data Center, and it can also connect to any public cloud storage for file transfer.

R ' Due to security regulations, all communication from and to Open Shift should be sent via reverse HTTPS proxy.

If the application load increases, the Open Shift orchestration platform allows users to dynamically scale up the number of application instances |

Project: newsflash +

DeploymentConfigs > DeploymentContig details

newsflash-with-ua
YAML

Details ReplicationControllers

DeploymentConfig details

[E newsflash-with-ua-1-4g5pb - AGNT0025 Active
[E newsflash-with-ua-1-6fsgp - AGNT0027 Active
[E newsflash-with-ua-1-5vd6x - AGNT0026 Active
E newsflash-with-ua-1-92kf2 - AGNT0024 Active

Scaling Up from 2 to 4 Application Instances in Open Shift and Automatically in Universal Controller

In this example, the number of PODs is increased in Open Shift from 2 to 4, and the Universal Agents installed in the PODs are added dynamicall

cluster related to the application.

If the load decreases, application instances, (that is, PODs) can be stopped in Open Shift.

10 / ua-72x-conoper



Universal Agent 7.2.x Container Operations

S | P | All PODs contain a sidecar container with a Universal Open Shift Agent. Each sidecar container is based on the Red Hat UBI image with a Univer:
t | O | inside. The latest version of the image can be retrieved from the docker registry or the Red Hat catalog.
e D
p w  Detailed documentation of the image can be found here [1].
4 it
h  When a POD (and, respectively, the sidecar container) is started, the Universal Open Shift Agent of the container automatically registers to a Univ
S | dedicated to the application.
id
e  Only a single outbound port is opened from the POD to the OMS (Controller message bus) “5”. No inbound port to Open Shift is required. For eacl
¢ | Universal Agent cluster is created, containing the Universal Open Shift agents of all started instances of the application.
a
r  The example in General Description of File Transfer Process, above, shows two applications:
C
o 1. newsflash
nt 2. MyXYZ - APP
ai
n Each instance of an application is represented by one POD.
er
As soon as the Universal Open Shift Agent of the sidecar container is assigned to the related Universal Controller agent cluster, all related PODs «
any other Universal Agent installed on any server. In addition, the application running in the POD can be scheduled like any other application, ena
automated business process.
The Universal Agent cluster supports file transfers to just one agent (POD), or to all agents (that is, started PODs related to an application) in the
S | O | OMS (Controller message bus).
t MS
e Universal Agent in the POD connects on start-up automatically to the Controller message bus. The IP address of OMS is provided in the deploym:
p the sidecar container.
5
S | U | Universal Controller is the web-based workflow, reporting, and orchestration engine.
t o oni
e v | For each application, one Universal Controller Agent Cluster must be configured.
p e
6 rs When the Universal Agent in the POD is started, it registers automatically to the UC Agent Cluster, which is configured in the deployment configur
al = container.
C
o}
nt
r
ol
ler

How to Get Started

This section outlines how this solution can be deployed in the form of a basic file transfer from a local server to a web application running in Open Shift.

USE CASE: “News-Flash Application”

This sample use case demonstrates how all started instances of a web server for “breaking news” (one POD per webserver) are updated in Open Shift
with a new webpage. The new webpage HTML files and related pictures are sent from an on-premise server to all running PODs containing a web server's
instance started for the news-flash application in Open Shift. As a result, all users connected to the new-flash application will see the newly published
webpage information.
The setup consists of three steps:

1. Configure the file transfer workflow using the Universal Controller Web-GUI.

2. Add the Universal Sidecar container to the application deployment script.
3. Deploy the POD to Open Shift and scale up or down as required.

Prerequisites

To set up this sample use case, the following prerequisites are required:

Univers = This use case requires either an on-premise Universal Controller or Universal Controller Automation Center as SaaS in the cloud. A free trial

al version can be requested here [2].

Controll

er7.x An automation process can be set up using the Universal Controller's drag and drop workflow definition tool. Each workflow can define
or dependencies between numerous tasks, independent of the operating system on which they are executed.

Above

In the sample scenarios described here, only a single file transfer task is required. This task can be manually configured, or a pre-configured
task can be uploaded from GitHub.
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Univers | File transfers are performed between Universal Agents. Universal Agents can be deployed on any platform (Linux, Windows, z/OS, Open
al Shift, etc.). For this scenario, a Universal Agent must be installed on an on-premise Linux server. That agent can then transfer data to a
Agent Universal Agent installed as a sidecar container in an application running in Open Shift. The Universal Agent in Open Shift is installed
7.x or automatically by Open Shift during the deployment of the POD.
Above

For the installation of a Universal Agent on a Linux server, please refer to the Universal Agent installation guide found here [4].

Open This scenario uses Open Shift 4 deployed via a Red Hat CodeReady Container (CRC) [3]. A CRC enables Open Shift to run on a local laptop
Shift 4.x = or server. However, any Open Shift 4 deployment could be used.

Linux This server is used to send and receive data from the Open Shift application. Any Linux Server can be used. A Universal Agent needs to be
Server installed on this server in order to send and receive files from the Universal Agent installed on Open Shift.

For information on the installation of a Universal Agent on a Linux server, please refer to the Universal Agent installation guide found here

[41.

Configuration Steps

The installation consists of three steps:
1. Configure the file transfer workflow using the Universal Controller web GUI.

2. Add the Universal Sidecar container to the application deployment script.
3. Deploy the POD to Open Shift and scale up or down as required.

Set Up a File Transfer Task in Universal Controller

This scenario requires an update to the homepage of a very simple application (newsflash) consisting of NGNIX web servers. Therefore, the new
homepage HTML files and related pictures should be sent from the on-premise Linux server to all running PODs containing a web server instance started
for the news-flash application in Open Shift.
Setting up the file transfer task in Universal Controller requires two steps:

1. Define a new Agent Cluster for the Open Shift application “newsflash”.

2. Configure the file transfer task.
Define a New Agent Cluster for the “newsflash” Application
An agent cluster must be configured in Universal Controller for each application in Open Shift. When a POD is started for an application in Open Shift, the
Universal Open Shift Agent, which is deployed in a sidecar container to the application POD, will automatically register to the Universal Controller agent

cluster related to the application of the started POD.

The agent cluster where all newsflash-related Open Shift agents will register is called AGENT_CLUSTER_APP_NEWSFLASH.

LisninUnie Agenl Cluiited Delaiti: AGENT CLUSTER_APP NEWSFLASH = | | X

| Updale () Suspond Agent Chuster (] Delete & Rofresh 3 Closs

'

L it b Al Chackida 8 Agisntd I Chatdd LS ] & Tadks B Wi
Dalnils
Cluster Mamas : AGENT_CLUSTER_APP NEWSFLASH Warsion 4
Mok of Buaingis Seevcns =
Dhatribiitinn | Ay w L] o] Ll -
Surspereced
Tosk Exscubion Limi @ Unkinilisd L

Broadens] Opticrs

Vg Iramctivg Augesnts - [ s Suspended AQents ;[

§ Update W) Suspond Agent Chailer | Dedibe % Rulresh & Clote

K

Universal Controller Agent Cluster

Configure the File Transfer Task

A new task must be configured for transferring the files from the on-premise Linux server to all agents assigned to the Universal Controller agent cluster.
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Universal Controller File Transfer Task script

open dest=${ops_agent_ip} src=192.168.88.40 user=$(ops_src_cred_user) pwd=$(ops_src_cred_pwd)

attrib dest createop=replace

copy src=/home/nils/demo/index.html dest=/podshare/index.html

copy src=/home/nils/demo/redhat.png dest=/podshare/redhat.png
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Description:

Source Credentials: Linux-OS-Credentials (adjust according to your server credentials)
Source Linux Server: 168.88.40 (adjust according to your server)

Source Folder Linux Server: /home/nils/demo/out (adjust according to your server)
Files to transfer: html, RedHat.png

Destination Agent Cluster: AGENT_CLUSTER_APP_NEWSFLASH

Destination Folder in the POD: /podshare/ (this is the mounted POD directory)

The export files of the file transfer task can be found here file transfer task.

Add the Universal Sidecar Container to the Application Deployment Script

Add the Universal Open Shift Agent as a Sidecar Container

To add the Universal Open Shift Agent as a sidecar container to your application, you must add the following section to your application deployment YAML
file:

Universal Openshift Agent as sidecar container

- name: universal-agent
image: '"stonebranch/universal-agent:7.0.0. D:'
volumeMounts:

Image lecation e.g.. Dockerbub ar

Red Hat Catalog

- name: shared-data file system of the POD accessible by sidecar and appl. container
mountPath: '/podshare’
env:

Transient means that the agent will be deleted or decommissioned
when the Agent shuts down or goes offline.

- name: UAGTRANSIENT
value: yes
- name: UAGAGENTCLUSTERS

Sidecar container section

value: 'AGENT CLUSTER APP NEWSFLASH' - Agent Cluster This Agent connects to
- name: UAGOMSSERVERS
value: "7878%\@192.168.88.40" OMS Server this Agent connects to

Universal Open Shift Agent deployment YAML

Configure the following three parameters in the deployment file:

Parameter Description
UAGAENGTCLUSTERS ' Name of the Open Shift Application (must be the same name as the Universal Controller Agent cluster configured in 2.3.1).
UAGOMSSERVERS IP and PORT of the Universal Controller Message Middleware OMS

UAGTRANSIENT “yes”: Transient means that the agent will be deleted or decommissioned, when it shuts down or goes offline.

*Note: A 30-day demo license key can be obtained from Stonebranch [5].
Configure a Shared Folder for Application and Sidecar Containers

To make the files received by the Universal Open Shift Agent available to the application in the POD, you must create a shared folder between the
application and the sidecar container with the Universal Open Shift Agent.
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containers:
- name: nginx-container
image: bitnami/nginx
ports:
- containerPort:
protocel: TCP
volumeMounts: Shared POD filesystem between
- name: shared-data “ - Application and Universal Agent
mountPath: /opt/bitnami/nginx/html container
§ Universal Openshift Agent as sidecar _ebntainer
- name: universal-agent
image: 'stﬂnebranchfuniverﬁaiiagent:?.ﬂ.ﬂ.Q'

Newsflash container section

E volumeMounts:
g - name: shared-data * . -
o .l . Mounted folder, to where the
E mountPath: /podshare files are transferred to
= env:
g - name: UAGTRANSIENT
2 value: yes
= . .
e - name: UAGAGENTCLUSTERS Connection Parameters for the
value: 'AGENT CLUSTER APP NEWSFLASH' Universal Agent
- name: UAGOMSSERVERS To connect to the Universal Controller

value: '7878\@192.168.88.40°'

Open Shift POD shared folder

The following shows the complete deployment script, consisting of the Open Shift web application based on an NGINX web server and the Universal Agent
as a sidecar container.
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apiVersion: apps.openshift.io/vl
kind: DeploymentConfig
metadata:
name: newsflash-with-ua
namespace: newsflash
spec:
selector:
app: newsflash
replicas:
template:
metadata:
labels:
app: newsflash

spec:

volumes:
- name: shared-data

emptyDir: {}

containers:
- name: nginx-container
image: bitnami/nginx
ports:
- containerPort:
protocol: TCP
volumeMounts:
- name: shared-data
mountPath: /opt/bitnami/nginx/html
# Universal Openshift Agent as sidecar container
- name: universal-agent
image: 'stonebranch/universal-agent:7.0.0.0"
volumeMounts:
- name: shared-data
mountPath: '/podshare'
env:
- name: UAGTEANSIENT
value: yes
- name: UAGAGENTCLUSTERS
value: 'AGENT CLUSTER APP NEWSFLASH'
- name: UAGOMSSERVERS
value: '7878\Q@192.168.88.40'

Newsflash container

Sidecar container

Deployment YAML

The file can be downloaded from GITHUB [6].

16 / ua-72x-conoper



Universal Agent 7.2.x Container Operations

Configure Service to Access the Newsflash Application

To make the newsflash application available outside Open Shift, you must create a Service with a NodePort.

£ Red Hat OpenShift Cont: X | News Flash X | + X

< C @ ® & https://console-openshift-console.apps-crc.tes - O % in @ ©

Red Hat
OpenShift kube:admin
Container Platform

You are logged in as a temporary administrative user. Update the cluster OAuth
configuration to allow others to log in.

Project: newsflash

Create Service

Replicatio

1
p
3
4
5
6
7
8
9

Horizontal P

Networking

Services

Routes

Open Shift Service YAML

Ingresses
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Project newsflash -

Pod felected
L=}

Annesta e
&

Sessscn affnity

Service routing

DErvie gy

LN

Sarvice port mapping

a
@

L oa e )

Open Shift Node port

The Newsflash application will then be accessible via the following IP:
http://192.168.130.11:30753/

Note:

The host IP can be retrieved on a CRC-based Open Shift install via the command: crc ip.

In the described example, it is: 192.168.130.11

Deploy the Open Shift Application

To deploy the application on Open Shift, you only need to deploy the deployment file in the ‘Deployment Configs’ screen (see below).
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_ Red Hat
— OpenShift

Container Platform

2% Administrator Project: n

Home

Create DeploymentConfig

Operators

Workloads

Deployments

DeploymentConfigs

-
wwr—r:"_'-m::--q-‘ml.n.l-nwwr—l

el

ot
e

=
&

Ll ol
L= - -

DacmonSets

b Pl
-

ReplicaSets

B P
LU o8

ReplicationControllers

B
[+

forizontalPodAutoscalers

P Bl b
(= -

Metworking

(TR T
= D

Storage

L L i
- hapy

Builds

g

bt al
= &

Monitoring

£l
& o O

Compute

B
=

Open Shift Deployment Config YAML
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In the deployment config file, we defined three replicas. This means that once we press the ‘Create Deployment Config’ button, three instances of our
application will be started (= 3 PODs).

These three Universal Open Shift Agents will connect to the Universal Controller agent cluster, “AGENT_CLUSTER_APP_NEWSFLASH,” which was
configured in the deployment script as a parameter and during the set-up in Universal Controller.

In the following screenshot, you can see the three started PODs in Open Shift:

Project newsflash =

DeploymentCenfige  » DeploymentConlig detail

@ newsflash-with-ua Actions =

Details  YAML  ReplicationControllers Pods  Enviromment  Events

T Filter = Mame = i m
Hame | Status Ready Restarts Owner Memary cPY
@ newsflash-with- ¥ Running e Trd o [ - Qe = g ;
a-1-2xrg9 with-ua-1
ﬂ newiflash-with-  £¥ Running Frs ] -nmlhsh- - = i
1sa=1=dwvhtj with=ua-1
Open Shift

...as well as the related Universal Open Shift Agents, which have registered automatically to the Universal Controller agent cluster:

Linwe/Unix Agent Cluster Details: AGENT_CLUSTER_APP_NEWSFLASH - | X

[ Agentsncuster |
2 Agents In Cluster o
Agent Status Membership Suspended  Updated By  Updated I

E] nevwsflash-with-ua-1-dvhtj - AGHTH02Z Active No ops.system 2021-05-31 12:12:42 +0200
E newsflash-with-ua-1-Jxgq3 - AGHTO023 Active No opssystern  2021-05-31 12:12:42 #0200

Universal Controller Agent Cluster with Open Shift Agents

Auto Scaling of POD
If the number of PODs in Open Shift is scaled up, more agents will automatically register for each new POD. Conversely, if the number of PODs is scaled
down, the excess agents will automatically be removed from the Universal Controller agent cluster.

Running the File Transfer

When the Universal Open Shift Agents have registered in the Universal Controller agent cluster, they are ready to send and receive files.

The file transfer task in Universal Controller is then launched, initiating the transfer of homepage HTML files, including related pictures from the on-premise
Linux server to all started PODs of the newsflash application.

In this example, we triggered the file transfer manually.
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File Transfer Task Details: FT - Update nenwsflash on OPENSHIFT

TaskMame: FT - Update rewafiaeh on OPENSHIFT

Task Descrption : | wse case Openshifi - send 1o muliple agents

EEDSETTRE BTN U BT AT TN AT > -
= eneral

= B8 X

Bl updste [ copy (3 LounchTask [gy view Pareres ol Detete [ mrefresn 3 Close

"

Veraion 8

Member of
Business -
o | Cootm X
Resale Mams
I siatoty Systern Defaulk -
§ Lausnch
Holdon Start: [ ] "FT - Update news#lash on OPENSHIFT™?
virtual Resource
Promy. | T T
— Agent Details
Cluster [i] Broadcast [i]
LHility Clustes
Lty CISIEY | 4 GENT_CLUSTER_APP_NEWSFLASH = Broadeast [
- Varniable
Utility Crédentials bl E L"'“wl:'.,‘.a"agﬂs L]

— [P Transter Details

Transfer Protoool - | DM -

Universal Controller File Transfer Task

File Transfer Task Details: FT - Update newsflash on OPENSHIFT

File Transfer Task Variables © hctions Virtual Resources o Mutually EJIE B SR
2 File Transfer Task Instances B Last 48 hours » | &
Instance Name Status Start Time * End Time Transfer Protoco

E FT - Update newsllash on OPENSHIFT Success
E FT - Update newsflash on OPENSHIFT Success

2021-05-31 1201854 +0200 2021-05-31 12:18:55 «0200 LIDRA
2021-05-31 12:18:54 +0200 2021-05-31 12:18:55 <0200 LIDRA

File Transfer Task Instances

In the screenshot above, you can see that two file transfers were launched. This is because the Universal Controller agent cluster contained two agents,
one for each started POD.

As a result, the files are transferred from the Linux server to all assigned PODs and the homepage is updated with the new data:
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G s Mg =weit b ia - D W Misws Flagh N

- ' T & 19216813011
& Centos 0 Wiki @ Docurmentation ¢ Forums

R ——— Hﬂ‘-'klﬂ‘i MEAE ceccmae s s ssmm an nmaans

#01.05.2021 8 Stonehranch Universal Agent 7.0.0.0 is live in Red Hat Catalog

Red Hat
Fardware Seftwans Clesad & servic providers
Mt

| Ecosystem Catalog

Container Application

Stonebranch Universal Agent 9

. . . o stonebranch
Architecture amdGd - Tag W lafest =
* latest *
Overview
Description Published
- e = . ) i g d . . . Relwate category
£ -.. s eilaE .. ’ .-., 5 - \ . .__.__._.. ,,..,.- varsarally Ay s i

i,

Fielp

D &

Al Hicdl s

Newsflash Webpage

Project newsflash

Open Shift POD Terminal
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Options to Trigger the File Transfer Scenario

In the example above, we triggered the file transfer manually. However, Universal Controller can trigger the file transfers in numerous ways to ensure that
the business data that the application requires is always consistent and up to date.

Additional triggers include (but are not limited to):

File arrival

Time-based (with support for an internal and external calendar like an SAP calendar)

Email arrival

Web services

Event in a message queue (for example, MQ, JMS)

SAP Event

The status of another task/workflow (for example, the start of a new file transfer or if the transfer from last night was successful)

Integration of File Transfer into Microservices Architectures
Any file transfer can be triggered by calling the REST API of Universal Controller.

Essentially, a file transfer workflow can be started from any application, independent of the platform it runs on (for example: virtual server, mainframe, or
POD). This single API enables a loosely coupled integration with a microservices architecture.

Security and Auditability

The file transfer protocol outlined above is based on Stonebranch UDM protocol, which encrypts all data and communication channels using TLS1.2 (for
example, AES 256 / SHA 384).

Universal Controller's web GUI real-time reporting functionality provides full auditability through detailed information of all data transfers, including log files.

Document References

Ref# Description

[1] https://docs.stonebranch.com/confluence/display/UA70 Open Shift Agent documentation

/Docker+Containers

[2] https://www.stonebranch.com/products/universal-automation- Link to Free Trial for Universal Automation Center

center/

[3] https://developers.redhat.com/products/codeready-containers RED HAT webpage to retrieve an Open Shift Code Ready Container (CRC)
/overview

[4] https://docs.stonebranch.com/confluence/display/UA70 Universal Agent Installation

/Universal+Agent+for+UNIX+Installation
[5] https://www.stonebranch.com/contact/ Contact address to get a 30days license key for Universal Data Mover

[6] https://github.com/stonebranch-marketplace/Universal-Open Shift- = Universal Controller File Transfer task export (xml)

Agent/tree/master/export
The XML files are bundled in a tar archive.

1. Extract the tar file to a directory accessible by your Universal Controller (
tar -xvf startup_guide_export.tar ).

2. Import the extracted xml files using the Universal Controller list import
feature.

3. Adjust the imported file transfer task to your environment.

[7] https://github.com/stonebranch-marketplace/Universal-Open Shift-
Agent/tree/master/src ® POD deployment YAML file
® Service deployment YAML file
® Webpage index.html and redhat.jpg

[8] https://www.stonebranch.com/solutions/hybrid-cloud-file-transfers/ | Hybrid

Cloud File Transfer Solution Paper

Summary and Benefits
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The Universal Automation Center, with the introduction of the newly developed Universal Open Shift Agent, enables the secure and reliable transfer of
business data located on the mainframe, on cloud storage platforms, or any server, to an application running on Open Shift (and vice versa).

As this example has shown, only three steps are required to configure a secure file transfer to or from any of your Open Shift applications.
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Red Hat OpenShift Operator Start-Up Guide

® Introduction
® Step 1 Prerequisites
® Step 2 Operator Installation
® Operator Installation from Red Hat Marketplace
® Operator Installation from within the OpenShift Web Console
® Step 3 Verification of Operator Installation
® Step 4 Adjust the Operator YAML (CSV)
® Universal Controller / OMS Setting
® Universal Controller Setting
® PersistentVolumeClaim Settings
® Step 5 Create an Instance
® Step 6 Verify the Universal Agent POD
® Universal Agent POD Log-file
® Step 7 Verify that the Universal Agent in OpenShift is Connected to Universal Controller
® Summary
® Step 8 Sample Scenario - File Transfer
® Configuration Steps
® Summary

Introduction

This start-up guide describes how to deploy a Stonebranch Universal Agent to an Openshift namespace using the Universal Agent Operator from the Red
Hat Marketplace.

When Universal Agent has been deployed, it can be used to send and receive files from any external server or cloud storage and save it to a shared
persistence storage system on the related OpenShift namespace.

Any application in OpenShift that has access to the same shared persistence storage can make use of the received files or place data to the shared
persistence storage for further file transfer using Universal Agent.

At the end of this tutorial, an example scenario is provided showing how to transfer data from a Linux Server to a shared persistence storage system.

Step 1 Prerequisites

Universal Agent is deployed as POD in a namespace of a Project.
1 Create a Project

Create a project with namespace newsflash. If you already have a project where you would like to deploy Universal Agent, you can skip this step.

Create Project

Name *

| newsflash

Display Name

newsflash

Description

breaking new application

2 Create a Persistent Volume Claim

Create Persistent Volume Claim my-customer-pvc with size 500MiB. If you already have a Persistent Volume Claim, you can skip this step.

25 | ua-72x-conoper



Universal Agent 7.2.x Container Operations

Red Hat

OpenShift
Container Platform

Project: newsflash =
&: Administrator

Create Persistent Volume Claim Edit YAML
Persistent Volume Claim Name *

My =-CUstom-pve

Access Mode *

&) Single User (RWO) Shared Access (RWX) Read Only {ROX)

Size *

300 MiE -

fments

rmentConfigs
Use label selectors to request storage

Statefi

Volume Mode

kubeadmin =

(I BRI e PersistentVolumes

Home

Name Status Claim | Capacity Labels Created

@ o ® Bound @ my-custom-pv 100Gi volume=pv00; @ Apr30,9:48am

@ v @ Bound @D cre-ima 100Gi volume=pv0001 @ Apr30,9:47 am
Workloads @ pvoo02 Available N 100Gi volume=pv0002 @ Apr30,9:47 am
Networking @ o Availlable N 100Gi volume=pv0003 @ Apr30,9:47 am
Storage @ pvo004 Available 100Gi volume=pv0004 @ Apr30,9:47 am
| PersistentVolumes @ oo Available C 100Gi volume=pv0005 @ Apr30,9:47 am

Step 2 Operator Installation

The Operator can be installed either:
® Directly from the Marketplace.
® From within the OpenShift Web Console.

Operator Installation from Red Hat Marketplace
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. For information on registering your cluster and creating a namespace, see Red Hat Marketplace Docs. This must be done prior to operator install.
On the main menu, click Workspace>My Software>product>Install Operator.
. On the Update Channel section, select an option.
. On the Approval Strategy section, select either Automatic or Manual. The approval strategy corresponds to how you want to process operator
upgrades.
. On the Target Cluster section:
® Click the checkbox next to the clusters where you want to install the Operator.
® For each cluster you selected, under Namespace Scope, on the Select Scope list, select an option.
. Click Install. It may take several minutes for installation to complete.
. Once installation is complete, the status will change from installing to Up to date.
. For further information, see the Red Hat Marketplace Operator documentation.

O RAWNE

[oc BN Ne)]

Install Operator

Update channsgl

Appeoval SErategy

Target clusters

Mamg Platform MamoRpace SCope

Operator Installation from within the OpenShift Web Console

This section describes how to install the Universal Agent Operator on an OpenShift Cluster within the OpenShift Web Console

1 Deploy the Operator from the Red Hat Marketplace

In the OpensShift Web Console, select: Operators -> OperatorHub and search for stonebranch, Provider Type: Marketplace.
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Red Hat
OpenShift i A © @ kubeadmin »
Container Platform

Project: newsflash «

o Administrator

OperatorHub

Home

Discover Operators from the Kubernetes community and Red Hat partners, curated by Red Hat. You can purchase commercial software through
Operato Red Hat Marketplace (. You can install Operators on your clusters to provide optional add-ons and shared services to your developers. After
installation, the Operator capabilities will appear in the Developer Catalog providing a self-service experience.

OperatorHub
| Alltems All ltems
stonebranch 2items
Al/Machine Learning
Workloads
Application Runtime
Pods Big Data
Cloud Provider e e Marketplace
Database

Developer Tools Universalagent Operator Universalagent Operator

Development Tools

Drivers And Plugins Stonebranch Universal Agent IT Stonebranch Universal Agent IT
Automation software Automation software
. . Integration & Delivery
ConfigMaps
Logging & Tracing
CronJohs Meodernization & Migration
Menitoring
Jobs
Networking

DaemonSe
aem OpenShift Optional

Security

2 Install the Operator
On the Update Channel section, select an option.

® On the Approval Strategy section, select either Automatic or Manual. The approval strategy corresponds to how you want to process operator
upgrades.

Select the namespace of your application e.g.,

Click Install. It may take several minutes for installation to complete.

Once installation is complete, the status will change from installing to Up to date.

For further information, see the Red Hat Marketplace Operator documentation.

28 | ua-72x-conoper


https://marketplace.redhat.com/en-us/documentation/operators

Universal Agent 7.2.x Container Operations

Red Hat
OpenShift
Container Platform

& Administrator OperatorHub > Operator Installation

Install Operator
Home

y subscribing to one of the updat; annels to keep the Operator up to date. The

Operato

OperatorHub Update channel * e Universalagent Operator
% alpha provided by Stonebranch
Provided APls
Installation mode *
Universalagent Operator
All namespaces on the cluster (default) e 9 P
Operator will be available in all Namespac Stonebranch Universal Agent IT
») Aspecific namespace on the cluster Automation software

Operator will be available in a single Namespace only.

Installed Namespace *
@ newsflash

Approval strategy *

®) Automatic
CronJobs Manual

Jobs

DaemonS

‘HSta”

Replica!

kubeadmin

etermines either manual or

Step 3 Verification of Operator Installation

. When the status changes to Up to date, click the vertical ellipses and select Cluster Console.
. Open the cluster where you installed the product.

Go to Operators > Installed Operators.

. Select the Namespace or Project you installed on.

. Verify status for product is Succeeded.

. Click the product name to open details.

couAWNR
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RedHat
OpensShift
Container Platform

. Project: newsflash =
&% Administrator

Installed Operators > Operator details

FEE e Universalagent Operator

11.0 provided by Stonebranch
Overview

Details  YAML  Subscription Events

Universalagent Operator

Stonebranches
Explore
37 Name = !
Operators Name 1 Kind
OperatorHub 6 stonebranch-sample Stonebranch

Installed Operators

Workloads

DeploymentConfigs

StatefulSets

rets

ConfigMaps

Status

Conditions:
Initialized, Deployed

oA

Labels

No labels

[2) kubeadmin«

Actions  +

Create Stonebranch

Step 4 Adjust the Operator YAML (CSV)

When the Operator is installed, it needs to be adjusted to the values according to your Universal Controller landscape.

Any adjustment is done in the YAML file of the Universal Operator.
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Universal Controller / OMS Setting

The following tables identifies the Parameters that you must set for Universal Agent to connect to the related Universal Controller OMS.

Parameter Description
UAGAENGTCLUSTERS ' Name of the OPENSHIFT Application ( needs to be the same name as the Universal Controller Agent cluster configured in .. )
UAGOMSSERVERS IP and PORT of the Universal Controller Message Middleware OMS

UAGTRANSIENT “yes” : Transient means that the agent will be deleted or decommissioned, when the Agent shuts down or goes offline.

In the example shown, Universal Agent would connects to the OMS Port 7878 on the server 192.168.88.40 . The Agent would register to the Universal
Controller Agent Cluster: AGENT_CLUSTER_APP_NEWSFLASH.

The POD, where the Agent is installed in, would use the Persistent Volume Claim my-custom-pvc.
Note

1
Agent Cluster AGENT_CLUSTER_NEWSFLASH must exist in Universal Controller; if it does not, create it manually.

Universal Controller Setting

YAML
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"omsAutoStart": "no",
"uagAgentClusters": "AGENT_CLUSTER_APP_NEWSFLASH",
"uagAutoStart": "yes",
"uagEnableSsl": "yes",
"uagNetname": "OPSAUTOCONF",
"uagOmsServers": "7878\\\@192.168.88.40",
"uagTransient": "yes",

"uagUsername": "stonebranch",

"uemAutoStart": "yes"

PersistentVolumeClaim Settings

Here you can define if an existing Shared Persistent Volume (“useExistingSharedStorage”) or a new Shared Persistent Volume should be created (“crea
teSharedPersistentVolumeClaim”).

This example uses the existing Shared Persistent Volume "my-custom-pvc”, which was created in Step 1 Prerequisites.

YAML

"createSharedPersistentVolumeClaim": {
"enable": false,

"storage_class": "ibmc-file-bronze-gid",
"storage_size": "5Gi"

h

"useExistingSharedStorage™: {
"enable": true,

"storage_name": "my-custom-pvc"

Step 5 Create an Instance

After defining the Universal Agent connection settings in the YAML file, an instance of a POD with a Universal Agent can be created.

In this example, we create an instance named stonebranch-sample.
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a Universakagent Oporator

iritalen] Oyl e Provided APl

'E}'.I'Iwnan:nli".";-:lalﬂ

Drescription

Kntsndrs

After you click Create instance, the stonebranch-sample-sb-agent POD in the namespace newsflash is created.

Create Stonebranch

Configere i (o) Farm view WML, v

i Note: Some fields may not be represented in this form. Please select
“WAML View" lor full contred of abiedt ereaissm

Fame *

Irritales

H & © @

e Universalagent Operator
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Kind Saabu Labeh

Step 6 Verify the Universal Agent POD

Under Deployments, the started stonebranch-sample-sb-agent POD in the namespace newsflash is shown.

This POD contains a Universal Agent, which can send and receive files.

H & © @ i -
Project newiflish =
Deplcr:,frnents Create Depl:
Al < -
Mame SEatus Labek Pod selector
@ a
@ : q
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Universal Agent POD Log-file
The log file shows the Agent connected to the OMS of the Universal Controller: 7878@192.168.88.40

B A& © @ bubeadmin

Project: rwsflash =

@ stonebranch-sample-sb-agent-75df658d5-85c7f o fuwig

Step 7 Verify that the Universal Agent in OpenShift is Connected to
Universal Controller

The Universal Agent should have been automatically registered to the Agent Cluster AGENT_CLUSTER_NEWSFLASH, which was defined in the YAML
set-up in Step 4.

Jvero7 141238 0000 || s~ 53 18 @
LinuafUnix Agent Clusters
g o Linux/Unix Agent Cludters Custom Filles Mone * T Fier. [ 20 T s Niw L
Hame = Description Distribution  Suspended  Task Execution Limit  Limit Amount  Updated =
__ AGENT_CLUSTER _APP _5461d5845 Ay Mo Undirsitesd nibaer
= No
[E Opswise - Default LinugUnis Cluster Ay Ho Undimitad Ops. Fysiem
__ SAP-Linux-agent Any Mo Undimited nbauer
I
« ¥
& LinueUnix Agent Cluster Details
& Mgents bn Cluster
Agent Status Membership Suspanded  Agent Cluster Last Resolution  Updated By Updated
= sforwbranch-sample-sb-apent- TddSRds-fwhe - AGHTO03T Acthe Ho ops. Byshem 210714 12:381
£ b
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Note

1
Agent Cluster AGENT_CLUSTER_NEWSFLASH must exist in Universal Controller; if it does not, create it manually.

Summary

Universal Agent has been registered in Agent Cluster AGENT_CLUSTER_NEWSFLASH. As a result, it can be used to send and receive files from any
external server or cloud storage and save them to the shared persistence storage configured in the YAML set-up in Step 4.

In addition to file transfers, Universal Agent can also trigger any type of APl (REST, JDBC, SAP RFC, ...) for scheduling any type of Application installed in
OpenShift.

Step 8 Sample Scenario - File Transfer

The following sample scenario shows how a basic file transfer to a shared persistence storage can be set-up, and how the transferred data is accessible
by any application having access to the shared persistence storage in OpenShift.

As sample application 2 NGNIX Webserver will be deployed in the newsflash project, which was set-up in Step 1.

The NGNIX Webserver will have access to the shared persistence storage, meaning that if a file has been received by the Universal Agent and saved on a
folder in the shared persistence storage, it should also be accessible by the 2 NGNIX webserver for further processing.

Configuration Steps

The installation consists of three steps:
1. Define an Agent Cluster in Universal Controller

2. Configure the file transfer workflow using the Universal Controller web GUI.
3. Deploy two sample NGNIX webservers in OpenShift within the newsflash namespace.

1 Define a new Agent Cluster for the OpenShift application newsflash

An agent cluster must be configured in Universal Controller for each Project in OpenShift. When a POD is started in OpenShift, the Universal OpenShift
Agent will automatically register with the Universal Controller agent cluster defined in the CSV YAML file in Step 4.

The agent cluster in this example is named AGENT_CLUSTER_APP_NEWSFLASH.

Lisun/Unix Ages! Cluited Delaih: ACENT_CLUSTER_APP NEWSFLASH =
Ed Updale (M) Suspend Agont Clusher *-' Dwdate & Rofresh M Closs
LirizcUnin AQort Cliter |~ @ Agonis In Chater Homficaton & Tashs @ Vorson
Daslnils
Cluster Mams : AGENT CLUSTER_APP MEWSFLASH Warsion 4
Wik of Buainns ¥ -
w Lot Buinn] Ll -
Tosk Execubion Limd ; Linlimdfisd bt
Broodcas) Optor
Igrione Irasctive Agents - [V ignone Suspendod Agents ;¥
el Update W) Suspand Agent Cheibsr ] Dalate % Ralresh & Cloia

2 Universal Controller File Transfer Task

A standard UDM file transfer task can be used to send and retrieve data from the Universal Agent in Openshift. The following File Transfer task transfers
two files from an on-premise Linux Server to the OpenShift share folder: /podshare (persistence volume claim: my-custom-pvc):

® copy src=/home/nils/demo/index.html dest=/podshare/index.html
® copy src=/home/nils/demo/redhat.png dest=/podshare/redhat.png
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— Genaral
Task Mame ;| FT - Send Files 1o Openshift Shared Storage System Version F
Task Description
Merrber af
Business -
ey
Resohar Name Time Zone | . . .
Immidiatety :I Eraferencs System Defanit
Hiolef on Start: [ |
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dugeril Dt aity
Chuster : [w] Broadcast : [«
LRility Clustes
Liility Cluster —
Er':ad:,am AGENT_CLUSTER_APP_NEWSFLASH M= Broadcast ||
' Variabie
Lhility Credentials —
Uttty Credentials 5= Variable - )
— Fie Transfer Detals
Transfer Pratocad - | UDM -
Prirrsary LIDB Secondary UDM
+ NG = - o NN = r
Agert Ogition Agent Option
Prirnary Senondany
Cradeniials LG edenas N E Credentzals - EI
Prirnary Secondary
Credentials __] Credentials |l
Wariable Variable
Foim or Seriph - | Script - Trangfer Typs | Binary -
Seript:| transfer_to_openshift | =
Primary File{s) Secondary Files)
Codepage | - Mo - - Compress - | NO -
Encrypt:| MO - -

File Transfer UDM Script

The following file transfer script is used.
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Seript Details: transfer_to_ocpenshift -8 X
m Upclate [11'_ Cogry .L; Upload Soript ,.ﬂ Delete (% Rofresh 3§ Close

EEEEN NS T T

Seriph Nal'ﬁe:l erangler_to_openshilt l W St 24

Description ;|

Script Type ;LD Scnpt d Resotve UAC Variables © |+
agen des:-S{ops_agr.-nt_ip% irc=192.168.88.40 users${ops_src_cred_user) pwds=3(ops_sre_cred_pwd)
attrib dest createcpsreplace

copy sres/home/nils/demo/index.htm]l dest=/podshare/index.html
copy sro=/home/nils/demo/redhat.png dest=/podshare/redhat.png

Conlen

Member of Business Sendoes | Openchift -

open dest=${ops_agent _i p} src=192. 168. 88. 40 user=$(ops_src_cred_user) pwd=$(ops_src_cred_pwd)
attrib dest createop=repl ace

copy src=/hone/ nils/deno/index. htm dest=/podshare/index.htnl

copy src=/home/ ni | s/deno/redhat.png dest=/podshare/redhat. png

Description

Source Credentials: Linux-OS-Credentials (adjust according to your server credentials)
Source Linux Server: 192.168.88.40 (adjust according to your server)

Source Folder Linux Server: /home/nils/demo/out (adjust according to your server)
Files to Transfer: index.html, RedHat.png

Destination Agent Cluster: AGENT_CLUSTER_APP_NEWSFLASH

Destination Folder in the POD: /podshare/ (this is the mounted POD directory)

The export files of the file transfer task can be found here filetransfer task.

File Transfer Log File

The log file shows that the two files have been transferred to the /podshare/ folder.
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Flle Transfer Task Instance Detalls: FT - Send Flles to Openshift Shared Storage System

Output

2 Output o

Type Attempt  Output

2021.87.14 13.21.59.935 Processing script: /fvarfopt/universal/tmp/l6262479561408075935E20059070UHHD udn:
2021.67.14 13.22.080.652 UNV3992I control: Host=18.217.6.168, Port=49848, MFT=no, Protocol=TLSv1.2, K=l
2621.67.14 13.22.080.758 Data session established using cipher: HULL-HDS

26821.67.14 13.22.00.75%9 Data session established using compression: None

2821.67.14 13,22.00. 808 Data session established using TT mode: Direct

2821.97.14 13,22.00_ 841 Third party session established with dest (component 1626268393) and src (comp
2021.87.14 13.22.00_B49 Transfer mode settings:

2821.87.14 13.22.80_BB3  type=binary

20821.87.14 13.22.80.BE% trim=no

2821.687.14 13.22.00._B89 Session optioms:

2021.67.14 13.22.00.869 Keep Alive Interval: 128
2621.687.14 13.22.80.889 Metwork Fault Telerant: yes
281,67.14 13.22.00.889  NFT ACK Window: ]
EI STOOUT 1 2821.67.14 13,.22.00.989 src: " Sfhome/nils/demosindex.html® is being transferred in binary mode

2821.87.14 1%.22.00.98% src: “Spodshare/index.html® will be used as the destination filename
2831.87.14 13.22.00.98% src: " ShomesnilsSdemosindex himl® transfered successfully in B:00:08,817.
2021.87.14 13.22.00.960 src: 476 bytes read 476 bytes written

2021.687.14 13.22.80_989 src: Transfer operation complete. 1 file(s) copied in 8:08:88.817.
2021.67.14 13.22.81.009 src: 476 bytes transferred (28800.80 bytes per second)

2021.67.14 13.22.81.853 src: " Shome/nils/demo/redhat.png’ is being transferred in binary mode
2621.687.14 13.22.81.6853 src: “fpodshare/redhat.png’ will be used as the destination filename
2611,67.14 13.22.01.853 src: " Shome/nils/fdemos redhat . png® transfered successfully in G:86:68,625.
2821.67.14 13.22.01.853 src: 62623 bytes read 62623 bytes written

2831.687.14 1%.22.01.853 src: Transfer operation complete. 1 file(s) copied in 9:08:08.825.
1821.87.14 13.22.01.088 src: G2E23 bytes tronsferred (2512920.00 bytes per second)

2031.87.14 13.22.01.084 Finished processing script: JSwar/opt/universal/tmp/l626247956140075935E2005207
2021.987.14 13,22.081.138 Session closed

2021.67.14 13.21.59.934 UNV2ZEEOI Universal Data Mowver 7.9.8 Level @ Release Build 44 started.

STOERR 1 =
= 2021.687.14 13.22.81.139 UNVZEO1I Universal Data Mowver 7.98.8 Level @ Release Build 44 ended successfull

Check File Arrival in the POD Using the Openshift Web Console

Both transferred files are available in the folder / podshare/ .
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28 Administrator

3 Deploy an application, with access to the transferred data
The following deployment YAML deploys 2 PODS with a nginx webserver.
The nginx webserver uses the same persistent Volume Claim as the Universal Agent used for the file transfer.

Persistent Volume Claim: my-custom-pvc
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RedHat
OpenShift i A © @

Container Platform

Project: newsflash

Create DeploymentConfig

Workloads

y

DeploymentConfigs

Networking

Storage »

After clicking Create, two nginx webserver PODs have been started based on the given deployment.
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Red Hat
OpenShift i A (+] [7] kubeadmin«
C Platfo

Container

Project: newsflash =
De entConfigs » DeploymentConfig details

newsflash-with-ua Actions =

Details YAML ReplicationControllers Pods Environment Events

DeploymentConfig details

A
v

DeploymentConfigs
Name Latest version
newsflash-with-ua 1
Namespace Message
@ nevsilash config change
Labels Edit # Update strategy

Rolling

Max unavailable
Pod selector

Q app=newsfla

25% of 2 pods

Max surge
Node selector - 5
25% greater than 2 pods

Min ready seconds
Tolerations X

Mot configured
0 tolerations #

Triggers
Annotations

ConfigChange
0 annotations &

Status

Both PODS can access the two files transferred to the folder /podshare/ because all PODs are using the persistentVolumeClaim: my-custom-pvc

First nginx webserver Pod with access to the transferred files
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As you can see both files, index.html and redhat.png are available in the first nginx POD

Second nginx webserver Pod with access to the transferred files

43 | ua-72x-conoper



Universal Agent 7.2.x Container Operations

As you can see both files index.html and redhat.png are available also in the second nginx POD

The use case showed how to transfer data from a Linux Server to a persistent Volume Claim in an Openshift Cluster. As a result, the transferred data is
accessible by any application having access to the shared persistence storage. In our case the two started nginx webserver could access that file
transferred from the Linux Server to OpenShift

Summary

The Universal Automation Center, with the introduction of the newly developed Operator for Universal OPENSHIFT Agent, enables the secure and reliable
transfer of business data located on the mainframe, on cloud storage platforms, or any server, to any shared persistence storage connect to your
OPENSHIFT cluster (and vice versa).
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